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PREFACE

This document describes the installation and operation of TASC Systems’
sitePORTAL Lite Configuration Utility (SPCU).

Hardware and software described in this document are subject to ongoing
development and improvement. Consequently there may be minor
discrepancies between the information in this document and the performance
and design of the hardware and software.

Refer to the glossary in the Appendices for the definition of any uncommon
acronyms or terminology encountered while reading this document.

Additional documentation that is directly related to this manual includes:

e sitePORTAL Lite User Manual (document number 050-015-0021) for
detailed instructions on sitePORTAL configuration and operations.

e siteWRX Centralized Alarm Monitoring Software (document number
050-015-0025) for detailed instructions and examples of use of the
site monitoring and reporting interface software.

Before connecting any equipment to any sitePORTAL Lite product, the user is

.i‘ advised to read this document in its entirety. Application of voltages in excess
of the built-in protection could seriously damage the sitePORTAL Lite and/or
the equipment it is connected to.
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1. PRODUCT OVERVIEW

1.1. General Description

SPCU (sitePORTAL Lite Configuration Utility) is a common visual
programming utility used to program, configure, maintain and monitor the
operational characteristics of the TASC sitePORTAL Lite Network
Management, Monitoring & System Control (sPL) product.

Running on a MS Windows® based computer, SPCU provides an intuitive
graphical user interface for the technician, which simplifies the task of
configuring the sitePORTAL. The technician may set all site configuration
details including contact input alarm configuration, analog input voltage, and
temperature input alarm points remotely or locally.

Configuration parameters may be saved to a disk on the PC. Configurations
stored on disk may be later recalled and ‘up-loaded’ into a sitePORTAL
module. This reduces deployment time and simplifies device management.

1.2. System Requirements

The computer requirements for SPCU are:

e PC: 400MHz or higher Intel Pentium Processor or equivalent

e 64MB RAM

e 10MB free hard disk space

e Video Monitor of minimum resolution of 800 by 600 pixels

e CD-ROM Drive

e At least one free serial (COM) port

e A modem with ‘AT-compatible’ command set

e Windows 98, ME, Win-2000 or Windows® XP operating system

TASC Systems Inc.  All Rights Reserved. Page 2 of 42



SPCU User Manual 050-015-0021R06

2.INSTALLATION

2.1,

Installing SPCU

| 3

SPCU is supplied on CD with the purchase of a sitePORTAL Lite product.
Future versions of SPCU and updates to the user manual will be made
available.

As of this revision of the SPCU manual, the sitePORTAL Lite field units are
shipped with Firmware Version 4.2. All descriptions and examples provided
through out this manual show what would appear when connecting to a field
unit with Firmware Version 4.2. The updated SPCU software is designed to
be backwards compatible with previous Firmware Versions 4.1 and 4.0.
Therefore, it is possible for a system operating Firmware Version 4.2 units to
function along side older units running version 4.1 or 4.0 firmware.
Additionally, Firmware Version 4.2 can be used for configuring older units,
the difference being when connecting, the newer features corresponding
configuration fields are grayed out or not even present in the SPCU dialogs.

If you are upgrading an existing version of SPCU, the older version should be
uninstalled before installing the new version.

Insert the disk into the computer CD-ROM Drive. From the menu, select
“Install SPCU” and follow the prompts. If the disk does not auto start, use
Windows explorer to locate and activate the setup program on the disk.
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2.2. Starting SPCU

Launch the SPCU program from the program group folder that was created
during the installation process. By default this folder is called “TASC”.

2.21. SPCU Main Window

The main window, shown below, has a conventional tool and menu bar.

File_Pref
&

i
[

erences  Online Functions  Connect  Configuration  SPCU Maintenance  Help
EEEAEL I J

Figure 1 - SPCU Main Window

2.2.2. SPCU Status Bar

The SPCU status bar, at the bottom of the SPCU main window, provides
informative feedback such as the sitePORTAL connection status, operational
mode, date and time.

| | DISCONMECTED | 25/03/2001 |8:29.4M y

Figure 2 - SPCU Status Bar
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2.2.3. SPCU Version Number

To display the SPCU version, click on “Help” from the menu then select
“About SPCU”.

=T
File Preferences Orline Functions  Connect  Corfiguration  SPCU Maintenance: )je&u’_\\
FEIEEECIEL T About SPCU ) |
i
]
Coppright (¢] 2000 - 2003, TASC Systems Inc, Canada
sitePORTAL Lite Configuration Utiity
SPCU
Version 1.9339.2
| | DISCONNECTED [ | o7v08/2004 1015 AM 4

Figure 3 - SPCU Version Number

TASC Systems Inc.  All Rights Reserved.

Page 5 of 42



SPCU User Manual 050-015-0021R06

3. CONFIGURING

3.1. Connection modes

SPCU provides four basic modes of operation — Disconnected mode, Off-
line, Local mode, and Remote mode. SPCU always starts in the
Disconnected mode.

When SPCU is first launched, a number of the menu items and tools are
.e disabled (grayed out). These items and tools do not become available until
SPCU is in one of the available Connect Modes.

The SPCU toolbar provides ‘one click’ access to any of the four modes.
(Figure 4 - Mode Toolbar). From left to right; Remote mode, Local mode, Edit
Mode and Disconnected mode.

2| 2al

Figure 4 - Mode Toolbar

3.1.1. Disconnected Mode

When SPCU is first launched it is in the Disconnected Mode (not connected
to sitePORTAL device). The Disconnected mode allows limited access to
certain administration menu functions.

These are:
e Connection list maintenance
e Advanced password maintenance
e Ability to start any other mode

e Preferences

TASC Systems Inc.  All Rights Reserved. Page 6 of 42
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3.1.2. Off-line Mode

The Off-line mode provides an environment for a configuration to be built,
edited and stored on the PC or disk before actually connecting to the
sitePORTAL module.

Off-line mode may be accessed via the main menu bar by clicking on
“Connect”, then selecting “Off-line Connection” or by choosing the
appropriate tool bar button.

e When working in Off-line mode, only the Configuration and File menus are
B available.

3.1.3. Local Mode

The Local mode is used to connect directly to a sitePORTAL module using
the computer COM Port. Local mode allows configuration of the product,
viewing event logs, monitoring current system status and acknowledging
alarms at the site.

When configuring sitePORTAL Lite locally using SPCU, the SW1-1 switch on

.e the sitePORTAL Lite main board must be set to the OFF position and a cable
connected between Serial Port 1 of the sitePORTAL Lite and COM port of the
PC running SPCU (Refer to the sitePORTAL Lite User Manual).

Local mode may be accessed via the main menu bar by clicking on
“Connect”, then selecting “Local Connection” or by choosing the appropriate
tool bar button. In Local Connection mode all menu items are enabled.

The Local mode allows configurations previously created in the Off-line mode
and stored on disk, to be uploaded into the sitePORTAL module.

SPCU incorporates an automatic log out feature, which disconnects the link to
.i‘ the sitePORTAL product if SPCU senses no keyboard or mouse activity after a
preset time.
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3.1.4. Remote Mode

Remote mode is used to remotely connect to sitePORTAL modules using a
cellular, PSTN modem or TCP/IP connection using Ethernet or Wireless IP.
Remote Connection mode allows configuration of the sPL, viewing event
logs, monitoring current system status and acknowledging alarms. The
remote connection ability allows configurations to be adjusted or alarms to be
acknowledged without a trip to the remote site where the sitePORTAL
module is located.

Remote Connection Dialer

Site Mame | Type | Number/&ddress |

East Tunnel TCRAP  182.168.0.178:14001

Burnaby Mountain  Dyna.. BM29<

‘whest Tunnel Dyna.. RM39FP

3 Mile Road Dyna.. T334

Central Park. Dyna BC12F

Lumber Mill Dyna.. HZ90L

East Tunnel Dyna.. U335

Stadium PSTN 6043244323

.o CADocuments and SettingshAll Users\Documentsh\sitePORTAL TLF

Phane list file:

¥ Instant Connect: |15 Mew
— Preferen
Dial/Connect
Modem it string: [AT&015C140
Communication port: ICDM3: 'l Speed: (13200 =
Session Preferences

Prefix to Dialed Number Force download | Cemmzl
I Connect Time: ISD _l; Secs
[~ Enable Prefix -

Auta logoff: |5 _|: Iins

Wirtual Port To Use For Passthrough: I8 _|;
Dynamic: Lookup Server. [siteyry, cartelsys. com

Figure 5 — Remote Connection Dialer

e Phone List: Lists the sties, the connection method to the site, and the
phone number or IP address of the site.

e Phone List File: The file where the phone list is stored.

¢ [nstant Connect Checkbox: if checked, the user can enter a phone
number or IP address that is not in the phone list.

¢ New Button: takes the user to the connection maintenance list

e Dial/Connect Button: attempts a connection to the specified phone
number or IP address

e Preferences Groupbox: specifies the connection preferences

o Modem Init String: Specifies the local modem's initialization
string. This value is only used if connecting via a PSTN
modem.
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o Communication Port: Specifies the local port to use to make a
connection.

o Speed: the connection baud rate

o Prefix to dialed number: the value to dial before dialing a
telephone number. For example, this value could be 9 to dial
an outside line.

o Enable Prefix: can enable or disable the use of the value
entered into the "prefix to dialed number" text box

e Session Preferences:

o Force download: specifies whether or not SPCU should
download all device configuration when it connects to a device

o Connect Timeout: time in seconds to wait to establish a
connection.

o Auto Logoff: time in minutes until SPCU will disconnect from
an inactive session

o Virtual Port to use for Pass-through: specifies the port number
SPCU is to use when creating a virtual communications port

o Dynamic Lookup Server: specifies the location of the dynamic
lookup server. This value is used to establish dynamic
connections.

Remote mode is accessed via the main menu bar by clicking on “Connect”,
then selecting “Remote Connection” or by choosing the appropriate tool bar
button. Selecting “Remote Connection” requires password authentication
before a connection to the sitePORTAL product is successful. Passwords are
created and managed by the designated individual assigned to have
administrative privileges.

Enter the passward and user name that will be used to
log into the remate Site

User Mame: IJ ohn22
Password: I

Cancel

Figure 6 - Password Prompt

In Remote Connection mode all menu items are enabled.

Note: SPCU incorporates an automatic log out feature, which disconnects the
.i‘ link to the sitePORTAL product if SPCU senses no keyboard or mouse activity
after a preset time.

3.2. Downloading & Uploading the sitePORTAL Configuration

When SPCU is connected either remotely or locally the main “upload” and
“download” buttons become active. The upload button takes the configuration
that is currently loaded in SPCU and writes it to the sitePORTAL product.
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The download button reads back the entire configuration of the sitePORTAL
product into SPCU.

Before performing an upload, it is good practice to verify all module

.i- configuration parameters currently set in SPCU by stepping through the
configuration screens. This will ensure that the sitePORTAL module doesn’t
get configured improperly.

Each of the sub-menus under the “configuration” menu has an independent
upload button. This button “writes” only the current sub-menu parameters
back to the sitePORTAL product and is useful when only minor changes are
made.

When a number of changes are being made, the sitePORTAL module is best
updated by performing an upload from the main window.

3.3. Preferences

The Preferences menu allows access to the settings, which affect the Local
and Remote Connection Modes. These two sub menus provide individual
settings allowing a technician to tailor his particular connection method.

3.3.1. Remote Connection

Communication Port Settings

The following are the settings and their definitions from the Remote sub-
menu:

%Remote Connection Parameters ll

Madem init string; |AT><D

Communication port: IEDM1: j Speed: I‘ISZDD j

Communication timer: |1DDDD _I; mSecs
Inker byte time: |2DDD _|: mSecs

Session preferences

Force download [ Auto logoff: I'ID j Minz

Connect Time: IED _I? Secs

Cancel |

Figure 7 — Remote Connection
Parameters

e Modem Init String — Field containing the modem initialization string for
the modem attached to the local PC, typically user supplied

e Communication Port — The particular COM Port which the local PC
modem is attached to

e Speed — Specifies the DTE speed of the local PC modem

TASC Systems Inc.  All Rights Reserved. Page 10 of 42
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¢ InterByte Time — Interbyte Time specifies the maximum time that can
exist between bytes in a packet

e Force Download — Enable/Disable the auto downloading of all the
sitePORTAL module configuration information

e Auto Logoff — The maximum time the SPCU software can be idle
before the user is logged out

e Connect Time — A timer that indicates how long SPCU will wait for
DCD from the local PC modem before ending a connection attempt.
Ethernet

If an sPL is equipped with an Ethernet module then it can be connected to
through TCP/IP.

To configure the Ethernet module, connect it to the network and launch the
Lantronix Device Installer, which can be installed from the SPCU installation
CD or by downloading the latest version from the Lantronix website.

Launch the Device Installer by selecting “Programs->Lantronix->Device
Installer->Device Installer” from the Windows Start menu.

I 1
Ny RS @ st

LANTRONIX ".‘i:;i = manan

Xrorl

Mluinwcunﬁgnramn Manzger

Figure 8 — Lantronix Device Installer

Select the search button to search for Lantronix XPort Ethernet devices
available on the network. Once the XPort is found, select it from the list and
then select its Web Configuration tab to configure the XPort settings.

Configure the Lantronix XPort with the following settings:

TASC Systems Inc.  All Rights Reserved. Page 11 of 42
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Network Settings

Metwork Mode: | Wired Only vl

IP Configuration
* Qbtain IP address automatically
Auto Configuration Methods
BOOTP: & Enable © Disable

DHCP: & Epable © Disable
AutolP: ¥ Epable " Disable

DHCP Host Mame:
™ Use the following IP configuration:

IP Address:
Subnet Mask:
Default Gateway:

Ethernet Configuration
W Auto Megotiate

Speed. & 100 Mbps © 10 Mbps

Duplex: & Full € Half

Figure 9 — XPort Network Settings

Server Settings

Server Configuration

Telnet Password:
Retype Password:

Advanced

ARF Cache Timeout
(secs). 600

TCP Keepalive (secs). |45

Monitor Mode @ Bootup: & Enable € Disable
CPU Performance Mode:  Low & Regular © High

HTTP Server Port, |80
Config Server Port, |30718
MTU Size: [1400

Figure 10 — XPort Server Settings
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Serial Settings

Channel 1
[~ Disable Serial Port

Port Settings

[ |
Stop Bits: I‘l -I

Flow Control: |None

Parity: | None «

Protocol: | RS232 2|
Baud Rate: |230400 vl Data Bits: |8 vl
Pack Control

[V Enable Packing

Idle Gap Time: |12 msec 'l

Match 2 Byte Sequence: ¢ ves & No

Match Bytes: D)JDO U)JUU
(Hex)

Send Frame Immediate: ¢ ves & No

Send Trailing Byles: @ None " One " Two

Flush Mode
Flush Input Buffer
With Active Connect & yes  No

With Passive Connect & yes ¢ No
At Time of Disconnect & yes  No

Flush Output Buffer
With Active Connect & yes " No

With Passive Connect @ ves  No

At Time of Disconnect % yes  No

Figure 11 — XPort Serial Settings

Connection Settings

Channel 1
Connect Protocol

Pratocol: ITCP vI

Connect Mode
Passive Connection:

Accept - - =
Incoming: [With Active Mdm Ctl In =]

Password
Required: C Yes © No

Password: I

Modem Escape Sequence
Pass Through:

& ves C No

Active Connection:
Active Connect | None =

Start Character: o,gl:??' (in Hex)

Modem Mode: |Verbose Mdm Resp & Echo ~|

Show IP Address After RING: & yes ¢ No

Endpoint Configuration:

Local Port: |3011
Remote Port: |3{}D1

™ Auto increment for active connect

Remote Host: |0_G.EI.IJ

Common Options:

Telnet Com Port [
Crrl IDlsabIe vI
Terminal I—
Name:

Use
Hostiist © Yes © No

ConnectResponse: | Char Respons

LED: [Blink x]

Disconnect Mode

On Mdm_Ctri_In
Drop:

Check EOT(Cirl-D). " ves  No

@ ves C No

Hard Disconnect: @ yes  No

Inactivity Timeout: |5 . IU (mins : secs)

Figure 12 — XPort Connection Settings
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Configurable Pin Settings

CP  Function Direction Active Level
0 [StawsLED1 | & Input © Output @ Low © High
1 |Mcdem Control Out j @& Input € Output @ Low " High
2 |Modem Control In j @ Input ¢ Output @ Low  High

Figure 13 — XPort Configurable Pin Settings

Ensure that the following settings are set in the Call & Modem Control

section of SPCU:

e Modem Port Speed: 230400

e Cmd Mode Method: DTR TOG

e Use Enhanced Telephony Features: Unchecked
e Modem Option: Internal Modem

.

AT Command Dialect: Generic (AT Command)

To troubleshoot

the Ethernet module connect to the sPL locally using SPCU

and then view the Current Modem Status by selecting “Online Function-

>View->Current

and off-line.

System Status.” Ensure the modem is acquired, on-hook

Hodem 3tatus

Statuz

Aguisition State:
Connection State:
Datalink State:

DTE Rate: 230400

Off-line

Last Disconnect 3tatus:

Modem is acguired

On-hook Contact [nputs

i Analog Inputs
No carrier

Temperature [nputs

Outputs

PRl

M anual Refresh

Automatic Refresh

Initialize Modem |

EEEE
kot |
o |

Exxit

Figure 14 — Current Modem Status
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3.3.2. Local Connection

Communication Port Settings

uUsB

The following are the settings and their definitions from the Local Connection
sub-menu:

=Local Connection Parameters 5[

i~ Communication Port Setting

Communication port: I[;DM']; vl
Fietry count: m ®§
Commurication timer: Im mSecs
Inter byte time: WE mSecs

~ Session Preference:

Force download v Auto logoff: |5 ﬂ Mins

Cancel |

Figure 15 — Local Connection
Parameters

Communication Port — The particular COM Port which the local PC
modem is attached to

Retry Count — Specifies the number of times SPCU will retry a
transmission to a sitePORTAL module after a communication timeout

Communication Timer — Defines the amount of time to wait for a
buffer flush and re-transmission when a packet is not received. This is
useful when dealing with systems which may be subject to higher
latencies

InterByte Time — Interbyte Time specifies the maximum time that can
exist between bytes in a packet

Force Download — Enable/Disable the auto downloading of all the
sitePORTAL module configuration information after establishing a
connection

Auto Logoff — The maximum time the SPCU software can be idle
before the user is logged out.

Some sPLs are equipped to handle a USB connection. The USB drivers are
installed when SPCU is installed. Connect the sPL to the computer where
SPCU is installed using a USB cable and the operating system will
automatically detect a new USB Serial Connection. This serial connection
can then be used to connect via SPCU.

Once the sPL’s USB Serial Port has been connected to the computer and
detected the new port will appear in the device manager with a new port
number. To view the USB serial port number, select “Settings->Control

TASC Systems Inc.
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Panel” from the Windows Start menu. Next select System to view the system
properties. From the system properties select the Hardware tab and then
select Device Manager and expand the ports node. View the port number
assigned to the USB Serial Port and use this port number in SPCU to
connect to the sPL.

De e Manage - O

File  Action View Help
I RS Y

-2 SASKATOON
; J Compuker
e Disk drives
Display adapters
+ b DVDJCD-ROM drives
@ Floppy disk controllers
\g Floppy disk drives
(-4 IDE ATAJATAPI controllers
E Modems

Manitars
B8 Metwork adapters
- Ports (COM & LPT)
: néyi Communications Pork (COML)
-5 ECP Prinker P

& !0

---@ Sound, video and game controllers
é Syskem devices

[+ & Uriversal Serial Bus controllers

| |
Figure 16 — USB Serial Port Number

3.4. Configuration of SPCU to siteWRX

3.4.1. Site Information

The Site Information form contains site or location specific information. The
fields in this form must be completed appropriately when the sitePORTAL
product is used in conjunction with the siteWRX Software.

=site Information ll
Site Name: |H‘I site,
Site Address 1: |

Site Address 2: |

Site Phone/IP Mazk: I Site [P Port: I
MWOCC PhonedIP Address: |1 92 168.0.70 NOCC IP Part: |3gg1

Upload | Qg | Cancel |

Figure 17 -Site Information

e Site Name: The Site Name field helps uniquely identify each product
that is deployed in the field. The Site Name field is also sent for the
authentication phase of alarm reporting to the siteWRX Software.
This field can accept up to 30 alphanumeric characters.
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e Site Address 1 & Site Address 2: These optional fields can contain
additional site information such as the location where the
sitePORTAL product is located. This field can accept up to 30
alphanumeric characters.

e Site Phone Number/IP Mask: This field denotes the phone number or
IP Mask used by siteWRX to dial out to this sitePORTAL module.
This is used by SPCU for remote maintenance and by siteWRX for
polling purposes. This number can also be entered into the
Connection Dialer List for easy retrieval, refer to section 5.1 -
Connection List. This field can accept up to 16 numeric characters
including spaces.

e Site IP Port: Specifies the port that is used by siteWRX to connect to
the specified site’s IP address.

e NOCC Phone Number/IP Address: The NOCC Phone Number or IP
Address field indicates the phone number or IP Address for the
siteWRX Software at the NOCC. The sitePORTAL product will
attempt to connect to this phone number or IP Address during an
alarm condition. This field can accept up to 16 numeric characters
including spaces.

e NOCC IP Port: Specifies the port to connect to at the precise NOCC
IP Address.

3.4.2. Peripheral Types

The Peripheral Type form contains Peripheral specific information. This form
is used to configure the sitePORTAL ports. These ports can be configured to
allow a user to access attached peripheral devices through the sitePORTAL
ports. Port access can be configured to operate in either Pass-through or
Switch-through mode.

Pass-through mode sets up the sitePORTAL to accept a remote connection
and pass all information through to the attached peripheral. Once the
sitePORTAL is running in Pass-through mode on a specified port, the
connection is handed over to the peripheral craft software for access to the
peripheral. In older versions, the current connection drops and waits for a
new connection for the peripheral device.

Switch-through mode also allows access to a peripheral device. However,
Switch-through differs from Pass-through in that the connection is not
dropped. Instead, once the sitePORTAL is instructed to enable Switch-
through mode, communication with the peripheral device occurs immediately.
A Switch-through connection to a peripheral device only works if the
peripheral device is a TASC hardware device and the software needed to
configure the hardware is installed on the computer (see Figure 18 -
Peripheral Menu).
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= peripheral Equipment Setup x|

Fort 1 |

Hame: |

Baudrate: ISEEIEI hd Feripheral

Connection: IPass-lthth j

Upload | Upload and Closel Cancel |

Figure 18 - Peripheral Menu

Device Name: The Device Name field identifies the equipment, which
is attached to the port. This field can accept up to 30 alphanumeric
characters.

Baud Rate: The Baud Rate selection box sets the DTE speed at
which the port will communicate with the attached device.

Connection: Configures the port as either Pass-through or Switch-
through.

TASC Systems Inc.
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3.4.3. Contact Inputs

The contact inputs or digital input, has only two states on or off.

The Contact Inputs menu contains parameters for configuring each contact
input on the sitePORTAL product.

= contact Input Configuration ﬂ

¥ Enable Alarm I‘I _,::' Enable Ceazing [
| Advancedl

Frezent Input State
- Alarm Severity: IMINDH 'l
Hold time [secs]: ID _I?

Input Contact State

+ Mormally Open
= Nomally Clozed

Caption: [SCL Cortact

Upload | QK | Cancel |

Figure 19 - Contact Inputs
Configuration

Detailed explanations of each parameter are provided below:

Enable Alarm: This check box turns on alarming functionality for the
selected contact input. If the check box is left unchecked then no
alarm will be generated when the contact input is in the closed state.

Input Selector: This dial provides a method of scrolling through the
available contact inputs. The sPL has 8 built in contact inputs, but this
number increases if any contact input expansion boards are installed.

Enable Ceasing: This check box enables the generation of ceasing
events on the selected contact input. Ceasing events are generated
when a contact input transitions from an alarm state back to the
normal state. This option is only available if the input alarm is
enabled.

Present Input State: This display shows the current logical state of the
selected contact input.

Input Contact State: The Input Contact State selection box enables
contact inputs to be configured as open in the rest state or closed in
the rest state.

Hold Time: This dial provides ensures that inputs can be properly
qualified as events by requiring the input to be present until the
expiration of this timer. The hold timer is started when a contact input
enters the alarm state, when the hold timer expires the alarm event is
generated. This provides a method of dealing with noisy inputs or
false positives.

Alarm Severity: This selection box lets a level of severity be assigned
to each contact input. The severity level is used when the
sitePORTAL product is used in conjunction with the siteWRX
Software. The severity is attached to each alarm sent to the siteWRX
Software.

TASC Systems Inc.
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e Caption: This field is used to assign a unique name to each contact
input. The Caption is used when the sitePORTAL product is used in
conjunction with the siteWRX Software. The Caption is attached to
each alarm sent to the siteWRX Software. This field can accept up to
30 alphanumeric characters.

== Contact Input Configuration 5'

¥ Enable Alarm I‘I _,:i' Enable Ceasing [~

Corfiguration Advancedl

— Input Qualification
Input Qualified: [~

If input qualified iz selected, the alarm will only occur
when contact input |2+ | s active.

— Output Mapping
Mode:

I Output rezet on input active j

Output: -

Upload | 0k | Cancel |

Figure 20 - Contact Inputs
Advanced Configuration

¢ Input Qualification: these options configure alarm qualification
options. If the alarm is input qualified, then the alarm will occur when
the input alarm condition occurs and the specified input is on. If the
alarm is not qualified, the alarm will occur when the input alarm
condition occurs.

e Input Qualified: enabled or disable input qualification.

e Alarm Occurs When Selected Input is Active: by choosing an input,
the alarm will only occur when the selected input is active.

e Output Mapping: outputs can automatically turn on or off based on
the state of inputs. These options determine the action that should be
taken when the selected input’s state changes.

¢ Mode: determines the action to take and the input state required for
the action to occur.

e Output: specifies the output to set or reset when the input state
changes.
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3.4.4. Analog Input Configuration

The Analog Inputs menu contains parameters for configuring each analog
input on the sitePORTAL product.

Detailed explanations of each parameter for the “Configuration” tab are
provided below:

= analog Input Configuration X|

Enable Ceasing [T

Present Woltage Slarm Severi: lm
m Hold Tirmne (secs): H
Input R ange: ID -25EY
User Multiplier: m

r— High Set Paint

Yolage: |25.D _lj

Caption: [AMA_HI CH 1

— Low Set Point

Woltage: IDD.D _lj

Caption: [4NA_LOCH 1

Upload | akK | Cancel |

Figure 21 - Analog Inputs
Configuration

Enable Alarm: This check box turns on alarming functionality for the
selected analog input. If the check box is left unchecked then no
alarm will be generated when the particular analog input passes
either the high or low set point.

Input Selector: This dial provides a method of scrolling through the
available analog inputs. The sPL has 8 built in analog inputs, but this
number increases if any analog input expansion boards are installed.

Enable Ceasing: This check box enables the generation of ceasing
events on the selected analog input. Ceasing alarms are generated
when an analog input transitions from an alarm range back to within
the normal range. This option is only available if the analog alarm is
enabled.

Present Voltage: This display shows the current voltage of the
selected analog input.

Alarm Severity: This selection box lets a level of severity be assigned
to each alarm input. The severity level is used when the sitePORTAL
product is used in conjunction with the siteWRX Software. The
severity is attached to each alarm sent to the siteWRX Software.

Hold Time: This dial provides a method of “de-bouncing” the selected
analog input. The hold timer is started when an analog input enters
the alarm state, when the hold timer expires the alarm event is
generated. This provides a method of dealing with noisy inputs or
false positives.
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¢ |nput Range: This selection box provides different analog input range
options allowing the accuracy and type of analog input to be selected.
There are 4 preset ranges and 4 more user selectable ranges. The 4
preset ranges are 0-2.56V, 0-5V, 0-25V and 4-20mA. The 0-2.56V
range provides less accuracy than the other ranges.

e The USER selectable ranges: Allows proper configuration of the
analog inputs if an external resistor network is used. Please see the
sitePORTAL Lite user manual (document # 050-015-0012) for
additional information.

e User Multiplier: This selection box provides a method of setting the
scaling for the user-defined range. An external resistor network will be
required when using the USER selectable ranges.

e Sensor: This allows the selection of a user provided sensor, the
TASC RF Power Sensor (TA-RFS-20W), or the TASC dB Meter. The
user sensor is the default selection.

e The RF Power Sensor uses the 0 to 5.12V range and therefore is
only present when this range is selected. As a guide, when the RF
Power Sensor is selected, each analog voltage is converted and
displayed with its equivalent RF power level in dBm. This dBm value
is accurate to +/- 3 dB and should only be used as a starting point.
Please refer to the RF Power Sensor manual part number TA-RFS-
20W for calibration instructions.

e The dB Meter uses the 0 to 25.0V range and is only present when
this range is selected. As a guide, when the dB Meter is selected,
each analog voltage is converted and displayed with its equivalent
decibel level. This dB value is accurate to +/- 5 dB.

e High Set Point - Voltage: This defines the voltage point above which
the analog input would be considered in a high voltage alarm state.

e High Set Point - Caption: This field is used to assign a unique name
to the high voltage range of an analog input. The Caption is used
when the sitePORTAL product is used in conjunction with the
siteWRX Software. The Caption is attached to each alarm sent to the
siteWRX Software. This field can accept up to 30 alphanumeric
characters.

e Low Set Point - Voltage: This defines the voltage point below which
the analog input would be considered in a low voltage alarm state.

e Low Set Point - Caption: This field is used to assign a unique name to
the low voltage range of an analog input. The Caption is used when
the sitePORTAL product is used in conjunction with the siteWRX
Software. The Caption is attached to each alarm sent to the siteWRX
Software. This field can accept up to 30 alphanumeric characters.
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e The details for the “Advanced” tab are provided below:

=
|~ Enable &lan 1 _|: Enatle Ceasing =

Configuration

r~ Input Quilification
Input Qualfied: [~

[F input qualified iz selected, the alam will only occur

when contact input |1 vl iz active.

r— Output Mapping
Mode: [ isabled =l

Dutput: m

Upload | akK | Canicel |

Figure 22 - Analog Inputs Advanced
Configuration

e Input Qualification: these options configure alarm qualification
options. If the alarm is input qualified, then the alarm will occur when
the analog threshold is reached and the specified input is on. If the
alarm is not qualified, the alarm will occur when the analog threshold
is reached.

e Input Qualified: enabled or disable input qualification.

e Alarm Occurs When Selected Input is Active: by choosing an input,
the alarm will only occur when the selected input is active.

e Qutput Mapping: outputs can be automatically turned on or off based
on the state of inputs. These options determine the action that should
be taken when the selected input’s state changes.

¢ Mode: determines the action to take and the input state required for
the action to occur.

e QOutput: specifies the output to set or reset when the input state
changes.
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3.4.5. Temperature Input Configuration

The Temperature Inputs menu contains parameters for configuring each
temperature input on the sitePORTAL product.

Detailed explanations of each parameter are provided below:

f‘;';Temp ture Input Configuration ﬂ
' En m |1 _,::‘ Enablz Ceasing [T

Configuration | Advanced I

Present Temperature Alarm Severy: [NOR =
— Hald Time [secs): |5 _,::‘

r—High Temperature slarm Trigger

@ Temp: (50.0 _,::‘

Caption: [TEMP_HI CH 1

r— Low Temperature Alarm Trigger

g% Temp: (0.0 _,::‘

Caption: [TEMP_LO CH 1

Upload | Ok | Cancel |

Figure 23 - Temperature
Configuration

Alarm: This check box turns on alarming functionality for the selected
temperature input. If the check box is left unchecked then no alarm
will be generated when the particular temperature input passes either
the high or low set point.

Input Selector: This dial provides a method of scrolling through the
available temperature inputs. The sPL has no built in temperature
sensors but optional temperature sensors can be installed.

Enable Ceasing: This check box enables the generation of ceasing
events on the selected temperature input. Ceasing events are
generated when an temperature input transitions from an alarm range
back to within the normal range. This option is only available if the
alarm is enabled.

Present Temperature: This display shows the current temperature of
the selected temperature input.

Alarm Severity: This selection box lets a level of severity be assigned
to each alarm input. The severity level is used when the sitePORTAL
product is used in conjunction with the siteWRX Software. The
severity is attached to each alarm sent to the siteWRX Software.

Hold Time: This dial provides a method of “de-bouncing” the selected
temperature input. The hold timer is started when an temperature
input enters the alarm state, when the hold timer expires the alarm
event is generated. This provides a method of dealing with noisy
inputs or false positives.

High Temperature Alarm Trigger: This defines the temperature point
above which the temperature input would be considered in a high
temperature alarm state.
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High Temperature Caption: This field is used to assign a unique
name to the high temperature range of a temperature input. The
Caption is used when the sitePORTAL product is used in conjunction
with the siteWRX Software. The Caption is attached to each alarm
sent to the siteWRX Software. This field can accept up to 30
alphanumeric characters.

Low Temperature Alarm Trigger: This defines the voltage point below
which the temperature input would be considered in a low
temperature alarm state.

Low Temperature Caption: This field is used to assign a unique name
to the low temperature range of a temperature input. The Caption is
used when the sitePORTAL product is used in conjunction with the
siteWRX Software. The Caption is attached to each alarm sent to the
siteWRX Software. This field can accept up to 30 alphanumeric
characters.

The following are the details for the “Advanced” tab:

%Temperature Input Configuration 5'
[~ Enable Alarm I1 _|; Eriable Ceasing [©
Configuration { Advanced |

i~ Input Qualification
Input Qualfied: [~
IFinput qualified is selected, the: alarm will only occur
when contactinput [+ | is active.
r— Output Mapping
Modet | nisabled =l
Outpu m
Upload | 0K | Cancel |

Figure 24 - Temperature
Advanced Configuration

Input Qualification: these options configure alarm qualification
options. If the alarm is input qualified, then the alarm will occur when
the temperature threshold is reached and the specified input is on. If
the alarm is not qualified, the alarm will occur when the temperature
threshold is reached.

Input Qualified: enabled or disable input qualification.

Alarm Occurs When Selected Input is Active: by choosing an input,
the alarm will only occur when the selected input is active.

Output Mapping: outputs can be automatically turned on or off based
on the state of inputs. These options determine the action that should
be taken when the selected input’s state changes.

Mode: determines the action to take and the input state required for
the action to occur.

Output: specifies the output to set or reset when the input state
changes.
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3.4.6. Output Configuration

The Output Configuration menu contains Output specific information. This
menu is used to configure each output.

%Dutput Configuration ll
Dutput; |1 _%

Cutput State

f* Momally Open
= Marmally Clozed

Upload | Ok, | Cancel |

Figure 25 - Outputs Menu

e Qutput: The Output selection box is used to select a particular output.

e QOutput State: The Output State selection box lets you specify whether
the selected output is Normally Open or Normally Closed.

“Normally Open” refers to the electrical state in which a switch may rest. Its
contacts are held apart or open so that no current flows through its contacts.

.i- “Normally Closed” refers to the electrical state in which a switch may rest. lts
contacts are held together or closed so that current is allowed to flow through
its contacts

3.4.7. Line Interface

The Line Interface is a custom peripheral for the sitePORTAL that provides
single tone and DTMF tone generation on a dedicated or leased audio
line. Its application is for testing the quality of the leased line connection to
remote radio base station sites.

See the document titled “SPCU User Manual Line Interface Addendum” in
the Appendix, for details about configuring the Line Interface.
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4. OPERATION

Online functions are available only when SPCU is connected to a
sitePORTAL product in either the Local or Remote connection modes. The
following sections show some extended functionality available when
connected to a sitePORTAL product

4.1. Current System Status

The “Current System Status” window is used to visually show the status of
various components of the sitePORTAL product. Located below the “Status”
button, additional buttons on the main status window provide details about
the status of the Inputs and Outputs.

= Current System Status

Product type: 3 (sitePCRTAL Lite - Trio 1200}
Firmware Version: 4.7.255.6
COptions Present:

Serial Port 3
Current Date/Time: 16-7-2007 13:20:12
Tewperature Sensors Found:

Sensor [1]
Anamlog Expansion Boards Found:

Device 1 [Analogs 9-16]
Contact Input Expansion Bosrds Found:

Deviece 3 [Contact Inputs 25-32]
Logged in LOCAL with Full READ/WRITE access
There are & item(s) in the Access Log
There are & item(s) in the Event Log
The event log contains no active alarm events
Total contact inputs assigned: 0O
Total analog inputs assigned: 0
Total temperature inputs assigned: 0O

Contact [nputs

Analog Inputs

Temperature Inputs

Outputs

Modem

Manual Refresh

Avtomatic Fiefresh

Exit

=
bt |
)
[ o |
N
N
|
BEN

4.1.1. Status

Figure 26 - View Current Status Main Window

The main status window or “Status” in the “View Current Status” window
provides product, firmware and some configuration information.

The main status window provides the following information:

Product Type
Firmware Version
Option Present Status

Current Date/Time
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e Temperature Sensors, Analog Input Expansion Boards and Contact
Input Expansion Boards Found

e Logged in permissions

e Access/Event Logs Entries

e Total Contact Inputs, Analog Inputs and Temperature Inputs
Assigned

Note: If a second connection to the sitePORTAL product is initiated while

.e another valid connection (local or remote) is present, you will be restricted to
read only permissions. This prevents any conflicts in configuration changes
from being made.

4.1.2. Contact Inputs

The “Contacts” button displays the “Current Contact Input Status” window (as
shown below). The Contact Input Status window displays, in real-time, the
current status of the various contact inputs. The text within each contact input
box describes the current state of the input and the color indicates what
condition is present.

Open: Indicates that the contact input is currently floating open

Closed: Indicates that the contact input is currently closed circuit to ground
Red Text: Indicates the contact input is in an alarm condition

Green Text: Indicates the contact input is in a normal state (non-alarm)

Grey Text: Indicates the contact input is not enabled

%Eurrent Contact Input Status x|

1/0 #1 1/0 H2 1/0 H3 1/0 H4 1/0 HE 1/0 HE
m m m m m m Statug
TR 70 BB Cantact Inputs
Analog Inputs
RED = input in alarm state
GREEM = input in non alarm state Temperature Inputs
GREY = input not assigned
Outputs

Modemn
Manual Refresh

Exit

Figure 27 - Contact Status Window

[ Note: Hovering the mouse pointer over the I/0 point causes the caption for the
associated contact input to be displayed.
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4.1.3. Analog Inputs

The “Analog Inputs” button displays the “Current Analog Input Status”
window as shown below. The Current Analog Input Status window displays,
in real-time, the current status of the various analog inputs. The text within
each analog input box displays the current voltage of the analog input and
the color indicates what condition is present.

Red Text: Indicates the contact input is in an alarm condition
Green Text: Indicates the contact input is in a normal state (non-alarm)

Grey Text: Indicates the contact input is not enabled

;—:'-Eurrent Analog Input Status 5'

AM&_HICH 1 |ANA7HI CH2 |ANA7HI CH 3 |AN!—LHI CH 4 |ANA7HI CHE5 |AMA_HICHE Status |
ENE_AICH 7 [NE_HI CH & BER eI |
Analog Inputs
RED = input in alarm state
GREEM = input in non alarm state Temperature Inputs |
GREY = input not assigned
Outputs |
Modem |
Manual Refresh |

Exit |

Figure 28 - Analogs Status Window

e Note: Hovering the mouse pointer over the 1/0O point causes the caption for the
| associated contact input to be displayed.
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4.1.4. Temperature Inputs

The “Temperature Inputs” button displays the “Current Temperature Input
Status” window (as shown below). The Temperature Input status window
displays the current status of the various temperature inputs. The text within
each temperature input box displays the current temperature of the input and
the color indicates what condition is present.

Red Text: Indicates the contact input is in an alarm condition
Green Text: Indicates the contact input is in a normal state (non-alarm)

Grey Text: Indicates the contact input is not enabled

;—:-'-Eurrent Temperature Input Status ZI

1/01 1/0 2 1/0 3 1/0 4 1/0 5 /06
EE N N _ o |

ik OB Contact [nputs

Analog Inputs
RED = input in alarm state
GREEN = input in non alarm state Temperature Inputs
GREY = input not assigned
Dutputs

Modemn
Manual Refiesh
A

Evit

Figure 29 - Temperatures Status Window

.e Note: Hovering the mouse pointer over the I/0O point causes the caption for the
associated contact input to be displayed.
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4.1.5. Outputs

The “Outputs” button displays the “Current Output Status” window (as shown
below). The Outputs status window displays, the current status of the various
outputs. The text within each output box describes the current state of the
output

OFF: The output is in the rest state (depends on the Output State setting)

ON: The output is in the active state (depends on the Output State setting)

%Eurrent Output Status 1'

1/01 | 1/0 2 |/0 3 | 1/0 4 1/0 5 | 1/0 6 |
Status
1/0 7 | 140 8 Contact Inputs |

Analog Inputs

Temperature [nputs |

Modem |
Manual Refresh |
Automnatic Refresh |
Exit |

Figure 30 - Outputs Status Window

Note: Clicking on the “OFF” or “ON” Text in each output box will cause the
.i‘ output to switch to the opposite state. This allows control of the current state
of a particular output

4.1.6. Modem

The “Modem” button displays the “Modem Status” window, which provides
the following information about the modem:

e Acquisition State: when the sitePORTAL attempts to acquire the
modem driver, one of four possible acquisition states will result. The
modem may be off-line, not responding, have an error, or acquired.

e Connection State: the connection state may be unknown, on-hook,
ringing, answering, dialing, connected or disconnecting.

e Datalink State: the datalink state may be off-line or online.
e DTE Rate: the DTE rate is the connection speed of the modem.

e Last Disconnected Status: the last disconnected status will display
Modem handler off-line, Modem no response, No carrier, No dial
tone, Busy, No answer, Voice, Line in use, Off-hook intrusion, Line
reversal, No line, Digital line, Loss of DCD, or Modem error.

TASC Systems Inc.  All Rights Reserved. Page 31 of 42



SPCU User Manual 050-015-0021R06

=iCurrent Modem Status

Modem Status

Status

Aoguisition State: Modemwm is not responding

Connection State: Connection status unknown Contact [nputs

Datalink State: Offline

DTE Rate: 19200

N . Analog Inputs

Last Disconnect Status: Modem handler offline
Temperature [nput

Outputs

T

Marual Refresh

Autamnatic Refresh

[
o |

Initialize Modem Exxit

Figure 31 - Modem Status Window

4.1.7. Initialize Modem

The “Initialize Modem” command sends the initialization string stored in
Modem Call and Control parameters to re-initialize the modem. This
command can only be invoked during a local connection and may be useful
during installation and commissioning or when working with non-specified
modems.

4 .1.8. Manual Refresh

The “Manual Refresh” button causes a manual refresh of the current status
window. Every time the manual refresh button is clicked the current window
will be updated.

4.1.9. Automatic Refresh

The “Automatic Refresh” button, when selected, causes the current status
window to automatically update once every second.

4.2. Event Log

Each sitePORTAL product maintains an onboard log of alarm and system
events. The Event Log can hold up to sixty entries and replaces the oldest
entries as space is needed.

The Event Log is located by selecting Online Functions, then selecting View
and then selecting Event Log.

Types of events that are stored are:

e Alarms
e Ceasing Alarms
e Power Up Status
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Each event log entry contains information pertaining to Type of Entry, Date,
Time, Event Detail, Priority and Status.

== system Event Log x|

ALARM:  16JUN-D4 122408 ALM Contact Ch:02 CNTCT CH 2
ALARM:  16JUN-D4 122408 ALM Contact Ch:03 CNTCT CH 3
ALARM:  16JUN-D4 122409 ALM Contact Chi:0d CNTCT CH 4
ALARM:  TEJUN-D4 122410 ALM Contact Ch0SCNTCTCH B
ALARM:  TEUND4 122411 ALb Contact Ch:07 CNTCT CH 7
ALARM:  TEUN-D4 122411 ALt Contact Chi08 CNTCT CH 8 CEASING  ACTIVE
H1
H 2
H3
H4
H&

CEASING  ACTIVE
CEASING  ACTIVE
CEASING  ACTIVE
CEASING  ACTIVE
CEASING  ACTIVE

ALARM:  1EJUN-D4  12:24:42 ALt Contact Che0 CNTCT C
ALARM:  1EJUN-O4  12:24:42 ALt Contact Chi02 CNTCT Cf
ALARM:  16JUN-D4 122443 ALM Contact Ch03 CNTCT Cf
ALARM:  16JUN-D4 122443 ALM Contact Chi0d CNTCT Cf

MINOR  ACTIVE
MINOR  ACTIVE
MINOR  ACTIVE
MINOR  ACTIVE

ALARM: TGJUNAM 122443 ALM Contact Chi05 CNTCT C MINOR  ACTIVE
ALARM. TGJUN-M4 122444 ALM Cortact Chl§ CNTCT CH 6 MINOR  ACTIVE
ALARM.  TEJUNA4 122444  ALM Contacl Chill7 CNTCT CH 7 MINOR  ACTIVE
ALARM.  TEJUND4 122448  ALM Contac ChIBCNTCT CH 8 MINOR  ACTIVE

ACK AL ACK Erty | e | Pt | | Cearlog Exit

Figure 32 - Event Log

A typical event entry would be as follows:

IS

Hi:

4.2.1. Alarm Acknowledgement

Alarm events can be acknowledged two different ways depending on the
system configuration. If the siteWRX Software is employed as a central
monitoring point, then the siteWRX Software is used to acknowledge alarms.
If the siteWRX Software is not being used then alarm events can be
acknowledged by using the SPCU software.

When viewing the event log in SPCU, there are two types of
acknowledgement buttons at the bottom of the event log viewer: “ACK ALL”
and “ACK Entry”. The “ACK ALL” button acknowledges all unacknowledged
event log entries. The “ACK Entry” button acknowledges a single entry.

alk ALL |

Figure 34 - Event Log Acknowledge Buttons

After an event has been acknowledged there will be a change in the status
field indicating that the particular event is acknowledged. The same applies if
you acknowledge all entries.

Type I D ate I Time I Event Detail I Pricrity I Status I
ALARM:  1B-JUN-04  12:24:08 AL Contact Ch:01 CHNTCT CH 1 CEASING  ACE'D

Figure 35 - Acknowledged Event Log Entry
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4.2.2. Clearing the Event Log

Clearing the event log removes any current entries from the log. This may be
useful during initial installation and commissioning for verifying proper
functionality.

When viewing the event log in SPCU, there is a “Clear Log” button at the
bottom of the event log viewer.

Clear Log |

Figure 36 - Clear Event Log Button

Note: The “Clear Log” button only functions if all events have been
lﬁ- acknowledged.

4.2.3. Saving the Event Log

The Event Log can be saved to disk for future review or record maintenance.
When viewing the event log in SPCU, there is a “Save Log” button at the
bottom of the event log viewer (Figure 37 - Event Log Save As Prompt). The
“Save Log” function will require a path and file name be supplied. Event Logs
are saved using a “. LOG” file extension and can be opened later using a text
viewer such as Word, Notepad or WordPad.

Figure 37 - Event Log Save As Prompt
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4.2.4. Printing the Event Log

The Event Log can be printed using the Windows® standard printing
interface. This is useful when hard copies of event entries are required.

When viewing the event log in SPCU, there is a “Print Log” button at the
bottom of the event log viewer.

Frint |

Figure 38 - Event Log Print Button

The “Print Log” function will present the standard Windows® printing dialog
where an available printer can be chosen.

Figure 39 - Standard Windows® Printing Dialog

4.3. Access Log

Each sitePORTAL product maintains an onboard log of access attempts. The
Access Log can hold up to twenty entries and replaces the oldest entries as
space is needed.

The Access Log is located by selecting Online Functions, then selecting View
and then selecting Access Log.
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Each log entry contains information pertaining to Date, Time, User Name,
Validity and Duration.

Figure 40 - Access Log

.e Note: Only remote connections are recorded in the Access Log. Local
Connections are not recorded.
4.3.1. Printing the Access Log

The Access Log can be printed using the Windows® standard printing
interface. This is useful when hard copies of event entries are required.

When viewing the Access Log in SPCU, there is a “Print Log” button at the
bottom of the viewer.

Frint |

Figure 41 - Access Log Print Button
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The “Print Log” function will present the standard Windows® printing dialog
where an available printer can be chosen.

Figure 42 - Standard Windows® Printing Dialog

4.3.2. Clearing the Access Log

Clearing the Access Log removes all entries from the log. This may be useful
during initial installation and commissioning for verifying proper functionality.

When viewing the Access Log in SPCU, there is a “Clear Log” button at the
bottom of the Access Log viewer.

Clear Log |

Figure 43 - Clear Access
Log Button

4.4. System

4.4.1. System Date/Time

sitePORTAL incorporates a real-time clock for ensuring accurate time
stamps in the Access Log, Event Log and Status screens.

x
Drate; IE;"DEQDM hd I

Time (HH MM 58] |13 = [22 = [z =

Upload | PC Clock | Esi |

Figure 44 - Setting Date and Time

To access the Date/Time configuration window, select the “System” menu
and then select “Date/Time”.
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The time and date can be set manually or automatically by synchronizing
with the PC Clock.

4.4.2. Reset System NVR

The “Reset System NVR” command causes the sitePORTAL to set all its
configuration parameters that are in Non-Volatile RAM memory back to
default values. This command is typically invoked to return a sitePORTAL
module back to a known configuration in the unlikely event that an invalid
configuration has been uploaded.

4.4.3. Change Login Password

The “Change Login Password” allows the default password (“TASC”) to be
changed. New passwords must be 6-8 characters in length and only
alphanumeric characters are accepted. The login password is used during
the authentication phase of alarm reporting to the siteWRX software and dial
up session establishment.
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5.SPCU MAINTENANCE

5.1.

Connection List

The Connection List provides a phone list for entering the names of
sitePORTAL sites and their phone numbers. The Connection List is used to
initiate dialup sessions through the Remote Connection Mode.

x
Mumber/Address Open File |
4001
Dynamic Save |
whest Tunnel Diynamic RM33F
3 Mile Road Dynamic WT934 |
Central Park. Drynamic BC12F SeRfE.
Lurnber kil Dynamic HZ30L
East Tunnel Diynamic uu3as Add Entry |
Stadium PSTH B043244323
Edit Entry |
Delete Entry |
Phane list file: C:ADocuments and S ettingz Al U sers\DocumentsheitePORTAL TLF
] | Frint | Cancel

Figure 45 - Connection List

The following is a brief description of the Connection List buttons and their
associated functions:

Open File: The “Open File” button opens a previously created
sitePORTAL telephone list

Save As: The “Save As” button saves the current sitePORTAL
telephone list to a desired location on disk.

Add Entry: The “Add Entry” button creates a new sitePORTAL entry
in the connection list. Each entry has a name and phone number
associated with it.

Edit Entry: The “Edit Entry” button changes the parameters of a an
existing sitePORTAL entry

Delete Entry: The “Delete Entry” button permanently removes the
currently selected entry. The Connection list must be saved to ensure
entry deletion.

OK: The “OK” button prompts you to save any changes you’'ve made

Print: The “Print” button presents the standard MS Windows® printing
dialog where an available printer can be chosen and the current
Connection List printed.

Cancel: The “Cancel” button closes the Connection List without
saving any changes made to it.
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5.2. Call and Modem Control

The Call and Modem Control window is where communication parameters
can be fine-tuned. The parameters presented here range from login
authentication timers to modem control settings.

x
i~ Call Cortrol
Timeouts [Minz) Login
Peripheral Inactivity: E Lagin Time: [0 o Sess
Pass Through 'w/ait: IG Altempts: H
User Login Inactivity: IG Recpele Time: [5 = Mins

Packet Inter Byt 'whait Time: |2EIDD _|:j' mSecs

r zitePORTAL Maodem Contral

—Modern Heartbeat

Modem Port Speed: |2304DD vl Iteryval |5 _:I Wins

i - I =1 mSecs
Crmd mode method: IDTH TOG vl [cctiy) 2000 =
Attempts: |3 _|::'

Usze Enhanced Telephony Features: [~ Alarm Reporting

Auta Search Maoden Baud Rate: [ Retry Imterval: |1 == Mins

Madem Option: [Intemal Modem =] Atemps: [20 =}
AT Command Dialect: IGeneric [T Caom VI Force New Alam: [

AT Initiglization Shing: | — Periodic Status
Repart: v
Retry Interval: |20 j irz

Upload | Upload and Closel Cancel |

Figure 46 - Call and Modem Control Parameters

5.2.1. Call Control

5.21.1. Timeouts

Peripheral Inactivity: If no peripheral activity is sensed for the duration of
this timer then the sitePORTAL disengages from Pass-through functionality
and returns to normal operational state (default = 5 minutes)

Pass-through Wait: This defines the amount of time the sitePORTAL will
wait for a call to the peripheral device after being placed into Pass-through
functionality. If no Pass-through connection is established and this timer
expires, then the sitePORTAL will return to normal operational state (default
= 5 minutes).

User Login Inactivity: This timer defines how long the sitePORTAL will
keep a login session active once there is no activity (default = 5 minutes).
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5.2.1.2. Login

Login Time: The login timer defines how long sitePORTAL allows for the
login process to occur (default = 20 seconds).

Attempts: The attempts selection box defines the number of attempted
logins that are allowed prior to the sitePORTAL entering “Hacker Guard”
mode. If the number of bad or failed login attempts exceeds this counter then
the sitePORTAL will ignore subsequent attempts until the “Recycle Time”
timer has expired (default = 3).

Recycle Time: The is the amount of time which must elapse after the
number of login attempts is exceeded (due to bad/failed attempts) before
subsequent login attempts will be accepted (default = 5 minutes).

5.2.1.3. Packet Inter Byte Wait Timer

Packet Inter Byte Wait Timer: This defines the maximum amount of time to
wait between binary packets before retries are initiated (default = 1000
milliseconds).

5.2.2. sitePORTAL Modem Control

Modem Port Speed: The “Modem Port Speed” selection box defines what
DTE speed the sitePORTAL will communicate at with the sitePORTAL
modem (Default = 19200 bps)

Cmd Mode Method: The way in which the sitePORTAL will get the
sitePORTAL modem into command mode. This function is no longer
supported and should remain set to DTR TOG.

AT Initialization String: This field allows an “AT” modem initialization string
to be entered. This will be sent to the modem during the boot phase of the
sitePORTAL or during any acquisition phases (Default = <blank>). It is highly
recommended that an initialization string, appropriate for your modem, be
used.

Use Enhanced Telephony Features: enable this option to allow use of ring
cadence detection. The sitePORTAL will then only answer calls with a
specified ring cadence. The cadence of the ring to answer is set in the “Site
Phone Number” field of the “Site Information” window.

The ring cadence must be entered in the following format: [x,y,z], where x is
the length in milliseconds of the first ring, y is the length of the pause
between rings, and z is the length of the second ring. All times are in
milliseconds. The cadence value is surrounded by square brackets, has
commas separating cadence values, no spaces between values, has three
values, and all times are integer values. The sitePORTAL will then only
answer calls that have the specified ring cadence.

If the cadence value is not entered correctly, or is blank, sitePORTAL will
ignore all incoming calls. There is one exception, if the ring cadence is a star
character surrounded by square brackets (ie. [*]), then all calls will be
answered.
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Auto Search Modem Baud Rate: select this option to allow the sitePORTAL
to automatically detect the modem’s baud rate.

Modem Option: can be Auto Detect, No Modem, External Modem, or
Internal Modem.

AT Initialization String:

5.2.2.1. Modem Heartbeat

Interval: This timer defines how often the modem heartbeat is sent to
determine whether the sitePORTAL modem is functional (default = 5
minutes).

Timeout: The amount of time the sitePORTAL waits for a response to the
modem heartbeat signal from the modem before attempting to send the
modem heartbeat signal again (default = 3000 milliseconds).

Attempts: The number of attempts to send the modem heartbeat signal to
the sitePORTAL modem (default = 3).

5.2.2.2. Alarm Reporting

Interval: This timer defines how often sitePORTAL will attempt to report its
alarm conditions to the siteWRX software (default = 3 minutes).

Attempts: This counter determines the number of attempts that will be made
to report an event to the siteWRX software (default = 5).

Force New Alarm: The “Force New Alarm” check box, will cause the
sitePORTAL to start a dial-out alarm session for any new alarm condition
irrespective of the current alarm acknowledgement state or the “Alarm
Reporting Frequency” setting.

5.3. Flash Upload

The “Flash Upload” menu allows new firmware to be uploaded to the
sitePORTAL either locally by means of the serial port or remotely over a dial-
up connection.

e Local Flash Upload: The “Local Flash Upload” menu allows new
firmware to be uploaded to the sitePORTAL using the local
connection on the sitePORTAL and a COM port on the PC.

e Modem Flash Upload: The “Modem Flash Upload” menu allows new
firmware to upload to the sitePORTAL using the modem attached to
the sitePORTAL over a PSTN or Cellular network. Upload times may
vary depending on connection speed and may be as high as 20
minutes.

Note: To upload firmware locally, SW 1-1 on the sitePORTAL Lite main board
.i- must be placed in the OFF position. Return to ON when done.
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