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PREFACE

siteVIEW APEX — SNMP Manager

The user should ascertain that this product is suitable for the intended
application. TASC Systems Inc. accepts no responsibility, liability, for misuse,
or damage resulting from the inappropriate use of the product described
herein.

.e Before connecting any equipment to TASC products, the user is advised
to read this document in its entirety. Application of voltages in excess of
the built-in protection could seriously damage the TASC products
and/or the equipment it is connected to.
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1. SUMMARY
siteVIEW APEX will provide SNMP Manager functionality. Initially, the implementation will support
handling of traps and notifications.

siteVIEW APEX — SNMP Manager

Future versions will support the ability to Get and Set SNMP agent values, send and receive SNMP
Inform messages, and retrieve SNMP Tables.

The SNMP Manager is implemented in the following siteVIEW APEX components:

e SNMP Manager Communication System —is a new set of siteVIEW components which provide
the communication infrastructure and configuration between siteVIEW and SNMP Agents.

e siteVIEW SNMP Agent Device Configurator — provides the ability to create a siteVIEW SNMP
device based on a MIB library.

e siteVIEW APEX Client — in addition to existing siteVIEW functionality, provides the ability to
define SNMP Agents as siteVIEW device. Device values are updated on the associated panel by
incoming SNMP Traps.

e siteVIEW Alarm Handler — in addition to existing siteVIEW functionality, provides alarm
notification capabilities for devices based on received SNMP values.

e siteVIEW Logging Service — in addition to existing siteVIEW functionality, captures SNMP
activity into siteVIEW'’s logging infrastructure.

siteVIEW SNMP Agent
Device Configurator

Defines siteVIEW ; SNMP .Agent
devices based on . Device
MIB library — Definitions

siteVIEW APEX

SNMP Manager Web Server/Client

o : Data Handler Service
Communication Service

Serial-based
BinMP
interfaces

siteVIEW APEX Client

Communication Service

Alarm Handler Service Logging Service

Figure 1 - siteVIEW APEX - SNMP Manager System Architecture
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2. SNMP MANAGER COMMUNICATION SYSTEM
The SNMP Manager Communication is composed of two software components:

siteVIEW APEX — SNMP Manager

e SNMP Manager Communication Service
¢ SNMP Manager Communication Utility

SNMP Manager
Communication Utility

SNMP Protocol siteVIEW Protocol

SNMP Manager
Communication Service

Figure 2 - siteVIEW APEX - SNMP Manager Communication System

2.1 SNMP Manager Communication Service

The SNMP Manager Communication Service (SNMPComSvc) manages communications between
siteVIEW and SNMP Agents. (The SNMPComSvc is analogous to the siteVIEW Communication Service
which manages communications between siteVIEW and the TASC BinMP-capable platforms.)

The SNMPComSvc provides the following capabilities:

e Receives incoming SNMP messages (e.g., Traps, Informs, Get responses) and translates them
to siteVIEW Update commands

¢ Receives incoming siteVIEW Retrieve commands and translates them to outgoing SNMP
messages (e.g., SET requests)

e Logging engine based on Log4Net logs all transactions, siteVIEW and SNMP

The SNMPComSvc runs as Windows Service. Multiple SNMPComSvc can be connected to a siteVIEW
Data Handler, allowing for a distributed management of SNMP agents.
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2.2 SNMP Manager Communication Utility

siteVIEW APEX — SNMP Manager

The SNMPComSvc is configured using the SNMP Manager Communication Utility (SNMPComUltil). The
SNMPComUltil provides the following capabilities:

e Allows configuration of the SNMPComSvc parameters
o Allows configuration of siteVIEW server communication parameters (i.e., Data Handler address

F - TASC siteVIEW 2.0 - Communication Service Configuration
Bt gt~ |25 Al - &=
SNMP Manager Sample msfyu'ﬁ“;
l )
Configuration
Montor Notifications (Traps / informs) Agents (nght-cick for context meny)
e 192.168.0.10:161 3 ‘
s | § = 192.163.0.105:161
192.168.0.106:161
LoopbackDemo | ConfowesumociativeEncing 192.168.0.108:161 &
Qucover 249 Remove .
UsernamePasswords for SABY3 Trap Decoding Data Server Connection
4161656674 sysDeser ;
IP Address: 127.0.0.1
sysObjectD
= sysUBTime Port: 11003
Eait 429 Remove :
sysContact
Sang nfom 10 anohar manager o
systocation
a0
Wessaga Log (doutie-cic tem for Setal)
Tie e ongn [om— we -
1340057032132 Gethessage (Sent) 192 168.0.135:63409 192.168.0.10.161 One StE'tLIS
1340150011425 Gethlessage (Sent) 192 168.0.135.83411 182.168.0.105 181 one | .
1340176224020 Getiessage (Sent) 192 168013562412 1521680 106 161 one Running
134017 5544022 Responsciiessage (Recewed) 152 1690108161 1921680 13583412 one
144006 1202197 Getdessage (Sent) 1921630 13561634 1921680108 161 one
144DCB 1312200 Resoonsellessoge (Receved) 152 1630108161 1921601356163 one
1640121748261 Getlessage (Sent) 1921680.1358163 1821680168161 one
1700621077337 Getiessage (Sert) 1921680138 85601 1521680 168 161 one -
Cisxlos

Figure 3 - siteVIEW APEX - SNMP Manager Communication Utility (Preliminary)

The SNMPComUltil is a Windows Forms application.
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siteVIEW APEX — SNMP Manager

3. SITEVIEW SNMP AGENT DEVICE CONFIGURATOR

The siteVIEW SNMP Agent Device Configurator (SNMPDevConfig) allows the creation of SNMP Agent
siteVIEW devices. These siteVIEW devices are comprised of user-selected OID parameters from a
library. The library is a collection of MIB files.

The SNMPDevConfig provides the following functionality:

e Creation and maintenance of a MIB library
e Creation and maintenance of siteVIEW devices, based on MIB library OIDs

The SNMPDevConfig is a Windows Form application. Upon start up the SNMPDevConfig reads known
MIB files and manages a database of OIDs. Users can then select a set of OIDs for a siteVIEW device.
The final results for the siteVIEW device are recorded in an XML file.

i ‘

Eile

SNMP MIB Treeview
=] 1iso » | Name: sysDescr
= 3org || Oid:1.3.6.1.2.1.1.1
=] 6 dod Syntax: OctetString (SIZE (0..255))
= 1 internet Display-Hint: 255a
- 1 directory Access: ReadOnly
=] 2 mgmt Status: Mandatory
B 1 mib_2 Description: A textual description of the

entity. This value should include the full name
1 sysDeser and version identification of the _s,yslem's
i 2 sysObjectD hardware type, software operating-system,
and networking software. It is mandatory
i :zzz::g‘; that this only contain printable ASCII
< aystiame characters.
& sysLocation
T sysServices
2 sysORLastChange
9 sysORTable
2 interfaces
3at
i 4ip
= Sicmp m
-f=] Blcp
Heg] T udp
=] Begp
~{=] 10 transmission

B 1 system

m

Parsing Erors Log:

Figure 4 - siteVIEW APEX - siteVIEW Agent Device Configurator - MIB Library
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4. SITEVIEW APEX CLIENT
The siteVIEW APEX Client (Client) provides a user interface for the siteVIEW user, allowing organization
of all devices, including SNMP Agent devices.

A

siteVIEW APEX — SNMP Manager

4.1 Adding a SNMP Agent Device

To add a SNMP Agent device, the user must use the following process:

1. Add a SNMP Manager Communication Service
2. Add a Ethernet connection
3. Add an SNMP Agent Device

Connect Edit View Tools Help
,‘ | B B |5 =
Refresh Unlock || Sites | Mams | Comm | View | History
System \Networc\GRAN
=€k System
QG Dewee viorormg wera - e RN el
B2y Network
El- 2 GRANDFORKS
E|Q CoM10 Select the device to configure for monitoring
H L@ steRSM
Bl COME — Device Details
L@ Ted's steRl|
Device Type: |EILIIRNE0 hd

|

SHMP Agent: |BirdACMI

Figure 5 - siteVIEW APEX - siteVIEW Client - Add SNMP Agent

4.2 SNMP Agent Panels
TBD

4.3 SNMP Agent Alarms
TBD
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5. SITEVIEW ALARM HANDLER
The siteVIEW Alarm Handler will process all relevant SNMP activity:

A

siteVIEW APEX — SNMP Manager

e All alarms associated with SNMP Agent Device
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6. SITEVIEW LOGGING SERVICE
The siteVIEW Logging Service will log the following SNMP activity:

A

siteVIEW APEX — SNMP Manager

o Allreported SNMP Traps that are associated with a SNMP Agent Device
e All alarms associated with SNMP Agent Device
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