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PREFACE

¢tKA&d R20dzYSyid RSaONAROSa GKS AysiaVIEWE I (A 2
APEXlistributed manitoring software applications.

Hardware and software described in this document is subject to ongoing
development and improvemen€onsequentlythere may be minor discrepancies
between the information in this document and the performance and designef th
hardware and software.

ThesiteVIEWAPEXSystem is designed for flexibility of use and installation and is
therefore highly configurable and should only be installed by an appropriately
trained technician.

The user should ascertain that this productugable for the intended application.
TASC Systems Inc. accepts no responsibility, liability, for misuse, or damage
resulting from the inappropriate use of the product described herein.

IE Before connecting any equipment tgite VIEWAPEXit is advised to read this manual in its
entirety.
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1.1. GENERAL DESCRIPTION

TASGiteVIEWAPEXs a distributed monitoring software package designed to work
in conjunction with TASC hardware monitoring products. Currently siteYAFRX
supports thefollowing monitored elements:

9 Using the TASC Comnicattion Server site COMMANDER, sitePORTAL lite,
siteRSM and the ability to ping thirdgy IP based network devices

1 Using the Summit Communicati@erver Summit devices
1 Using the SNMP Communication Server: SNMP (agent) devices

siteVIEWAPEXSs built withan easy to use graphical user interface (GUI) that
provides visibility into a network of devices. This simplifies the task of site
monitoring by centralizing all site information and communication into a single
software package.

siteVIEWAPEXallows formultiple simultaneous client connections to the siteVIEW
APEXlata warehouse. With this ability, it is possible to setup a group of operators
or dispatchers, in one or multiple locations, to supervise and control devices in the
network.

siteVIEWAPE)XCompaments:

- Data Manager
A Data Warehouse
A Logging Interface

- DeviceCommunication Servise
A TASC Communication Service
A Summit Communication Service
A SNMP Communication Server

- Alarm Notification Handler

- Client User Interfacg
A Graphical Client User Interface

A Log Viewer
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1.2. Installation Requirements

1.2.1. siteVIEW APHEXata ManageRequirements
I Microsoft Windows?, 8, 8.1,Server

1 Microsoft .NET Framework 3.5 or later

1.2.2. siteVIEW APEKASC Communication SerRequirements
T Microsoft Windows?, 8, 8.1,Server

I Microsoft.NET Framework 3.5 or later

1.2.3. siteVIEW APEX Summit Communication Server Requirements
1 Microsoft Windows 7, 8, 8.1, Server

1 Microsoft .NET Framework 3.5 or later

1.2.4. siteVIEW APESNMP Communication Seniequirements
1 Microsoft Windows 7, 8, 8.1, Server

9 Microsoft.NET Framework 3.5 or later

1.2.5. siteVIEW APEXarm NotificationrManagerRequirements
1 Microsoft Windows 7, 8, 8.1, Server

i Microsoft .NET Framework 3.5 or later

1.2.6. siteVIEW APEX Cliehtser Interfac@ Requirements
1 Microsoft Windows 7, 8, 8.1, Server

1 Microsoft .NH Framework 3.5 or later

9 Microsoft DirectX 9.0 or later
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1.3. siteVIEWAPEXey Features

N-Tier Software Architecture

SNMP Manager and Agent Functionality
Device Configuration and Monitoring
Various Alarm Reporting Options

Multi ¢ Protocol CommunicatioRouting
Scheduled Polling and Log Retrieval
Siteto-Site Output Mapping

Custom Panel Backgrounds

Drag and Drop Site Panel Controls

Site Grouping

Kenwood FleetSyh¥ Protocol Integration

Simple Licensing Scheme
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2.1. Software Architecture

siteVIEWAPEXs based on an ier software model with several components that
are responsible for different components of the system. There is a cddatal
Managerservicethat manages access to the data that is stored in the Data
Warehouse and several servidbat connect to each other.

ThesiteVIEW APEXdginginterface is installed with th®ata Managetand
provides access to the siteVIEW logs. The log viewer is installed with the siteVIEW
APEX ClierftUser Interfacgand it connects to the logging interface

r
I
iteVIEW APEX
siteVIEW APEX .- siteVIEW APEX ?“Znt g History (Log) —
Alarm Manager Logging Interface (User Interface) Viewer &

siteVIEW APEX v siteVIEW APEX 'ﬂ'
MOBILE @ Data Manager #

[ I

1 1

siteVIEW APEX g siteVIEW APEX .—‘
TASC Communication t=—1 I I SNMP Communication 'r;-
Service(s) - Server(s)

siteVIEW APEX
Summit Communication A
Service(s)

R % ™ - W
TASC Remote IP Devices m SNMP Agent SNMP Agent
Meonitoring Platforms (PING) Device Device

TASC Summit
Meonitoring Platforms

Figurel ¢ siteVIEWAPEXSoftware Architecture

TheAlarm Notification Manageprovides services for notifying recipients of alarms
via email or pager notifications.

One or moreTASC Comumication Serves)clientshandle communication with one
or more sites through communication ports on the EGchTASC Communication
Servercommunicates witha set ofTASC Remote Monitoring platforms and/or IP
(Ping)devices and then forwards the recetsdata on to theData Managemwhere
the data is then interpreted and stored in ti¥ata WarehouseMultiple TASC
Communication Servecan be connected to the sani#zata Manageiat the same
time.
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One or moreSummitCommunication Serv&)clientshandle conmunication with

one or more set oSummitdevices. EacBummitCommunication Server
communicates with a set @ummitdevices and then forwards the received data on
to the Data Managemwhere the data is then interpreted and stored in tbata
Warehouse Multiple SummitCommunication Servecan be connected to the same
Data Managerat the same time.

One or moreSNMP Communication Ser¢grclientshandle communication with
one or moreset of SNMP agent devicdsachSNMP Communication Server
communicates witha set ofSNMP Agent devices and then forwards the received
data on to theData Managemwhere the data is then interpreted and stored in the
Data WarehouseMultiple SNMP Communication Sersean be connected to the
sameData Managerat the same time.

The siteVIEVAPEX Cliergonnects to theData Managerand requests the stored
information and displays it in an organized manner. Multiple user interfaces can be
connected to theData Managerat the same time and can view information for any
TASC Communication Ses@nnected to theData Manager

Each application is installed using its own installation program. All four applications
can be installed on the same computer or on separate computers. There can be
only oneData Managermnd Alarm Notification Manageiactive for each system, but
there can be severdIASC Communication Sesy&NMP Communication Servers

and user interfaces installed on several computers.

siteVIEW APEX MOBILE interface can be installed to allow client accessifer mob
devicesPlease refer to the siteVIEW APEX MOBILE User Manual for more
information.
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3.1. Installing the System

The entire siteVIEWWPEXSystem can be installed on a single computer, or each
component can reside on different compusconnected via network

1.

Start by installing th®ata Managerand configure thddata Manager See
Configuring thébata Manager

Install thesiteVIEWAPEXIlient application and configure it to connect to the
Data Manager. SeeStarting thesite VIEW APERlient of this manual. Several
client applications may be installed on different computers and used
simultaneously to connect to thBata Manager

Install aTASC Communicati@erverand configure it so that it can connect to
the Data Manager SeeConfiguring theTASC Communication ServBeveral
TASC Communication Sessmning on different computers can be configured
within the sysem.

Install aSummit Communication Senaand configure it so that it can connect to
the Data ManagerSeeConfiguring the Summit Communication Sengeveral
Summit Communication Serveunning on differencomputers can be
configured within the system.

Install aSNMP Communication Senard configure it so that it can connect to
the Data Manager SeeConfiguring theSNMP Communication Serv&8everal
SNMP Communicain Servesrunning on different computers can be
configured within the system.

Currently theSNMP Communication Seriinstalled by simply
' copying the release directory to a suitable location and running tl
SnmpCommServer.exe application

For converence, you may consider locating it in the same directo
as the other siteVIEWPEXomponents.

Install anAlarm Notification Manageand configure it so that it can connect to
the Data Manager SeeConfiguring theAlarm Notification ManagetOnly one
Alarm Notification Manageis needed in the system.

Using thesiteVIEW APEXient application, configure communication ports,
devices, alarm conditions & natification, users, site mapping, automated
polling, panels and more.
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3.1.1. Distributed Installations of siteVIEW Components

If siteVIEW APEs¢ftwarecomponentsare to be installd as a distributed system
over multiple platforms and network® balance load and/or manage system
architecture, the following considerations aecommended

1 The firewall mechanism for each platform, either Windows or other third
party, must allow thesiteVIEW APE3pecific ports. For example, if you are
using port 11003 to connect treteVIEW APEient from one platform to
a Data Managepn another platform, both pldiorms should permit port
11003 usage.

1 If the platforms are distributed over differemetworks andor accessible
AL Lzt AO Lt FRRNBaaxz Al YlIe 6S ySO
to port-forward to the internalLJt | G F2 N¥ Qa O2yySOGAZ2Y

TASC Systems Irdl Rights Reserved Page28of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

3.2. siteVIEW APEX License Registration

siteVIEW APEX utilizes a fmsed copy protection systetn manage licensing for
software functionality.

Software functionality is partitioned into modules:

1 siteVIEW APEX Core Modglenables the core infrastructure of siteVIEW
APEX including general operation and alarm management.

I TASC and Ping Devices Modytnables the TAS&hd Summit
Communication Service(s). The TASC Communication Service interfaces
with TASC remote terminal unigssitePORTAL Lite, siteCOMMANDER,
siteRSM; and Ping deviceIhe Summit Communication Service interfaces
with Summit devices

1 SNMP Agent Devices Moduenables the SNMP Communication
Server(s). The SNMP Communication Server interfaces with SNMP agent
devices.

9 Other Software Moduleg enables various (future) software modules
provided by siteVIEW APEX

Upon initial install, séVIEW APEX provides all modules on a trial basis. Users must
activate the modules before the expiration date to retain software functionality of
these modules.

Keys are used to activate individual modules. These keys are provided as part of
your purchaseOnce activated the modules provide full software functionality for
the life of your system.

There are two methods for activation, web activation and manual activation. Web
activation can be performed through the Data Manager Utility. Manual activation is
only recommended if Internet access is not available. Contact TASC Systems
technical support to perform manual activation.

¢CKS I OGAGFGA2Y LINRPOS&da NBIAAGSNA GKS Y27
system andwithin the siteVIEWAPEX.lic file.
The siteVIEWAPEX.lic file holds the activation information for the

siteVIEW APEX system. This file will only work on the server on wl
it was activated on. It cannot be moved to another system.
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By default, siteVIEW APEX provides the ability to havweséfOclients.

3.2.1. Managing the siteVIEW APEX License

'aS GKS aradasS+xL92 1t9.- 5FGF alylF3ISNI !} GATE)
the siteVIEW APEX modules. The License Management tab shows the status of each
module and provides multiple options for manageme

[~ ——— —
License Management
TASC Product  site VIEW APEX Product Version 3.0
Customer Name  Trial Customer Customer Email  siteVIEW APEX
1 License Status
([ APEX Module Description Status Days Exend Activate
» AP0 siteVIEW APEX Core Module Trial 29 [ Bdend || Activate |
APX002 TASC and PING Devices Module | Trial 0 | Edend || Adlivate |
APX003 SNMP Agents Module Trial 0 | BEdend || Adtivate |
| APX004 Bird Sensors Module Trial 0 | Edend || Actvate |
|
Status
Data Handler Running
| Logging Interface Running

|

Figure2 ¢ Data Manager Utilityg License Management tab
Extending the License Trial Evaluation

For trial customers, if you need to extend the trial of siteVIEW APEX to continue
evaluation, please contact TASC Systroknical support for trial extension key(s).

Upon receiving the trial extension key, use the Extend button fosite/IEW APEX
Core Modulgo enter the key. Additional days will be provided for all siteVIEW APEX
modules once the key is registered.
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|!E TASC siteVIEW v3 APEX - Data Handler Utility | = B 3K |

License Management
TASC Product siteVIEW APEX Product Version 3.0
Customer Email ted@tedted

Customer Mame  Ted

License Status .-
 fivate

AP
» APX Module ID APX001 ivate
APX ivate W
APX00| | ivate
APX ivate H

LabelActivationKey  YXBOD-315F6-CZDGe-LYh7F-Za13Q-310FW

[ oK | [ Canesl

Status

Data Handler Start Running
Logging Interface Start Running

Close

Figure 3 ¢ Data Manager Utilityq Extend the License Trial Evaluation

Activating Modules

To activate a module, use the Activate button for the module and enter the
company, company email and the key provided for this module. Thisviaton
will be registered within TASC Systems license activation server.

(=@ = |

|!Z TASC siteVIEW w3 APEX - Data Handler Utility

License Management

TASC Product siteVIEW APEX Product Version 3.0
Customer Email  ted@ted ted

Customer Name Ted

License Status -

APEX
» APXDO
AP K00
APXDO!
APX]

Module 1D APXD01

Company Mame TASC Systems

Comparty Email  support@tascsystems.com|
YAB0D-315F6-CZDGe-CYh7F-Zg19Q-3I10FW

Label ActivationKey

[ oK | [ cancel

Data Handler Start Running
Logging Inteface Start Running

Close

Figure4 ¢ Data Manager Utilityg Activate a Module

The activation process can take up to 30 seconds. Any issues or e
will be reported in theLicense Status text area.
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_
|[P: TASC sit=VIEW v3 APEX - Data Handler Utility [E=REEN
License Management

TASC Product  site VIEW APEX Product Version 3.0

Customer Mame TASC Systems Customer Email  support@tascsystems .com

License Status

APEX Module Description Status Activate

APX001 siteVIEW APEX Core Module | Activated || Deactivate |
APX002 TASC and PING Devices Module | Trial [ Acivate |
APX003 SNMP Agents Module Trial [ Activate |
APX004 Bird Sensors Moduls Trial [ Activate |

Data Handler Running
Logging Interfface Running

Figure5 ¢ Data Manager Utilityg Activated Module

Once activated, the module will show as activated and is fully functional for the life
of your siteVIEW APEX system.

The activation process also titee site VIEWAPEX.lic file to the server on which
siteVIEW APEX Data Manager is operating.

Deactivating Modules

Since an activated license is tied to #erver on which the Data Manager is
running, to move your siteVIEW APEX system to another servandbales must
first be deactivated, then reactivated on the new server.

Todeactivate a module, use thBeactivate button for the module.
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-
|!Z TASC siteVIEW w3 APEX - Data Handler Utility

License Management

TASC Product  siteVIEW APEX Product Version 3.0

Customer Email  support@tascsystems.com

Customer Name TASC Systems

Module ID - APXDO1

Data Handler [ Stop ] | Start | Running

Logging Interface [ Stop ]| Start | Running

Figure6 ¢ Data Manager Utilityg Deectivate a Module

Thedeactivation process catake up to 30 seconds. Any issues or
errors will be reported in the License Status text area.

Oncedeactivated, the module will show aeactivated andhe key is ready to be
used on another system

|!E TASC siteVIEW v3 APEX - Data Handler Utili

Losnse Managemert
TASC Product  site VIEW APEX Product Version 3.0
Customer Email  support@tasceystems .com

Customer Name TASC Systems

License Status

APEX Module Description Days

APX001 steVIEW APEX Core Module | Deactivated |

APXD02 TASC and PING Devices Module
APXD03 SNMP Agents Module

APX004 Bird Sensors Module i

Data Handler [ Stop ] | Start | Running

Logging Interface [ Stop ]| Start | Running

Figure7 ¢ Data Manager Utilly ¢ Deactivated Module

TASC Systems Irdl Rights Reserved Page33of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

3.3. Configuring theData Manager

By default theData Managelis configured to monitor incoming client connections
on port 11003. Théogging Interfacénstalls with theData Managerand it is
configured to monitor incomingog Vieweronnections on port 11006. The default
ports can be changed using tBata ManagetUtility (DataHandlerConfigTool.exe),
which can be accessed from the windows start menu at:

Start>Programs>TASESsiteVIEW APEXata ManageUtility

r — |
[p= TASC siteVIEW v3 APEX - Data Handler Utility‘ __Elﬂlﬂ_?-J

Connection/Logging

Data Handler Listen Port: 11003
Logging Interface Listen Port: 11006

Log Al: [7] |
LDAP Primary |P Address:

LDAP Secondary IP Address:

Save
Status
Data Handler Running
Logaing Interface Running I
S—

Figure8 ¢ Data ManagelUtility ¢ Configuration Tab

Using theData ManagelUtility you can change the port numbers that tbata
ManagerandLogging Interfacevill monitor. Press the save button to save any
changes you make and then stapd start the services to get tHgata Manager
andLogging Interfacéo run with the changed settings.

Valid port numbers range from 0 to 65535, tmairts numbers 0 to 1024 are
reserved for privileged services and designated ashkwneilvnports and shoulde
avoided.

Log All is a feature that when enabled, will log all I/O levels when polling and not
just the changes in I/O levels.

Once the changes have been saved anddhta Managermr Logging Interface
services have been restarted, press exit to mininttimeData ManagelUtility to the
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system tray. If you wish to close tBmta ManagetUtility completely, right click on
the system tray icon and select exit.

From the activity tab of th®ata ManagelUtility, the system can be monitored for
progress while it is loading, or an administrator can check that no updates are
waiting to be saved to the database before shutting beta Managerdown or
restarting the computer.

|!: TASC siteVIEW v3 APEX - Data Handler Utility _L == i]

Activity |Config|.||ation I License Managernent|

08-May-15 3:00:11 PM - siteVIEW APEX License Information:
- siteVIEW APEX Core Module (Deactivated)
- TASC and PING Devices Module (Trial)
- SNMP Agents Module (Trial)
- Bird Sensors Module (Trial)
08-May-15 3:00:11 PM - System loaded and ready
08-May-15 3:00:11 PM - Connected to data handler

Status

Data Handler Running
Logging Interface Running I

Figure9 ¢ Daa ManagerUtility ¢ Activity Tab

When theData Manageruns, it waits for connections fromMASC Communication
Serves and Clients When theLogginginterface runs, it waits for connections from
clientLogViewers. By default, thBata ManagerandLogginginterfaceservices

start automatically after the installation and every time the computer is restarted.
These services continue to run as a background service even if no user is logged into
the computer.

TheData ManagelUtility is configured from the irtallation program to start
automatically on login to the windows operating system.

TASC Systems Irdl Rights Reserved Page350f 241



TASC siteVIEW APEX User ManuaDa5®110 R04

3.4. Configuring theTASC Communication Server

EachTASC Communication Semmrst be configured to connect to tHeata
Managerusing theTASC Communication Ser@enfigurationTool
(CommServiceConfigTool.exe), which can be accessed from the windows start menu
at:

Start>Programs>TASESsiteVIEW APERASC Communication Server
Configuration Tool

TASC site¥IEW 2.0 - Commmunication Service Configuration

[Data Server Connection

IP Address: 127.0.0.1

Port: |'I 1003 Save

Status

Funning Stap |

E xit

Figurel0 ¢ TASC Communication Serveonfiguration Tool

Using the configuration tool you can type the IP Address or DNS Name of the
computer where theData Manageiis installed. Press the save button to save any
changes you make and then stop and start the service to get A&&C
Communication Servéo run with the changes.

Once the changes have been saved anditA&C Communication Serkias been
restarted, press exit to close tHBASC Communication Ser@enfiguration Tool

TheTASC Communication Serwdt automatically connect to th®ata Manager

and moritor ports it has been configured to monitor. By default, tIeSC
Communication Servetarts automatically after the installation and every time the
computer is restarted. ThREASC Communication Sergentinues to run as a
background service even if no user is logged into the computer.

You will know if thefTASC Communication Serlvas connected successfully by
running thesiteVIEW APEXlient application and viewing connect€ASC
Communication Server
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If the TASC Communication Serigerunning on the same machine
as theData Manager the recommended IP Address is localhost
(127.00.1).
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3.5. Configuring the Summit Communication Server

EachSummit Communication Servaust be configured to connect to tHeata
Managerusing theSummit Communication Server Configuration Utility
(SummitCommServiceConfigTool.exe), which can be accessed from the windows
start menu at:

Start>Programs>TASE&siteVIEW APEX Summit CommunicaServer
Configuration Utility

APEX - Summit Communication Service Utility - @

Configuration

Data Server Connection

IP Address: 127.0.01
Port: 11003

Save

Status

Running Stop

Figurell ¢ Summit Communication Server Configuration Utility

Using the configuration utility you can type the IP Address or DNS Name of the
computer where theData Manageiis installed. Press theage button to save any
changes you make and then stop and start the service to geStmamit
Communication Servéo run with the changes.

Once the changes have been saved and3timmmit Communication Serveas been
restarted, press exit to close tlf&ummit Communication Server Configuration Tool

TheSummit Communication Serwgill automatically connect to th®ata Manager
and monitor ports it has been configured to monitor. By default, Suenmit
Communication Servetarts automatically after the inatlation and every time the
computer is restarted. ThBummit Communication Senentinues to run as a
background service even if no user is logged into the computer.
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You will know if thesummit Communication Servaas connected successfully by
running the siteVIEW APEX Client application and viewing conn®atachit
Communication Servers.

If the Summit Communication Senisrrunning on the same
machine as thé®ata Manager the recommended IP Address is
localhost(127.0.0.1).
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3.6. Configuring theSNMP Communication Server

EachSNMP Communication Serveust be configured to connect to tHeata
Manager. By default, the SNMP Communication Sew#lattempt to auto
connect to a Data ManageY.ou will know if th&SNMPCommunication Servéas
connected successfuliffthe indicator to the right of the Start and Stop buttons is

A ¥ 4 A x

G/ 2yySOGSR (2 aAisS+LO:

I NB

8y FyR alea

siteVIEW APEX - SNMP Communication Server

(&

Stop SNMP
Communication Server

Connected to siteVIEW APEX Data Manager

Monitor Notifications (Traps / Informs)

[ Stop | ‘ Listening on 192.165.0.164:162 |

Loopback Demo Configure Authoritative Engine

Username/Passwords for SNMPv3 Trap Decoding
41-67-65-6E-74

Edit Add Remove

Send Inform to another manager

Send Inform dd Remove

Message Log (double-click tem for details)

‘Agents (right-click for context menu)

Discover

sysDescr

sysObjectid
sysUpTime
sysContact
sysName

sysLocation

dd Remove

Time Type Origin

Clear Log

Figurel2 ¢ SNMP Communication Server Connected to siteVIE\
APEX Data Handler

3.6.1. Setting the Local SNMP Listening Port

By default, the SNMP Communication Server will begin listening for incoming SNMP
messages on the first registered IPv4 address for the PC.

To change the listening port, press the Stop button inNtanitor Notifications,
then press Start and select the appropriate listening port.

You will know if th6sNMP Communication Senfistening if the indicator to the
NAIKG 2F GKS {aGF NI
t 2 NJvReée IP Address:IP Port is the selected listening port.

Iy R

{G2L) odziii2ya
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Monitor Motifications (Traps / Informs) Agents (right-click for conte

[ Start | | Notification Port Closed |

Address: [10.10.5.42

febl:44ec:3184:b251.5ebd% 11
fda8:6c3:ce53:a890:831d:bb7a:a3s:
10.10.5.42

-

sysUpTime
Edit Add Remove
eweMnntart

Figurel3 ¢ SNMP Communication Server Select SNMP Listenin
Port
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3.7. Configuring theAlarm Notification Manager

TheAlarm Notification Managemust be configured to connect to tHeata
Managerusing theAlarm Notification Manage€onfiguration Tool
(AlarmHandlerConfigTool.exe), which can be accessed from the windows start
menu at:

Start>Programs>TASE&Alarm Notification ManageConfiguration dol

TASC site¥IEW 2.0 - Alarm Motification Handler Configuration

[rata Server Connection

IP &ddress |127.0.01

Statusz

Figurel4 ¢ Alarm Notification ManageiConfiguration Tool

Using the configuration tool you can type the IP Address or DNS Name of the
computer where thedData Manageiis installed. Press the save button to save any
changes yomake and then stop and start the service to get &larm Notification
Managerto run with the changes.

Once the changes have been saved andAlem Notification Managehas been
restarted, press exit to close thidarm Notification Manage€onfiguratio Tool

TheAlarm Notification Managewill automatically connect to th®ata Manager
and monitor ports it has been configured to monitor. By default, Atherm
Notification Managesstarts automatically after the installation and every time the
computer isrestarted. TheAlarm Notification Managecontinues to run as a
background service even if no user is logged into the computer.

If the Alarm Notification Manageis running on the same machine
as theData Manager the recommended IP Address is localhost
(127.0.0.2).
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3.8. Starting thesiteVIEW APEX Clientiger Interface

3.8.1. Logging In to siteVIEW

To launch thesiteVIEW APEQlienE R2 dzo f S <dVIE@WAPERSEr 0 KS a
Interface Cliert A O2y (KIFG GKS Ayaidlttlraazy LI IO

Figurel5¢ siteVIEW APERIlientDesktop
Shortcut Icon

¢tKA&d Oly Ifa2 oS I 002YLX AaKSR FNRBRY (GKS »
STASGaAGS+L92 1t 9. £0

After launching siteVIEW, one of two things should occur:

If the siteVIEW APEXlientis able to connect to siteVIEW APHEXata Manager
a Sign Irform will appear. This is a typical scenario if Beta Managers
installed on the same computer as the user inteefaor if theData
ManagerService connection was established previously.

“ 5ign In - TASC siteVIEW 2.0

Enter your ugername and passward

|Jzermarne: ||

FPazzword: |

Users Password Becovery Sign In ‘ Cancel

Figurel6 - Client- Sign In

If the host computer exists, but thateVIEW APERlientis not able to connect
to the siteVIEW APHEXata Manage6ervice, thesiteVIEW APEXlientwill
launch and at the bottom leftorner of the application, the words
G GGSYLIWGAY3 /1 2yySOiGAz2zy 2A0K { SNISNY
<servername> is the name of server specified. Then when the connection
FILAfAYX GKS 62NRa sitdv/IEW/AREKYtBeO ContiBug ¢ | LILJ
attempting the connection.
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4A TASC siteVIEW 2.0
Connect  Help

B B 5| =

Sites | Alarms | Coromn | View

. Tx: 0 Kbps
. R¥: 0 Kbps

Communication

No Connection

ot signed in

Figurel? - Client- Not Connected tdData Manager

To connect to thdata ManageE & St SO&/ @ V¥ BYROi 2 { SNIISNE

main menu and/ou will be presented with a connection form.

Connection Settings \E'

Data Handler

Address  127.0.0.1

Port 11003

OK | Cancel

Figurel8- Data ManageirConnection Form

Enter the IP Address or the DNS machine name of the computer wheathe
Manageris installed. During the client installation, the defaDtta Manager

Connectionis set up as 127.0.0.1 with port 11003.

If the siteVIEW APE3lientis running on the same machine as the
Data Managey the recommended IP Address is localhost

(127.0.0.1).
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Once theSign Irform appears, sign in using a valid username and password. When
signing in tositeVIEW APHEHr the first time, use the usernamsvadminwith
passwordsiteview The svadmin is an administrator account with full rights to every
part of siteVIEW.

.e Note: To ensure proper security, change the svadmin password during the first sign in

3.8.2. Password Recovery

There is a passwongcovery link on the login form, but it only works if a user has
setup their email address.

After selecting the passwonacovery link, the user specifies the username. An

email containing their password information is sent to the user's email account. An
administrative user can set the default SMTP server in the notification options form.
If the SMTP server is not set, the passwogdovery email will fail.

When a user logs in they are reminded to set their email address each time they log
in until they set an email address. Admin users can set their email address and the
email addresses of otlmaisers in the user admin form.

Nonk RYAYA&AUGNI GABS dzaSNA OFly aSié -iKSANI Syl
>Accountsh / Kl yaS 9YFAf | RRNBaaé¢ TFTNRY G4KS YI A

A message is displayed to the user to tell them if the email was sent or not. The
email is thersent to the SMTP server, which may fail to send the email for other
reasons.
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3.9. RedundantData Manager

While most typical installations need only run a singular Apex (Data Manager)
server, for critical systems, users may consider running a redundant Bpex (
Manager) server. The purpose of the redundant Apex Data Manager server is to
take over responsibilities of the system should the main Apex (Data Manager)
server go down, thereby limiting any downtime that may result.

3.9.1. System Architecture

A redundantsystem is best set up using multiple servers, each with specific Apex
functionality:

1 Data Manager (Main) Servethis server acts as the primary system
manager and will manage most dayday activity. The main system
database resides here.

1 Data ManagerRedundant) Servegthis server acts as the bacip to the
primary system manager, taking over general system duties if something
should happen to the primary system. A synchronized image of the
database is managed here.

Data Manager
(Main) Server
has failed
connection

Normal Operation
Connection

Apex Client
(User Interface)

A Data Manager A Data Manager
(Main) Server (Redundant) Server
y A y A

A Communication &
Alarm Server
’ A\

Data Manager
(Main) Server
has failed
connection

Normal Operation
Connection

Figurel9- Redundant Data ManagerSystem Architecture
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1

Communication and Alarm Servethis server provide supplementary Apex
services. Under normal situations, these services will be report to the
primary system manager, but should something happen to tiiraary

system, will automatically connect to the Redundant Server. Upon recovery
of the primary system, the services will automatically revert connection
back to the primary system.

Apex clients; one or more clients will normally be connected to the

primary system manager, but should something happen to the primary
system, will automatically connect to the Redundant Server. Upon recovery
of the primary system, the clients will automatically revert connection back
to the primary system.
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3.9.2. Installation andCanfiguration
Data Manager (Main) Server

The Apex Data Manager should be installed normally using the provided installation
package (MSI file).

Upon installation, the Apex Data Manager should be activated using the software
license keys provided at the tinod purchase.

This installation will now act as the Data Manager (Main) Server.

Data Manager (Redundant) Server

On a separate OS image/platform than that of the installation of the Data Manager
(Main) Server, install another instance of the Apex Data Menpgckage.

If you have purchased the Redundant Server option, a license file
(ApexRedundantServer.lic ) will be provided. After installation, copy this license
file to the C:\ Program Files (x86) \ TASQ siteVIEW Apex \ APEXDataManager
directory.

Either rebootthe system or restart the Data Managerrecognize the license file
this willallow the Apex Data Manager to read the license file ancomigure itself
to run as a backip system.

Use the Data Manager Utility to enter the location of the Data Har({@ifiein)
Server:

Configuration

Connection/Logging

IP Address:  10.10.5.73
Port: 11003

Save

Status

Redundant Data Handler Running
Logging Interface Running

Figure20 - Redundant Data ManagerLocation of Primary Server
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Either reboot the system or restart the Data Manager agairecognize the
Primary Data Handler locatipthis will allow this system to connect the primary
system with the new location information.

This installation will now act as the Data Manager (Redundant) Server.

| 3

Note: Ensure that the redundant server is visible throughrtaevork to the TASC
Communication Serveasd the clients.

3.9.3. System Operation
Start-up of the Apex Data Manager (Main)

Upon system start, all Apex components including the Data Manager (Redundant)
Server, the Communication and Alarm Server and all Apex (us€face) clients
connect to the Data Manager (Main) Server using configuration default settings.

Upon successful system start, the Data Manager (Main) Server manages all system
activity, including coordination with the Apex Communication Server(s)teven
annunciation through the Apex Alarm Manager and view capability via the attached
Apex (User Interface) clients. Any significant activity is tracked in the Apex system
database.

Upon connection, each Apex component is informed about system server
configuation, including location of the Data Manager (Redundant) Server, if

present. The location of the Data Manager (Redundant) Server is used in case of the
primary server failure, each Apex component knows to switch connection to the
backup server.

Configuration

10-AUY- 1D .U UI riv -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:08 PM -
18-Aug-16 4:05:08 PM -
18-Aug-16 4:05:08 PM -
18-Aug-16 4:05:08 PM _

18-Aug-16 4:05:08 PM

18-Aug-16 4:05:03 PM -
18-Aug-16 4:05:02 PM -
18-Aug-16 4:05:00 PM -
18-Aug-16 4:05:00 PM -
18-Aug-16 4:04:55 PM -
18-Aug-16 4:04:54 PM -
18-Aug-16 4:04:34 PM -

LUWInoguiny ranes
Downloading Panel Controls
Downloading 140 Corfiguration
Downloading Device Configuration
Downloading Port Configuration
Downloading Communication Server Configuration
Downloading Folders
Downloading Sounds
Downloading Images
moronizing with Main Data Handle
steVIEW AFEX license !
10 cliert licences detected.
System loaded and ready
Connected to redundant data handler (127.0.0.1:11003)
Disconnected from redundant data handler (127.0.0.1:11003)
Connected to redundant data handler (127.0.0.1:11003)
Detected Redundart Server license

Database
synchronization

Connection to
primary server

Status

Redundant Data Handler Stop
Logging Interface Stop

Running

Running

Figure21 - Redundant Data ManagerConnection to Primary Server
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The status bar of the siteVIEW APEX client then shows the location adrthected
Data Manager (Main) and the Data Manager (Redundant).

4

¥

Connected to Lacombe; 11003

Redundant Server 192, 168.100.64:11005 [online]

Figure22 - Redundant Data ManagerRedundant Data Manager Status

Switch to Apex Data Manager (Redundant)

The Data Manager (Main) Server can failover to the Data Manager (Redundant)
Server if one or more of these problems arise:

)l
1

Power failure

Network failue which prevents the Data Manager (Redundant) Server to

OKSO1

F2NJ GKS 511Gl

al yI 38NJ 6al Ay

Failure of the hardware platform on which the Data Manager (Main) runs

Failure of the Data Manager (Main) Server due to a software application

issue

Upon a failed connection to a seryéhe Apex components will connect another
server. That is, if the Apex component was previously connected to the primary

server, it will attempt connection to the Data Manager (Redundant) Server. But also

conversely, ithe Apex components were previously connected to the bazk
server, they will attempt connection to the Data Manager (Main) Server.

Upon failure of the primary server, the Data Manager (Redundant) Server manages

all system activity, including coordinatiavith the Apex Communication Server(s),
event annunciation through the Apex Alarm Manager and view capability via the

attached Apex (User Interface) clients. Any significant activity is tracked in-apack

version of the Apex system database.
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-
All TASC siteVIEW APEX - Data Manager Utilityl [
Configuration iy pg rnmpnnonfc
18-Aug-16 4:43:54 PM - Client connected: sVEGui - 10.10.5.40 connect to -
18-Aug-16 4:43:53 PM - Client connected: TascCommunicationServer - 10.10.5.72
18-Aug-16 4:43:36 PM - Client connected: TascCommunicationServer - 10.10.5.40 redundant server
18-Aug-16 4:43:34 PM - Client copnecied: g Z

18-fug-16 4:43:30 PM Assumes role of system

I 18-Aug-16 4:05:09 PM -

18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:09 PM -
18-Aug-16 4:05:08 PM -
18-Aug-16 4:05:08 PM -
18-Aug-16 4:05:08 PM -

Jisnt nnected. AlamBandler - 10,10
Data SyTCToniZaton 15 Lomplete
Downloading User Information
Downloading Automated Polling Setup
Downloading Panels
Downloading Panel Controls
Downloading 1/0 Configuration
Downloading Device Configuration
Downloading Port Corfiguration
Downloading Communication Server Configuration
Downloading Folders
Downloading Sounds
Downloading Images

manager, due to failure | | | i
of primary server i

18-Aug-16 4:05:08 PM - Syncronizing with Main Data Handler. .. i
A0 Mwm 10 ANEND OM Maicm ammemefrmmd  Demmims cele of cedimdaed ammome
Status

Redundant Data Handler Running
Logging Interface Running

Figure23 - Redundant Data ManagerAssume Role as System Manager

The status bar indicates when the client is connected to the redundatd
Manager.

Connected bo 192 168,100 64: 11005 [Redundant Server]

Figure24 - Redundant Data ManagerConnected to Redundarftatus

Recovery of the Apex Data Manager (Main)

Every 5 seconds, the Data Manager (Redundant) Server monitors its connection to
the Data Manager (Main) Server, if the Data Manager (Main) Server has recovered,
all Apex components are redirected to connezthe recovered Data Manager

(Main) Server, essentially returning to normal operation.

Upon recovery, any database changes that were recorded while the primary server
was down are forwarded from the Data Manager (Redundant) Server to the Data
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Manager (Man) Server, so that all data is synchronized into the primary Apex
system database.

Al TASC siteVIEW APEX - Data Manager Ut\lil)_rl [E=R N

18-Aug-16 4:48:20 PM - Data Syncronization is Complete
18-Aug-16 4:48:20 PM - Downloading User Information Database
18-Aug-16 4:48:20 PM - Dowrloading Automated Poling Setup ‘- synchronization
18-Aug-16 4:48:20 PM - Downloading Panels
18-Aug-16 4:48-20 PM - Dowrloading Panel Controls {frarn back-up
18-fug-16 4:48:20 PM - Downloading 1/0 Corfiguration period) E
18-Aug-16 4:48:20 PM - Downloading Device Configuration i
18-Aug-16 4:48:20 PM - Downloading Port Configuration

18-Aug-16 4:48:20 PM - Downloading Communication Server Configuration
18-Aug-16 4:48:19 PM - Client disconnected: AlamHandler - 10.10.5.72 ApeEx Components
18-Aug-16 4:48:19 PM - Client disconnected: TascCommunicationServer - 10.10.5.40 ‘- connect back to
18-Aug-16 4:48:15 PM - Downloading Folders X
18-Aug-16 4:48:13 PM - Downloading Sounds primary server
18-Aug-16 4:48:19 PM - Downloading Images

18-Aug-16 4:48:15 PM - Syncronizing with Main Data Handler...
18-Aug-16 4:48:15 PM - Cllent dlscnnnected sVEGul 1D 10.5. dD
18-Aug-16 4:48:19 PM - Client disconnactad: pication 010
18-Aug-16 4:43:19 PM
18-Aug-16 4:48: 14 PM - SEnver disconnected o

18-Aug-16 4:48:14 PM - Maln server found. Resumlng rDIe of redundard SEMVer.
18-Aug-16 4:43:54 PM - Cliert cnnnected sVEGui - 1010 54D <

AN AL AP A ATEN P koo oo e TP et kie Do AN ANE T

Wain server recoverad,
assuming back-up rolg

Redundant Data Handler Running
Logging Interface Running

Close

Figure25- Redundant Data ManagerRecovery of Main Data Manager

3.9.4. System Considerations

9 Start The Data Manager (Main) Server and Data ManagmiyfRdant)
Server must be on physically two different OS images/platforms.

1 While it is possible to install Communication and Alarm services on the
same image/platform as either the Data Manager (Main) Server or the Data
Manager (Redundant) Server, this & nrecommended. To safeguard
against the case where there is catastrophic failure of either one of the Data
Manager systems, it is best to separate this function to a separate OS
image/platform.

9 Currently, there is no redundancy offered for communicatiomlarm
services, but it is possible to run duplicate communications or alarm
servers.
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4619 Dw! A LEBOWOLDbBGOWC! / 9

ThesiteVIEWAPEX ClierftJserInterface) is used to view activity and configure the
operational parameters of theiteVIEWAPEX systenThesiteVIEWAPEX Client

COLUMBIA

B4 /&
Prince Ruppert 8 o
Massot 0 Kitimat

Figure26 - siteVIEWAPEX ClienfUser Interface

consists of a main application window that is divided into several sections

A. Site Navigation TreeA tree view of the nodes in a tveork
B. Main Menug Containsall availablemenu options
C.Toolbarg Quick access to routine functions

D. Alarm Paneg Detailed listing of all alarms

E.Site Panet Graphical display of sites or network

F.Panel Components Interactive elements in thaetwork

G. Status Bar, Real time program information

H. Communication PanelListing of hetwork communications

I. Bandwidth Meterg Displays network data passed to and from siteVIEW
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4.1. Site Navigation Tree

The Site Navigation Tree is a logical represenabf anetwork of monitoring
devices (e.gsiteRSM SNMP devicéswhich are capable of reporting input and
output states tositeVIEW APBXrough a communication port (CObt IPport) via
the TASC Communication SereeSENMP Communication Server

The frst level node is of the Site Navigation Tree represents the compietéIEW
APEXie aliSY:Z gKAOK O2yidrAya || WDNRdAzZLAQ y2R

The Groups node contains custom arranged groups of devices and folders. The

G DNR dzLJa ¢ Y 2 R S Qalge dadidek jaté cBstom roupigs. IAddINUD

F2f RSNAR (2 GKS & DN deelnks intd 2afdbis foldéR Righik Sy R
click on the mouse will provide the additional Cut to Group (for moving to a new

group), Copy to Group and Paste to Group opgion

The first level nodes of the Network repres@iSC Communication Sesyer
Summit Communication ServensSNMP Communication Servérat are

connected to theData Manager The second level nodes of the Network represent
the monitored communication ports on tiHEASC Communication Sep@ummit
Communication Server SNMP Communication Servéhe communication ports
are used for monitoring remote devices. The third lesfdNetwork represents the
physical device.

Right clicking on one of the tree nodes levels (i.e. system, groups, network, server,
COM port, device) allows quick access to menu options, by displaying a context
menu that pertains to the selected node.

Left clcking on a node updates the site panel to display a graphical representation
of all nodes beneath the selected node.

4.2. Main Menu

The main menu allows access to configuration and monitoring of the tree nodes.

Some menu items change depending on the nodecsetk and depending on the

dza SNNa aSOdzNA & NRARIKGA 06 {SF6npagdydfthid y 3 | & ¢
manual.)
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4.3. Tool Bar

The toolbar allows quick access to some menu options

® TASC siteVIEW 2.0

Unlock | Refresh Sites | &larms | Comm | Wiew | History

Figure27 - Toolbar Buttons
A. Lock/Unlock Site Panel layout

B. Perform manual poll of the selected portion of the network
C.Hide/Show Site Navigation Tree

D. Hide/Show Alarm Panel

E.Hide/Show Communication Panel

F.Hide/Show Site Panel

G.View logs

4.4. Alarm Panel

The alarm panel displays a list of alarms that have not been cleared at the remote
site. Each alarm item in the aia panel has the following information:

N 5 W
arms | Comm | Yiew | History

152.168.0.70: 3011 sPL 1 Wednesday, June 27, 2007 §:44:33 AM
» |ID:23 g Active

SCa i ¢

/
B C D

Figure28- Alarm Panel Components
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A.Port & device name of the alarm and the last time the alarm status changed
B. Auto-find button
C.Alarm ID and status

D. Alarm severity and the name of the I1/O where the alarm condition occurred

The autofind button appears as a square button with a question mark in the
center. Selecting the autfind button causes the corresponding device node to be
selected on the Tree View and for the corresponding panel to be drawn.

Double clicking on an alarm shows moreailed information about the selected
alarm and allows the user to acknowledge and clear the alarm.

When an alarm is active and unacknowledged, the alarm will flash a different color
depending on the severity of the alarm.

Rightclickingthe mouse in theAlarms panel area provides additional contextual
options:

T 'asS GKABIN&E/NINytaM) G2 Ot SFNIFfEf OSFaSR |
9 Access detailed information about the selected alarm

1 View a historical summary of alarms within the Log Viewer

4.5. Site Panel

The site panetlisplays a graphical representation of the currently selected tree
node. This provides simplified visibility in networks of monitored devices.
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Figure29 ¢ Site Panel

At the top of the site panel is a status bar that displays the atthh mame of the
selected network tree node.

Device outputs can be controlled from the site panel.

The size, component placement, background image and color of the panel can all be

customized. (See Site Panel, sectippn page32for information on customizing

the site panel)

2 KSy I

2y A
t ySté

a2 |

RSOAOSQa
panel selection tab appears ohd bottom of the device panel. This feature allows a
device to be represented in multiple ways. Press the far right tab with a plus (+) sign

RR |
2L A2y © wiEYalsd riérameithe ¥efected Pafielor

LI ySt Aa

ySg LI yStz:

aSt SOGSRE

2NJ NA IK{
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delete it. If a device only has one panel, it cannot be deleted. The menu options can
Fta2 08 | O083a48R TNREY GBS yYSayovYSydz o8 2

4.6. Panel Components

The Site Panel is made up of images, text aamtepcomponents. Panel components
are interactive elements that allow the operator to navigate as well as monitor and
control various areas of their network. Panel components include virtual knobs,
buttons, lights, switches, labels, temperature gauges rziode.

At a sever node, Panel Components represent the available and configured COM
ports that are accessible on the network.

At a COM Port node, panel components represent the available and configured
devices accessible on the network.

At a device node, P&l Components represent the specific physical inputs and
outputs available to a particular device.

The type, size, color, font and many other configuration options can be customized.
(See Panel Control Property Form, secoh2 on pagedl for information on
customizing the panel controls)

4.7. Status Bar

The status bar is used to display various messages to the user. The far left of the
status bar displays thBata Managerconnection status and the far right displays
the user login status. The center of the status bar shows the online status of the

Connected to 127.0.0.1:17003 - Alarm Motification Handler 127.0.0.1 [onling) vadmin

Figure30- Status Bar Components

Alarm Notification Managerand if installed, th&RedundanData Manager
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4.8. Communication Panel

The communication panel contains recent network communication traffic and the
following details pertaining to those transactions:

A D

Communications '

95 Biver North 0 Gateway 4:07:38 PM
Betrieve AllContactInputs

C Fai ting
55 River North 0 Gatevay 4:07:38 PM

.aetrieve AllAnalogInputs

fai ting

55 River North 0 Gateway 4:07:38 PM
Betrieve DeviceStatus

Fai b inag
55 River North 1 East Shack 4:07:37 PM
Eetrieve AllTemperatureInputs

Processing

5% River North 1 East Shack 4:07:37 PM v
Retrieve All0utputs \

Campleted L1

55 Biver North 1 East Shack 4:07:37 P '
Betrieve AllContactInputs L
Campleted

55 Biver North 1 East Shack 4:07:37 PN
Betrieve AllAnalogInputs N
Campleted

5% River North 1 East Shack 4:07:36 PM
Retrieve DeviceStatus
Campleted

|

arehiouzehecchg mdb |svadmin |

Figure31- Communication Panel

A.Name of COM port and device the communication pertains to and the time
when the communication request occurred

B.Cancel transaction button
C.Communication transaction status

D.Communication transactocommand and subcommand

When a new communication transaction is added to the communication panel, any
transactions that are older than 8 seconds and are no longer processing, are
removed from the communications panel.
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Output control traffic is considered a special case. By updating an output a user
either turns on or turns off that output. The output that is affected and the state
that it is being set to are didayed next to the command and subcommand.

Communication

55 Biver North 1 East Shack £:26:28 AM
pdate Outputs - Twn OFF Output 2
fai ting

5% Biver North 1 East Shack £:26:25 AM
Update Outputsz - Twn ON Output 4
Completed

55 Biver North 1 East Shack 8:26:24 WM
Update Outputz - Twn ON Output 3
Completed

5% Biver North 1 East Shack £:26:22 AM
Update Outputsz - Twn ON Output 2
Campleted

5% Biver North 1 East Shack £:26:14 AM
Vpdate Outputz - Twn OFF Output 2
Campleted

Figure32 - Outputs Update Communication

4.9. Bandwidth Meter

The bandwidth meter shows how much data is being transmitted (TX) and received
(RX) by theiteVIEW APEient. The data is displayed in kilobits per second (kbps)
and is updated every second. Taare 8192 kilobits in 1 Megabyte (MB).

To see the total amount of data sent or received, hover the mouse pointer over the
corresponding label.

@ TX: Okbps
(0) RX: 6 kbps

R¥: 6 Kbps
Total Data: 87.9MB
Duration: 0d 1h 40m 38s

Figure33 ¢ Bandwidth Meter
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5. { 9w

5.1.

Managing User Accounts

| 5aLbL{¢w! ¢LhbD

Apex prouviles two methods of managing user accounts:

9 Built-in Apex user account management

1 LDAPcompatible user account management, which can be used with
popular directory management services like Windows Server Active

Directory.

For both methods, Apex has thréges of defined users:

9 Administrators

M1 General Users

1 View Only Users

The following table lists the available security rights and the access associated with

each type:
User Device & Panel Layout| Alarm Manual Output
Maintenance | System Control Polling Control
Configuration
View Only | None Read Read Read Read Read
User None Read Read Read/ Write | Read/ Write | Read/ Write
Admin Read/ Write | Read/ Write | Read/ Write | Read/ Write | Read/ Write | Read/ Write

Tablel ¢ Login Security Level Matrix
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5.1.1. Managing Users using Apex Authentication
Adding Users

To create, modify or deletsite VIEWAPEX useaccounts open the user
FRYAYAAUNI GA2Y F2N¥3I 6 KAOK ->AdcofintsdUSer GA S g S|
I RYA Y A a i Nihdimak siénu. T N2 Y

User Administration =
Username ‘ Rights ‘ First Mame | Last Name User
d Admiristra...
svadmin miriistra, FlrstNamel
LastNamel
Usemamel
Rights| =l
-
Passwon dl xxxxxxxxxxxxxxxxxx
el oo
Email l Pager ]
Address |
I Enabled
Apply MNew | |

Figure34 - User AccessUser Administration

The following tasks may be performed using the user administration form:

Create new user accounts

First name, last name and username may be altered

Security rightsnay be altered

User accounts may be enabled or disabled

¢tKS dzaASNRa LI aag2NR Oy oS asi

User specific alarm notification options may be set, depending on which options
are available from withisiteVIEW APHEXe. email, pagingetc.).

Existing users may lakeleted from the system

View a history of user login/logout activity

¢KS dzaSNRa SYFAf | RRNBAaa @dcoferyp S aSio ¢
purposes (If email is enabled in the system the email address canelso b
used for email notification.)
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Changing a Account Password

A user can change their account password through S Ktiy 3S t | 4 & 6 2 NRE
A8f SOGAY-TAcaUNER KSFES tFaa62NROE

Password Maintenance @

Usemname ’svadmln—

0ld Password
Mew Passward ’—
Canfirm Pazzward ’—

o |[eome ]

Figure35- User AccessChanging Your Password

Forced User Sign Out

In the case of a power failure or a system crash/resigtVIEW APEXay not get a
chance to properly sign users out of the system. Also, there may be times when an
operator(s) needs to be forcibly signed out of the system.

In either case, operators mdne forced out by anyone who has more security rights
than they do. Operators may also sign themselves out. To view users that are
currently signed in, type in a valid username and password at the sign in prompt,
YR &St SOG GKS a! aSNBé¢ odzitzy o

CKAA gAff 2Ly (GKS &/ dNNByid ! aSNEE T2 N):
in, the computer that the user signed in from, and the date and time the he or she
signed in.

To sign a user out, select the user from the list of currently signed in users and
aSt SO0 a{Ady 2dzié¢d

Signed In Users
Username | Location ‘ Date ‘
jdoe SASKATOON 1141042009 11:51:28 AM
Total signed in users: 1/5
Close

Figure36 - User AccessCurrent Ugrs
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5.1.2. Managing Users using LD&Bmpatible Authentication

While most typical Apex installations use the builuser authentication services,
enterprise nstallations may consider authenticating Apex users via LDAP
(Lightweight directory access protocol) compatible systems like Windows Active
Directory. The benefit is that by using LDAP with existing directory management
services, Apex user access can baagad and administered consistently using
existing inhouse policies.

System Architecture

In an enterprise environment, Apex will generally be installed on an independent
server and configured to work with an LDédtmpatible directory management
system, ke Windows Server Active Directory. Once connected, user authentication
for Apex can use the same security pielcas those defined for the enterprise,
allowing a singular mechanism for managing access.

= o

Apex Client
(User Interface)

User Login
Control

User Authentication

Data Manager Directory Services
(Main) Server [’y

Windows Server
Active Directory

Figure37 - UserAccess LDAP System Architecture
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Installation

Directory Services

Before proceeding with Apex installation and user accounts setup, the IT
administrator must setup three groups in the directory services (e.g., Active
Directory) server for determining user rights. These groups are "siteVIEW
ViewOnly", "siteVIEW User",itaVIEW Administrator".

To begin, a user belonging to the "siteVIEW Administrator" group is required, as the
RSTlLdzE G a2aidSY FTRYAYAAGNI G2NY» |, 2dz YI& O3

¢ this is username for the default administrator for the Agasthentication
method.

= ‘Active Directory Users and Computers = |

Figure38- User AccessLDAPActive Directory Groups
Apex Data Manager

The Apex Data Manager should be installed normally using the provided installation
package (MSI file).

Use the Data Manager Utility to enable LDAP servicespeacify the location of the
directory managementservers2 Y OS O2 YL SGS> LINBaa GKS W

_ . .
All TASC siteVIEW APEX - Data Manager Utili_ P = e
- Corfiguration | license Management

Connection/Logging

Data Handler Listen Port: 11003

Logging Interface Listen Port: 11006

Log All: [] I LDAP Enable

LDAP Primary IP Address: 10.10.1.35

LDAP Secondary IP Address:  mycompanydomain.com|

Status
Data Handler Running
Logging Interface Running

Figure39- User AccessEnabling LDAP Services
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A restart of the Data Manager will be required to recognize the saved changes
Once restarted, Apex will use LDAP to communicate and authenticate with the

ALISOATASR aSNUSNBR® ¢KS

51 G

al yIF3SNI ' (At

dzZa SNJ I dzi KSYGAOF A2y YSUiK2RXI SAGKSNI W[ 5!t

what has ben configured in previous steps.

[ Al TASC siteVIEW APEX - Data Manager

Activity |C0nfigu|ation I License Management|

23-Aug-16 10:34:45 AM _Cliet copnected: TascCommunicationSener . 197.0.0.1
22 5516 103443 Al Using LOAP senicesfruser suhertcaton. |
23-Aug-16 10:34:43 AM = STEE Ioa0eg ang ready

23-Aug-16 10:34:43 AM - Connected to data handler (127.0.0.1:11003)
23-Aug-16 10:34:38 AM - Disconnected from data handler (127.0.0.1:11003)
23-Aug-16 10:34:38 AM - Connected to data handler (127.0.0.1:11003)
23-Aug-16 10:34:22 AM - TASC security key not found

Status

Data Handler Running
Logging Interface Running

Figure40- User AccessLDAP Services Enabled

Operation

Apex Administrator

Only an Apex administrator can manage Apex users. As part of the installation
process, a default Apex administratesername (and associated password) must be
created by the IT administrator. User administration will be done using this account
- to perform any user administration, the administrator must login to the Apex

(User Interface) client.

-
A Sign In - TASC siteVIEW APEX . L= =

Login using LDAP credentials

User name: |svadmin

Password: |

Users

Sign In | Cancel |

C

Figure41- User AccessLogin Using LDAP Credentials

Adding (and Managing) Users

Adding users is a twstep process:
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9 Users must first be added to the directory services (e.g., Active Directory)
server. Normally, all known users are already defingtiimcontext as part
of the general IT administration policy. However, if the user is strictly an
Apex user without general enterprise privileges, the IT administrator must
add this user to the system.

9 Once a user has been defined within the directoryisss, the user can
also be added to Apex.

The User Administration configuration dialog (Conrme&tcounts>User
Administration) is used to manage Apex users. Only Apex administrators will have
access to this dialog.

To setup a new account, click on "Nethen enter the user name and click "Apply".
siteVIEW will then populate the other fields with information from the directory
services server. The administrator can enable the account and the email by
checking the corresponding boxes.

Upon setting up allisers, the administrator can verify individual account
information by clicking on the "Verify & Update User Information" tab. The
administrator can also verify and update the information of all the users by clicking
on the "Verify & Update Users Info" tab.
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6{ {¢9a /hbCLD!'w!¢LhbD

The entiresiteVIEW APEs¢stem is represented in two ways: it is represented as a
logical tree, which is referred to as tiséte Navigation Tre@and as a graphical
panel, which is referred to as ti&ite Panelltems in the site nagation tree are
referred to asnodes

When a node on the tree is selected, menu options pertaining to that node are
accessible through both the main menu, which is located at the top o€tlent

and the context sensitive popup menu, which can be am@dy selecting a node

with the mouse and then performing a right mouse click. This document will explain
how to configuresiteVIEW APEXing the main menu, but the same functionality

can be accessed using the context specific popup menu.

The Tree Viewidplays a list ofASC Communication Sesyéine COM ports in use
by the TASC Communication Seraad the devices that are monitored through the
COM port(s). Main menu items pertain to the selected node.

1 o Note: Only the administrator users can configure the system.
k2 System

XH TASC siteVIEW 2.0
Connect Bl Yiew Tools  Help
b L) Groups

Delete |-y Network
Unlock Rename i =5} W
R - @ Collapse

rManual Poll
=gl Sy .16 S.%, | Add MNew Communications Port
| Disable Device Aot Add Mew Modem Pool
I i
e _— 1 =B

=1 Alarm Configuration
Palling Configuration Rename
Site Mapping Configuration Manual Pol ' H
Properties alarm Configuration
User Access

Palling Configuration
Site Mapping Configuration

Figure42 - Edit Menu Histary

Properties
User Access

Figure43 ¢ TASC Communication Server
Level Context Menu
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6.1. TASC Communication Serger

TAS@Communication Serv&mwhich are connected to the system, are visible in the
site navigation tree.

E| E TASC Communication Server

- siteRSM 001
EE] Ethemet (TASC)
- Ping Device 10,1056
- siteRSM 002

Figure44 ¢ TASC Communication Server ir
siteVIEWAPEX NetworKree

To view information pertaining to a particul@ASC Communiten Serverselect
0§KS RSAANBR y2RS Ay (GKS aAiidps NEILASANIFAGSAE2EY
the main menu. This launches the server details form.

The server details form displays the machine name thaflth8C Communication
Serveresideson and its software version.

By defaultsiteVIEW APEX6es the NetBIOS name of the server for the name of that
server node in the site navigation tree. Using the alias field, a system applicable
name can be used. The alias and description are the only ibentise server details
form that can be modified.

.E- Note: Existing archived log files will still contain the ollRSC Communication
Serveralias name.

KEE Communication Server Details - TASC siteVIEW v3 APEX LX)

Server Details

Name: [GRANDFORKS

Version: |3 0.0.56

Mias: |TASC Communication Server

Deescription:

| ‘ Cancel |

Figure45¢ TASC CommunicatidBerver
Details
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6.1.1. TASCommunicatiorServerPorts
Addinga New TASGommunicationServerPort

EachTASC Communication Serpetentially has available serial and Ethernet
communication portswhich can be used to monitor networks of hardware devices.

To add and configure an availaldemmunicationport for siteVIEW APEX
Y2YAU2NRAY3IB! BRI O HABRXdy AOI GA2ya t 2NIé
This launches th€onnection Wizard

In the firg stage of theConnection Wizartbrm, select the COM Port type. If the

selected type iSerialthen a list of available serial communication ports will be

RAaALIE F@SR Ay (GKS LER2NI RNRLI R2gy fAalded [
a2 RSY ttlReNdrtds adifternal PSTN modem or if it is connected to an

external PSTN modem.

LACOMBE - Connection Wizard

Select the port to make a connection

Connection Details

Type: ISerial _v_I
Part v
Protocal: IBinMP _v_I

[~ PSTN Modem Port

Next I Cancel

Figure46 ¢ Connection Wizard, Serial Details

If the selected COM Port typeHEshernetthen Ethernet connection will be
displayed. The IP Adess and Port of the remote Ethernet device will not be
needed until the Ethernet devices are added.

TASC Systems Inc. All Rights Reserved Page70of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

Connection Wizard - LACOMBE %)

Select the port to make a connection

Connection Details

Ethernet -

Type:

Mext ‘ Cancel

Figure47 ¢ Connection Wizard; Ethernet Details
After entering the required serial or Ethernet information, select next.

For a serial device, enter the port timing parameters. Pheket Timeous entered

in milliseconds and is the maximum amount of time a COM Port should wait for a
response after sending out a request. Theer-Byte Timeoutis also entered in
millisecondsand is the maximum time a COM Port should wait between incoming
data bytes before the incoming data is considered complete. The Ethernet timing
parameters are entered when you add the device.

If COM Port communication is timing out too often, it may batttne packet
timeout is too short. If communication is taking too long to complete, try reducing
the packet timeout.

If COM Port communication results in abnormally high communication errors, it
may be that the intetbyte timeout is too low. Setting thater-byte timeout too
high also results in the packet timeout taking too long.

ACOMBE - Connection Wizard 3]

Select the timing parameters to uge an this connection

Connection Timings

Packet Timeout (meec): | 2000 3:
Inter-Byte Timeout (meec) |70 3:
Packet Retries: m

Back | MHest | Cancel ‘

Figure48 ¢ Connection Wizard, Timings
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Change the Packet Retries to specify the number of times a port should retry
packets that have no response.

Experiment with the timings until you achieve the fastest and most reliable
communication.

As an additional step for optimizing communications, review the

o TransmitReceiveCOMxx  (where xx is the COM port number) log
files found within the CommSvc directdryview retries for a given
COM port. Iteratively, using manual Full Refreshes to test
communication exchange, adjust the Packet Timeout parameter
minimize retries recorded within the log file.

Defaults: Packet Timeout 2000 msec; IApgte Timeout 70nsec; Packet Retries 3.

COM Port Configuration | Packet Timeout (msecs) Inter-Byte Timeout (msecs)

Ethernet 1000-1500 50-100

Serial 1000-3000 50-200

Serial with PSTN Modem | 20005000 100-300

Serial with Radio Depends on the technology | Depends on the technology
used and the numbeof used and the number of
radio hops. radio hops.

Table2 ¢ Recommended Communication Timing Parameters

After selecting the timing parameters, select next. Choose a name for the
connection and a descritin to remind users of useful information about the
connection and then select finish to add the COM Port.

Connection Wizard - LACOMBE 3]

Provide a name and descrption to identify the port connection

Connection ldentification

M arme; |N0rth Bumaby

Description:

Back | Finizh ‘ Cancel

Figure49 ¢ Connection Wizard; Identification
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Configuring an Existing Communication Port

To view and change information pertaining to a particular COM port BASC
Communication Serveselect the desired COM port node on the Tree View and

GKSYy aSHERNBLIBBRAGAE FTNRBY (KS Odindcon Y Sy dzd
Details form.

4 Connection Details - TASC site¥IEW 2.0

Connection ]

Details

Mame: |55 River North

Diezcription; |Located at Spading Crescent, on the narth sfde of the South Saskatchewan River

Settings

Type: Senal Packet Timeout [msec]: | 2000 3:

COM Port | COM1 hd Imter-Byte Timeout meec): | 70 EI:
Praotocal | BinkdP - Packet Retries: |3 3:

Defaults
[ PSTM Modem Part
Enable Monitoring
Ok | Apply | Cancel |

Figure50 - Connection Details

Select a name for the COM port. The name will be bib@VIEW APEXfers to this
communication port throughout the application.

le Note: Existing archived log filesill still contain the old port name

The description properties of both the COM port and device detail forms are
displayed when a user hovers the mouse above a Site Panel controgéfitasents
the COM port or device.

SS River North I

COM Port: S5 River Morth
Protocol: BinMP

Located at Spadina Crescent, on the north
side of the South Saskatchewan river,

o

d

Figure51 ¢ COM Port Panel Component
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Changes can only be made to port settings if the port is offline or by closing the port
by disabling monitoring.

For a serial connection, the COM port field contains a list of communication ports
available on thefASC @omunication ServerfFor an Ethernet connection, the IP
Address and Port fields must be specified.

The Protocol drop down field sets the protocol, which is used to communicate on
the communication port. By default this protocol is set to BinMP. Other paito
are available as Ad@n features from TASC.

Two COM port timeout values exist. The packet timeout is the timd k®C
Communication Serverill wait for a reply after transmitting a communication
packet to a device. When tHEASC Communication Serigareceiving a response
packet, the packet bytes are received one at a time. The-oyés timeout is the
time in which theTASC Communication Sersiould wait between packet bytes,
before deciding the packet has failed.

By increasing the packet timaband the interbyte timeout,siteVIEW APEX more
likely to receive a packet. $iteVIEW APEX€eds to frequently retry packet
transmissions, it is possible that one or both of these timeout values needs to be
increased. I6iteVIEW APEXequently enounters communication errors, it is
possible that the intetbyte timeout needs to be increased. If these timeout values
are too highsiteVIEW APEcOmmunication may seem to take an unusually long
time. Achieving the correct balance of timing values enstinat packets are
handled efficiently.

6.1.2. TASC Communication Serivices

EachTASC Communication SerZ&Mor Ethernetport is capable of

communicating to a network of hardware devices. To add and configure a device for
siteVIEW APEXonitoring, first hghlight the Port that connects the network of

hardware devices to th# ASC Communication Servey’ R & S {-FBHOSig aDRANIO S
from the main menu. This launches tBbevice Monitoring Wizard

Under the Device Type options, two types of devices can be sdlecte
1 TASC Remote Platforms, which include the following models:
0 siteRSM
0 sC (siteCOMMANDER)
0 SsPL (sitePORTAL LITE)

1 Ping Devices.
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TASC Remote Platforms

TASC Remote Devices can be used to monitor remote 1/O.

If siteRSM, site COMMANDER or sitePORTAL LI3é&emted as the Device Type,
enter the device type and any addressing information and then select next. The
correct addressing information must be selected in order for proper communication
to occur.

Device Monitoring Yizard - COM1

Select the device to configure for monitaring

Device Detailz

Device Type: |sC |
Device COM Port: | SerialPort] |
Module Type: | SlaveM ok apping j
Address: |1 |

Mext | Cancel

Figure52 ¢ Device Monitorirg Wizardg Details(TASC Remote Platforms

Next choose the device name and description. The device name will be used by
siteVIEW APBX make reference to the device. The description appears when a
user hovers over the Site Panel control that represenésdavice.

For information about device specific connection parameters, see TASC

site COMMANDER (sé@pendix Bon pagel51), TASC sitePORTAL Lite (see
Appendix Gn pagel64), TASC siteRSM device types (&ppendix Don pagel77)
and Ping devices (see AppendiafEhis manua).
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Device Monitoring Yizard - COM1

Provide a name and dezcription to identify the device

Device |dentification

Mame: |S|aveN ok apping 1

Dezcription:

Back | Finizh | Cancel

Figure53 ¢ Device Monitoring Wizard Identification

After entering the device nhame and description (optionsélect the Finish button

to add the devicesiteVIEW APEMII then attempt to communicate with the device
by polling the device for its status and configuration. If any of the communication is
incomplete, an indication of this will be displayed in the siaivigation tree, beside
GKS RSPGAOSQa ylIYSO®

siteVIEW APEMiI not allow configuration changes to be made on the device until

the entire device configuration has been successfully downloaded. From that point

on, siteVIEW APEassumes that it is the onlypalication that has access to the

device. If changes are later made to the device using a configuration tool such as

GKS aAGSthwe! [ /2yFAIdzNI GAZ2Y | GATAGE ot
will be out of date and this may result in erroneougadisplayed in siteVIEW. To

bring siteVIEW APBEback up to date, perform a complete refresh fraite VIEW

APEXor the modified device.

Ethernet devices have an additional connection details setup page. In the
connection details page enter the IP addrd&sport and communication timing
parameters.
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Device Monitoring Wizard - Ethernet @

Provide the IP address and port of the device

Connection Details

| IP or DNS Name: |192.168.0.181

Port:  |10001

Packet Timeout: | 2000 = mSeC

Back | Finish | Cancel

Figure54 ¢ Ethernet Device Connection Details

After communication with a device has been successfully established, additional device
O2y FAIdzNI GA2Y A& YItHS NRBISNTIASEAE P FINRIYS GKSY X |
device details form. The device details form provides the ability to configure a device.

The device details form has multiple tabs. The available tabs differ from device to device
RSLISYRAY3 2y GKS RS@A OS QsiteVEW NBE#HIH-ANES an@tBeNE A 2 Y 3
type of device.

Device Uploaded Configuration

Currently siteVIEW APE(pports the TASC site COMMANDER fgggendix Bon
pagel51), TASC sitePORTAL Lite f5m@endix Gon pagel64) and the TASC
siteRSM deviceypes (seddppendix Don pagel77)

Whencha@ Ay 3 | RS@GAOSQa yIlIYSs LXSFrasS yz2aS
contain the old device name.

The IP address, IP port and timing parameters can be set for Ethernet devices in the
communications tab of the device details form.

.e WARNING: Making configuration changes to a device will cause the device to restart its
firmware. As a result the device outputs will turn off. This could unintentionally
activate/deactivate equipment locatel at the remote site without warning. It is the
Odza i2 YSNDa NBalLlyaroAfAiide (2 SyadaNB LISNER2YY S
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Extra Device Configuration

Some configuration is stored giteVIEW APExd not uploaded into the device.
The temperatureunits and the analofprmula are extra input configuration
parameters that are stored isiteVIEW APEUt are not uploaded to the device.

The temperatureaunits are configurable via the Units selection lmoxthe
Temperature Inputs tab of the Device Detdilem. Available temperature
conversions include Celsius, Fahrenheit, Kelvin, RankineéauniRr. The default
unit value is Celsius.

e Details - TASC sitel =)
 Terperor 0L 0o b e e e 20 S
m empera ure - levice ‘IS i n’ rpnse .

Description } General ] Communication | Contact Inputs I Analog Inputs  Temperaturs Inputs ]Outputs }

Temperature Input Corfiguration

1 2 3 4 5 6 _ 3

Enable Events v r r r - - - -
Present
* Units |Ce|sius lee\sius j|Ce|sius lee\sius j|Ce|sius leelsius j|Ce|sius j‘Celsius j
~——-u EENNC] ST SR ST SR | EEC S

Input Qualifier Forrenhait

Kehvin
Rankine
Réaumur

| Threshold [2¢0 oo oo =Heo oo Hfoo
I LocalOuput [~ == |- - - -

High Tempera

Low Temperature Set Points
Threshold [115  =J[550 =[s50 =[s50 =550 =J[s50
Local Output |— ﬂl_ j" jl_ j|_ ﬂl_

Fodsecs) [5 1 Hh = = =D

¥ Only upload changed settings OK | Apply | Cancel |

Figure55 ¢ Device Detailg, Temperature Units Selection

Similar to thetemperature units the Analog Inputdérmula are configurable via the
Formula selection boan the Analoglnput tab of the Device Details fornThe
formula values are configurabtirough the Formula Configuration form that can
be opened by selecting the Edit button thatr@sponds to the Formula selection
box.
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- \
Kié Device Details - TASC siteVIEW Enterprise 2.0 =

Description 1 General ] Communication | Contact Inputs  Analog Inputs | Temperature Inputs ] Outputs 1

Analog Input Corfiguration
1

Enable Events 2

2
™

3
[

4
W

5
[

&
I~

7

v

2
I~

ALL

O Renge [025.0v ~|[02s0v ~|[ozsov ~|[ozsov ~|[o2sv ~[ozsov ~|[e2sov ~[[ozsov +]

5]

High Threshold Set Poi

Sensor | =] =] =] =) =] =) =] =

oficet 00 o0 =Jo0 oo oo oo =Hoo =oo =

waauite— <8 - =- =~ s =~ = ]
Units Volts Volts Volts Volts Volts Volts Volts Volts

nts

I Formula - |—none— hd |—none— - |—none— hd |—none— - |—none— hd |—none— - ‘—none— - Edit

Threshold [100 w00 Hfoo Hhwe Hfwe Hhwoe Hfiwe =Hfwoo
Adjusted [10.0 [10.0 [10.0 [10.0 [10.0 [10.0 [10.0 [10.0 \
T e | e R S| ST E— |
Low Threshold Set Points
Threshold [27 =325 =25 25 =25 =25 =25 =25 I
Adjusted [2.7 [25 [25 [25 [25 [25 [25 [25
| | | | S | | —
Il
Hodees)t 1t i Hhr A A = S I
[v¥ Only upload changed settings oK |
L - e ——————

Figure56 ¢ Device Detail€ Analog Formula Configuration

Use the Formula Configuration form &old, remove and updatearious analog
conversions.

The formula Name field is the uniqueeittifier of the formula.The formula name
will appear in the Formula selection field.

TheformulaUnits field is an optional field that is displayed in the Log Viewer.

The formula Decimal Places field configures how many decimal places tiséeald|
value $ould be rounded

The formula Equation is used to calculate the value of the analog sensor, where x is
the input value. See the Formula Configuration form for a complete list of accepted
equation operators and an example of how to use each one.

The Sampléeld allows theequationto be tesed. This value is input into the
equation by replacing and calculating the result. If there are no errors, the result is
displayed. If there was an error with the formatting then an error is displayed.
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£
—Forrnula
Mame | LUnits | E quation | Decimals I
Sensar 1 dB 20732372 + 4w - 6,234 2

Senzor 2 dB BE4x" + 054%73-27 972 + 8.352 - 206234 2

Mame ISensor2 Units  |dB Decimals |2 3:

Equatian |5.B4H"4 +054%"3-27 972 + 8.30x - 206.234

Sample |3.5 = 28227 dB

MNew I | pdate I Delete |

Operator | D escription | Example |
% variable sqitfx ~ -n[2x + 7.45]]
[ Open & Close Brackets #[4+5]

[ Factorial ul

- Exponert 2735 %)

zqrt Square Root zqrtx*4]

* A ultiply Fhas]

/ Divide #/5

% M odulus %210

+ Add 4 231% + 5.2354
- Subtract 90-x

logh Logarithm [b = base] logd(x]

lag Lagarithr [baze 10) lag(]

In Matural Log In[25x]

3EC Secant sec(x]

zin Sine 3in[35.007x)

tati Tangeht tati[45. 023./4]
Cic Cogecant czolx]

Cos Cosine cos(180] +

cot Cotangent col[=-25.23)

abz Abzaolute abi(-25 * u]

pi 3.141592653589793238...  pitwx"2

Close |

Figure57 ¢ Formula Configuration Form

Once an analog formula has been configured it can be selected and applied to any
FyFf23 AylLdzido ¢KS FylFf23 AyLldziQa | Radzai
calculated and displayed. Therfula will also be used to calculate the anal@due

whenever a status is returned from the device and the calculated waillbe

displayed in the Log Viewer and on any panel controls that represent the analog

input.

Ping Devices

Ping devices can be usealalidate if an IP device is up and runnisgeVIEW
APEXe scheduled to ping the Ping device periodically using scheduled polling. If
an unresponsive site alarm is setup for the device, the alarm will trigger whenever
the site does not respond to any.

To add a Ping device, select Ping as the Device Type then select next.
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Device Monitoring Wizard - Ethernet (TASC) @

Select the device to configure for monitaring

Device Details

Device Type: |Ping j |

Mext | Cancel |

I

Figure58 ¢ Device Monitoring Wizard; Details (Ping Device)

Next choose the device name and description. The device name will be used by
siteVIEW APBX make reference to the device. The description appears when a
user hovers over the Site Panel control that represents the device.

Ping devices have an additional connection details setup page. In the connection
details page enter the IP address, IP @orti communication timing parameters.
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6.2. Summit Communication Servers

Summit Communication Servevghich are connected to the system, are visible in
the site navigation tree.

|E|/I Summit Communication Server
EE] Ethemet {Summit)

- Summit 10.10.5.93

------- Summit 10.10.7.84

Figure59 ¢ SummitCommunication Server in siteVIEW APEX Network Tree

To view information pertaining to a specifammit Communication Seryeelect
GKS RS&AANBR y2RS Ay G(GKS aAidpx NEILAANAIAISAE2EY
the main menu. This launches the sardetails form.

The server details form displays the machine name thaStenmit Communication
Serveresideson and its software version.

By default, siteVIEW APEX uses the NetBIOS name of the server for the name of that
server node in the site navigati tree. Using the alias field, a system applicable

name can be used. The alias and description are the only items on the server details
form that can be modified.

.e Note: Existing archivetbg files will still contain the oldTASC Communication
Serveralias name.

A Summit Handler Details - TASC siteVIEW APEX_ =%

Server Details

Name: |[GRANDFORKS
Version:|34.0.14

Alias: |Summ'rt Communication Server

Description:

Figure60 ¢ Summit Communication Server
Details
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6.2.1. SummitCommunication Server Ports

Adding a NewSummitCommunication Server Port

EachSummitCommunication Serveises arEthernetconnection tomonitor a

network of Summitdevices.

To add and configure an available communication port for siteVIEW APEX

Y2YAU2NRAY3IB! BRI O BABRXdy A Ol A2y a

This launches th€onnection Wizard

t 2 NI €

In the first stage of th&€onnection Wizartbrm displays the default carection

type: Ethernet.

Summit Communication Server - Summit Connection Wizard

=

Select the port to make a connection

Connection Details

Type: (RSN -

Mext ‘ Cancel |

Figure61 ¢ SummitConnection Wizard

' FGSNJ SYGSNAy3

GKS 90KSNYSi

O2yySOiGA2YyQ:

Finish. The IP Address and Port of the remote Ethernet device will not be needed

until the Ethernet devices are added.

Summit Communication Server - Summit Connection Wizard

=

Provide a name and description to identify the port connection

Connection ldentification

Name: |Ethemet (Summit)

Description:

Back | Finish | Cancel

Figure62 ¢ Connection Wizard;, Ethernet Details
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Configuring an Existing Communication Port

Mame: |Ethemet (Summit)

Description: | This Ethemet port manages Summit devices in Area 51|

QK Apply Cancel

Figure63 - Connection Details

To view and change information pertainingaio existing Etherngport on aSummit
Communication Serveselect the desirethernetport node on the Tree View and

GKSYy aSHERNBLIBBRAGAE FTNRBY (GKS YIFIAYy YSydzo
Details form.

Select a name for thEthernetport. The rame will be how siteVIEW APEX refers to
this communication port throughout the application.

le Note: Existing archived log files will still contain the old port name

The description properties of both tHethernetport and device detail forms are
displayed when a user hovers the mouse above a Site Panel control that represents
the COM port or device.

Changes can only be made to port settings if the port is offling/@ldsing the port
by disabling monitoring.

6.2.2. SummitCommunication Server Devices

EachSummitCommunication Servé&thernet port is capable of communicating to a

network of Summitdevices. To add and configuré&amitfor siteVIEW APEX

monitoring, first hidplight the Ethernet rt that connects the network of hardware

devices to theSummitCommunication Servéry R & S {--8d NewS @i U
5S@A0Sé FTNRY (KS YI ADgvicy¥ Boiittming Wikarda f | dzy OK ¢
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SummitDevices

SummitDevices can be used monitor remote 1/O.

. Device Maonitoring Wizard - Ethernet {Summiﬂ‘

Select the device to configure for monitoring

Device Details

Mext |

Device Type: SRR ~

Cancel |

Figure64 ¢ Device Monitoring Wizard;, Details Summit Devices

Next choose the device name and description. The device name will be used by
siteVIEW APEX to make reference to the device. The descrgptpars when a
user hovers over the Site Panel control that represents the device.

For information about device specific connection parameters,SigamitDevices

(seeAppendix B.

. Device Maonitoring Wizard - Ethernet I[Summit]‘

=

Prowvide a name and description to identify the device

Device |dentification

Mame: |Summ'rt

Description: | This Summit monitors environmental character
Section 2.22

Back Mext

stics of

Cancel

Figure65 ¢ Device Monitoring Wizard Identification
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After entering the device name and description (option&athernet devices have an
additional connection details setup page. In the connection details page enter the IP
addressand press Finish to add the dewic

. Device Monitoring Wizard - Ethernet (Summit) ‘ @

Prowvide the IP address of the ping capable device

Connection Details

IP or DNS Name: |10.10.7.84

Back Finish Cancel

Figure66 ¢ Ethernet Device Connection Details

After communication with a device has been successfully establistpexk willretrieve /1O
information from the Summit
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6.3. SNMP Communication Servers

SNMP Communication Serverbich are connected to the system, are visible in the
site navigation tree.

E| ';-::‘r' SHMP Communication Server

5 [@) Ethemet (SNMP)

» Bird-ACMI (SNMP Agert)
» siteRSM-NET (SNMP Agert)

Figure67 ¢ SNMP Communication Server ir
siteVIEW APENetwork Tree

To view information pertaining to a particul@NMP Communication Seryselect
theRSAANBR y2RS Ay GKS aA0S -t WRIEKNARFA &N
the main menu. This launches the server details form.

The server details form displays the machine name thaffth8 C Communication
Serveresideson and its software version.

By defaultsiteVIEW APEX6es the NetBIOS name of the server for the name of that
server node in the site navigation tree. Using the alias field, a system applicable
name can be used. The alias and description are the only items on the server details
form that can be modified.

.e Note: Existing archived log files will still contain the oldASC Communication
Serveralias name.

Kiz SNMP Handler Details - TASC siteVIEW v3 APEX i e

Name: |[GRANDFORKS
Version:|3.0.0.55

Alias: |SNMP Communication Server

Description:

| ‘ Cancel |

Figure68 ¢ SNMP Communication Server
Details
6.3.1. SNMP Communication Server Ports

EachSNMP Communication Seruses an Ethernet communication port to monitor
SNMP devices. This port can be added by +itjoking on the SNMP
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/ 2YYdzy AOF A2y {SNBSNJIyR aStSOdAy3a G4KS
option. Once selected, press Next to fill in the remaining information.

Choose a name for the connection and a description to remind users of useful
information about the connectionral then select finish to add thethernet
communication port

SMMP Communication Server - SNMP Connection Wizard @

Provide a name and description to identify the port connection

Connection |dentification

Name: |Ethemet (SNMF) |

Description:

| Back | Finish |  Cancel

Figure69 ¢ Connection Wizard; Identification

6.3.2. SNMPCommunication Server Devices

siteVIEW APESan be used to monitor SNMP Agent devices using SNMP Trap
messages.

EachSNMPCommunication Servé&thernet port is capable of communicating to a

network of SNMP agentlevices To add and configureBNMPdevice forsite VIEW
APEXnonitoring, first highlight théethernet porithat connects the network of

hardware devices tthe SNMPCommunication Servery R 4 St>8léwi G 9 RA
5SOGA0Sé FTNRY (KS YI ADgvicy Bofiittming Wikarda f | dzy OK ¢

The Device Monitoring Wizard will contain a list of SNMP devices available.
siteVIEW APEships with several ppaded SNMP devisehowever, additional
devices may be added by using gie=VIEW APBXIB File Translator utility (see
AppendixG.2.1 of this manual.

To add &SNMPdevice, selecENMP Agends the Device Typand select the SNMP
Agent to monitorthen select next.
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Device Monitoring Wizard - Ethernet (SNMP) @

Select the device to configure for monitoring

Device Details

Device Type: | SNMPAgent
SNMP Agent: | Bird-ACMI

Led e

Bird-SElIl
| Bird-TTA

siteASM-NET
| siteVIEW

et

| | Cancel |

Fgure 70 ¢ Device Monitoring Wizard; Details (Ping Device)

Next choose the device name and description. The device name will be used by
siteVIEW APBX make reference to the device. The description appears when a
user hovers ovethe Site Panel control that represents the device.

Finally h the ConnectionDetails page enter th® S @ A& @esandIP portand
select the Finish button to add the device to siteVIEREX.
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6.4. Site Panel

Each node in the site navigation tree has a panel associated with it. The panel

contains controls that graphically map out the items available at the server, COM

L2 NI 2NJ RSOAOS® ! aSNBSNRa LI ySt O2yidl Ay
L2 NI fa QA WwisS Aya O2y(iNRfa GKIFIG NBLNBaSyli
O2yiNRfa GKFG NBLINBaSyid GKS RSOAOSQa Ayl
click on a panel control that represents a COM port or a device caus®$EW

APEXo display the pnel for the selected COM port or device, essentially traversing

the Tree View. Performing a left mouse click on a panel control that represents an

output can commanditeVIEW APBX turn on or turn off the associated output.

Panel controls that represemtevice inputs serve as visual indicators of the inputs

real life state.

A user can modify the layout and appearance of the panel and the panel controls to
give more meaning to the panel.

6.4.1. Background Properties

The Site Panel background properties form barmodified in thePanel Details
F2NYZI 6KAOK Aa 2 L3Psh8fRt [0yeS fa S.f IS@|iHANFIdz6RER AT
menu. The Panel Details form pertains to the currently displayed panel.

The panel height and width affect the total size of the panel. Tmdeadifferent
from the actual height and width that the user sees. The panel height and width can
be set larger or smaller than the actual viewable area of the PC screen.

An image may be set as the panel background by selecting it from the list. When an
image is selected, a preview of the image is shown in the picture box above the
image list. To add an image to the list, select the Browse button, navigate to the
desired image file and select ok. The Rename and Delete buttons rename and
delete a selectedhage on the image list.

It is recommended that background images be less than 256KB
size. Larger images may take longer to load.

The mode setting determines how the background image will be fit into the
background.

Color sets the panel backgroundao
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A Details ]

B ackground Settings

Height | 600 El:

Width 800 =3
Mode | Stretch -
ot || _selt |

[ Browse...
CityS azkattan

CityRichrmaond
CountryCanada

|Eit_l,lS azhatton

‘ Dielete |

Ok | Apply ‘ Cancel |

Figure71- Background Properties

6.4.2. Panel Control Property Form

There are several types of panel controls. Individual panel controls may be
customized to give the control more meaning. Panel controls represent COM port
connections to sites, devices, contact inputs, analog inputs, temperature inputs and
outputs. In mostases it makes sense to represent sites and deviceBoplaan

push button, contact inputs and outputs only have two states and so they are best
represented by a visual on or off usin@aolean and analog and temperature

inputs have ranges and are hespresented by knobs and slides.

{ St SOGA y=Pangik!'SYy B @R it I ySt ¢ FTNRBY GKS YIAY
currently displayed panel and allows the individual panel controls to be modified.

While a panel is unlocked, the normal functionality of the pamueitrols ceases.
{StSOGAY3 I LIySt O2yGNRBEf 2LISya | F2N¥
properties. On the top of the panel control display properties form is a drop down

field of all the controls that belong to the current panel. This drop dowd,feEong

with the previous and next buttons, is used to navigate through the panel controls.

To select multiple panel controls, left click the mouse at some point on the panel,

then while holding the left mouse down, drag the mouse over the panel controls

€2dz sAAK (2 aStSOGP adAg GALX S O2yiaNRfa Ol
Ctrl button down while left clicking panel controls.
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SystemNetwork\LACOMBEACOM3 - Disconnected\sPL 1
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Analog 01 Analog 02
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! x
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Temperature 02
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Figure72 ¢ Selecting Multiple Panel Controlsith the Mouse

SystemiNetwork\LACOMBESCOM3 - DisconnectedisPL 1

SCL ContactSCL ContactSCL ContactSCL ContactSCL ContactSCL ContactSCL ContactSCL Contact

=N

Sutput 07§ Dutput 08

Analog 01 Analog 02
s 8 a
sualy, 10 yaud, 10
¥ i~ v
4 - - 4 :( -
:»x ) :-1 2 . i
2 : N i % \A
B -
0 14 0 14
Analog 05 Analog 06
& f 5 8
v, 10 . 10
3 4 ‘{}»“ &

O 4 3
7}'\’ ~12
2 /- 27 o
% .
0 14 a 14

Multiple Controls Selected - Panel Control P

x|

Disable User Control

Transparent Background

<< Previous i IW
Name | Al
Name Display Color _
Show Name ]T”‘E—H
Name Display Font rial, 8 |
Type Boolean j
Style B

ITrue 'l
True 'l

Background Color
0Off Color

Off Text

Off Text Color

Off

Figure73 ¢ Multiple Panel Controls Selected
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Certain panel control properties are common for all panel control types. Other
properties are specific to a control type. The Disable User Control and confirmation
properties are only availablif the control it represents is an output. When the
confirmation property is selectesiteVIEW APEMIl prompt a user for confirmation

if the user turns the output on or off. The Disable User Control option removes user
control entirely. Aradministrator can set these settings accordingly

The name of the panel control can be changed and shown or hidden using the Panel
Control Display Properties form. A panel control can be made visible or hidden, or it
can be deleted completely by selectirigetdelete button. Panel control colors,

types and styles are all changed using the panel control display properties form.

Output 5 - Panel Control Properties X
<¢ Previous | Output 05 - Mewt =

Hame |Dutput ils}

Marne Dizplay Calor

Show Mame |True

M ame Dizplay Font F—\rial, g

Type |Buolean ﬂ
Disable Uzer Contral |True ﬂ
Style | 3DRoundLED |
Trangparent Background | True ﬂ

Background Color

Off Calor

Off Text

Off Text Color

On Calor

On Text

On Text Colar

Top [100 =

Left | 260 =

Width |60 =

Height |60 =

Wizible |True j
Delete

Figure74 ¢ Panel Control Display Properties

6.4.3. Panel Control Types

Four panel control types are availablesiteVIEW. The four panel control types are:
Boolean slide, knob and display.
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Boolean

TASC Systems Incl Rights Reserved Paged4 of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

Vertical Toggle Horizontal Toggle | Square LED Square Star LED
(VToggle) (HToggle) (SquareLED) (SquareStarLED)
Round LED Round Star LED Round Push Button | Square Push Button
(RoundLED) (RoundStarLED) (RoundPushButton) | (SquarePushButton)

@

@

Vertical 3D Slide
(V3dSlide)

Horizontal 3D Slide
(H3dSlide)

=

Vertical Slide (VSlidg

Horizontal Slide
(HSlide)

Toggle On/Off
(ToggleOnOff)

Command OK
(CommandOK)

Bitmap(Bitmap)

=]

3D Vertical Toggle
(3DVToggle)

3

3D Square LED
(3DSquareLED)

<

3D Horizontal
Toggle (3DHToggle

a

3D Round LED
(3DRoundLED)

J

3D Push Button
(3DPushButton)

pr——

-

3D Vertical Rocker

3D Horizontal

3D Vertical Slide

3D Horizontal Slide

(3DVRocker) Rocker (3DHRocke| Switch Switch
O (3DVSlideSwitch) (3DHSIideSwitch)
@ g
3D Toggl®©n/Off | 3D Command OK | 3D Bitmap
(3DToggleOnOff) | (BDCommandOK) | (3DBitmap)
v
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Boolean control types are used to represent on and off, or are used as buttons.
Properties specific to this control type include the off color, off text, off text color,

Outpuk 5 - Panel Control Properties

Output 05 -

|Dutput 05

£ Previous RER S

Mame

MHame Digplay Color

Shiow Mame |False

Marne Dizplay Fant }ﬁrial, ]

Type |Euolean j
Canfirmation Required |True j
Dizable User Contral |Fa|$E ﬂ
Style |3D¥Toggle |
Tranzparent Backaground |True j

B ackaground Color

Off Color

OIff Tt

OIff Text Calor

On Color

On Test

On Text Colar

Top 115D =
Left | 250 =
Width & =
Height L =
Wisible | True |

Delete Cloze

Figure76 - Boolean Element Properties

on color, on text and on text color.

When Booleanconfrf (@ LJS&a | NB dzaSR (2 NBLINBaSyi
property becomes available for the control. The on condition specifies the

conditions when the Boolean control should appear on. When these conditions are

not met, the Boolean control will agar off. InFigure77 ¢ Analog Boolean Control
Propertieg G KNBS .22t Sty O2yiNRf&a FNB dzaSR G
Boolean control is settobe onwhenthgd £ 2 3Qa @1 f dzS A& | 629S
¢tKS YARRES IyR aStSOGSR .22tSFy O2yiNRf
value is below the high threshold and above the low threshold. The bottom Boolean

2y (iNBt A& a8 (2 0S5 Bythedowdeshdik S |y £ 2 3¢
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3]

Analog 1 - Panel Control Properti

¢ Previous || Analog 07 -

M arne |Ana|og m

Analog 01

Mext >

Mame Display Color

Shaow Marne |Fa|se O
Marne Dizplay Font }ﬁrial, ]
Type |Bcu:|ean

In Range O
Siyle | 305 quareL ED |
Transparent Background | True ’

O
Backaround Color

Off Calar

Off Text

Off Text Color
On Condition
On Colar |
On Text

On Text Color

|Be|ow High and Above Low

|In Fange

Tap | 254 —
Left 511 =
Width [100 =
Height |5 =
Visible | True |
Delete

Figure77 ¢ Analog Boolean Control Properties

Boolean Control On Condition %]

Seftings

High Threshald

Low Threshald

Below High and Abowve Low

ak | Cancel ‘

Figure78- Boolean Control On Condition
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52d20tS Ot AO1lAYy3a 2y (GKS dahy [/ 2yRAGAZYE
BooleanControl On Condition configuration form. Use this form to select when the
Boolean control should appear on.

Knob

Knob control types are used to representange of values. Properties specific to
this control type include the foreground color, format string, axis caption, axis
maximum and minimum, axis inversion, and the start and end of the arc of values.

Knob (Knob) Dial (Dial) Horizontal Top Vertical Right
Gauge (HTopGauge Gauge
(VRighGauge)

0
2 4+ B g
0 10 2

-

Horizontal Bottom | Vertical Left Gauge| 3D Knob (3DKnob) | 3D Dial (3DDial)

Gauge (VLeftGauge)
(HBottomGauge) 4 ? B oL
10 ' et '\4 E_I.-r
3. - . b
E i = i
E 2"__ :E 2 {J a—
4 _I.-" " p "'\-\.E - _Il:l o
! 'l.
o , ! 2 / 0 10 '
E 4 i}
3D Top Meter 3D Right Meter 3D Bottom Meter 3D Left Meter
(3DTopMeter) (3DRightMeter) (3DBottomMeter) | (3DLeftMeter)
10
8
2 4 5 og
0 1 -1
%
o

Figure79- Knob Styles of Panel Controls

The knob control type is represented as an arc.
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The format string is discussed in more detail at the end of this section. The axis

minimum and maximum specify the minimum and maximum values that the knob

will display. The axis can be inverted so tthet numeric scale is shown in reverse
2NRSNY ¢KS INO adFNI FYyR SyR @I fdzSa RSG¢
and end values are set tfi a default value is used.

<< Previous ’m MHext >
Mame |Ana|-:-g 02
Marne Dizplay Calar
Show Name |Tlue ﬂ
M ame Digplay Font F—‘Arial, 8
Type |Knu:|b j
Style |3a0knob ~|
Tranzparent Background |Tlue ﬂ
B ackground Calor |
Foreground Calor |
Format String |
Arc Start |-1 ::I
#ie End |1 =
Auiz Caption |
Az M aximum |'|5.U ::I
Az Mimirmum |D.D ::I
Irvvert Axis |True j
Left/Bottom Ticks | True =l
Right/Tap Ticks |Fa|se ﬂ
Inner Ticks |Fa|se ﬂ
Duter Ticks |True j
Major Ticks |True j
Minor Ticks | True -]
Major Tick Color
Minor Tick Color =
Tick Spacing | utarnatic B
Tap [340 =
Left 320 =
Width [100 =
Height [100 —
Visible [True -]

Delete

Figure80 - Knob Properties
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Slide
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Vertical 1 (V)

J

10

0 e

Horizontal 1 (H)

Vertical Pointer
(VPointer)

10

0

————

Horizontal Pointer
(HPointer)

1

Vertical 2 (V2)

e
a

Horizontal 2 (H2)

o

Vertical Bar (VBar)

-

Horizontal Bar (HBar)

0 5 I 10

Tank(Tank) Thermometer 3D Tank (3DTank) 3D Thermometer
(Thermometer) (3DThermometer)
10— 10—

10
5
0

R—

1]

3D Vertical Fill Slidg
(3DVFillSlide)

10—

5_-
|:|_
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Slide (3DHFillSlide)

3D Vertical Pointer
Slide
(3DVPointerSlide)

10—

F—
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Slide (S3DHPainterSlide)
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Slide control types are like the knabntrol type since they are also used to
represent a range of values. Properties specific to this control type include the fore
color, format string, axis caption, axis maximum and minimum, axis inversion. The
slide property is represented as a verticahorizontal line.

The format string is discussed in more detail at the end of this section. The axis
minimum and maximum specify the minimum and maximum values that the slide
will display. Thexis can be inverted so that the numeric scale is shown in reverse

order.
Temperature 2 - Panel Control Properties
<< Previous || Temperature 02 - Mext »»
Mame |Tempelature 0z
Mame Display Calor
Show MName |True j
Mame Display Font F‘-'iaL 8
Type | Slide |
Style | 3DHPointerSlide ~|
Transparent Background | Falze j
Backaground Calor |
Foreground Calor d
Format String |
Axis Caption |
A M auimum |4D.D ::l
A Minimurn |-10.0 =
Irveeert fxiz |False j
Left/Bottom Ticks |True j
Right/Top Ticks |Fake =l
Irner Ticks |False j
Duter Ticks |True j
Major Ticks |True j
Minor Ticks True =l
Major Tick Calor
Minor Tick Color =
Tick Spacing | utomatic |
Tap GE] =
Left 152 =
“Width | 455 -
Height 104 =
isible [True |
Delete
Figure82 - Slide Style Properties
Display

Figure83 - Display Style of Panel Controls
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Display control types are used to display numeric values using a text string.
Propertes specific to this control type include the fore color and format string.

The format string is discussed in more detail at the end of this section.

6.4.4. Format String

The format string that is available in the Panel Control Properties form can be used
to format the value the user sees.

.t Note: The format string is limited in its functionality and should only be used to configure
the panel control values as they appear on the screen. The valhes are produced as a
result of the format string do not appear in the Log Viewer or anywhere else in the
system. To format the system value of an analog input, configure the Formula value in the
Device Properties form (seExtra Device Configuratioan page 78).

Analog 7 - Panel Control Properties

<< Previous | EREE=R Mext >
Mame Analog 07
Mame Dizplay Calor |
Show Mame |Tlue ﬂ
Mame Dizplay Font }ﬁrial, 8
Type |Displa_l,.l j
Backaground Color _
Format String |D.DD
Foreground Calor |
Tap 237 =]
Left |30 =]
Wwidth 278 =
Height [100 =]
Visible |True ﬂ

Delete Cloze

Figure84 - Display Style Properties

The following are examples of the variables and components that can be used to
form aFormat String.

. (decimal point) specifies the beginning of the number within the label. Use #
and 0 to the right of the decimal point to specify the precision. If you do not
include a decimal point in the format string, a decimal point is assumed to
be the first character in the format string

0 - specifies the precision to the right of the decimal point. For example, ".#0"
always produces two digits to the right of the decimal point, even when
given an exact number such as 1.0

# - specifies the precisioto the right of the decimal point. For example, ".##"
produces up to two digits to the right of the decimal point. Thus, 1.0
produces 1, while 1.025 produces 1.03
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e, E- specifies exponential notation. "E" specifies the capital letter, while "e"
specifieghe lowercase letter

*nn - scales labels. For example, ".*10" prints the value 1.0 as 10
+nn or-nn - offsets labels. For example ".+20" prints the value 1.0 as 21

k - specifies symbolic notation. For the format string ".k", 1.0 prints as 1, 1000
prints e 1k, and .001 prints as 1m

"text" - specifies to add text to the label. For example, "."V" adds a V to the
right of every label. Thus, 1.0 becomes 1V

$, %- specifies to print these special characters

The following are two useful format string examples
Celsius to Fahrenheit Conversion

Note that this conversion is not necessary if your temperature sensor is already set
up to use Fahrenheit units, however this example demonstrates how to use the
format string.

Using the equation °F = (1.8) °C + 32 to calculate the Fahrenheit value, a format
string of *1.8 +32 would be used and would result in the following:

Temperature 1
104—

Ea

32

40

Figure85 - Celsiugo Fahrenheit Conversion

Adding Text
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Using the previous example for converting Celsius to Fahrenheit, adding the string
"°F" to the format string would becontd..8 +32"°F" and would result in the
following:

Temperature 1
104 “F—

65 °F

32°F

40°F

Figure86 - Adding Text to Format String

.e Note: To add a degree symbl) to your format string, hold the ALT key down and type
0KS ydzYoSNI nmTtcX 2NI NBFSNI (2 GKS &/ KIFNF Ol SNJ
FYR LI &GS Ayd2 aAGS+L92d ¢KS a/ KF NI OGSNI al LXk
operating system and can becaessed from the windows start menu by selecting
Gt NP 8>WNdcessories>System Tool / KI NI OG SNJ al LXE o

Fahrenheit to Celsius Conversion

To convert Fahrenheit to Celsius using the equation {@-¢ 32) / 1.8, the format
string would bec32 *0.5556, where 0.5556 is the inverse of 1.8.

.E Note: There is no division operator available with the format string field. So the user must
take the inverse and multiply. Also there must not be any spacewegn the operator and
the number, so if you want to add 32, you must write +32, and not + 32. Lastly, you cannot
use operators more than once, so you can write *1.8 +32, but if you write +4.2 *1.8 +32,
the first value is ignored.

6.4.5. Adding Controls to a Panel

It may be useful to have multiple components on a panel that represent the same
input or output. For example, it may be useful to show an analog or temperature
value as a dial or thermometer, and at the same time have a text representation of
the same inbrmation.
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¢2 FRR O2yidiNBfta (2 I LI ySt I->Sitd>NEosk dzyt 2 O
tFyStéeé FNRBY (GKS YIAY YSydz 2 KAeSe 6 KS { Al
B! RR t | y§if2 /22LySiyNRifKES a! RR t I ySt /2y (iNRT ¢
being added to the correct panel, then choose an input or output from the 1/O list

and select the add button.

Add Panel Control [

Select Control

Server |

Port |

Device |

-
-
-

Add | Cancel |

Figure87 - Adding 1/O to a Panel

The new control will appear in the top left corner of the panel. Move the control to
the desired location and change the control properties as needed.

It may be useful to have two panel controls representing the same output. By
disabling user control on one of the outputs, the disabled control will show the
actual device value. Whereas thentrol that allows user control would be out of
sync with the device starting from the time a user changes the output until the
device response is received.
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<< Previous || Clutput 01 j| Mext »»
Marne Output 01 A
Mame Display Color _
Shiows M arme |False j
Mame Display Font }Arial, ] |
Tupe |Boolean j
Style [304Togale |
Confirmation Required |True j
Disable User Contral False -
U Background Color | J
0 Off Calar
5 o offoffTes [
Off Text Calor I
7 J Bllon Calar |—|
3 o of|On Text |
On Text Color _
Tap [452 =
Leit |5 |
width &0 =
Height &0 =
Yisible [True x|~
Delete Claze

Figure88 - Panel Control Properties

6.4.6. Panel Import and Export

A panel nay be exported to a file and Hienported later into the same panel or into

a different panel. If any differences exist between two panels, those differences are
ignored. For example, if a panel file that contains a temperature input control is

imported into a panel with no temperature input to match, the resulting panel will

not contain a temperature input control. The import and export functionality can be

I OO0OS&daSR 0&->RafelbE TR WH & 9 FBidnaéh oFE/LB2 N9 R Ay S
respectively.
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6.5. Alarm Conditions

Alarm conditions can be configured for individual inputs, outputs, or devices.

Alarm conditions can also be configured to alarm when a device is unresponsive.

A user can then manage alarms by taking necessary actions as defined by
proceduresor the instructions associated with the alarm.

6.5.1. Alarm Condition States

Alarm conditions set boundaries for inputs or outputs, allowing the user to be
notified when the value goes outside this boundary. When the value is outside the
alarm conditior® boundary, the alarm has then been triggered and the user is

notified.

Users can acknowledge and clear alarms, hemasiple alarm status values are
Ceased, CeasedAndAcknowledged, CeasedAndCleared, Active,
ActiveAndAcknowledged and ActiveAndCleared.

' Ceased and

Cleared

Ceased and
Acknowledged

? siteVIEW
LE
g Alarm States

Ceased

Active and
Cleared

Active and
Acknowledged

=l Alarm Condition Active
== o Alarm Condition Ceased
m=mfp- Alarm Condition Cleared
== oy Alarm Condition Clear Remove
==y Alarm Condition Acknowledge

== o Alarm Condition Acknowledge Remove

Hgure 89 ¢ siteVIEW APEXIarm ConditionStates
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6.5.2. Configuring an Alarm Condition

¢2 O2yFTAAdz2NB +y FEFN¥YzZ asStsSod |
GNBS y2RS dzy RSNJ 6 KS G DNRdzLJa ¢ nfiguir®
alarm conditions.

{ St SOGHYAINY¥RARYTFAIAzNI GA2YyEé FNRBY (GKS Y/ .
configuration form. From this form a user can create new alarm, and delete or
modify existing ones.

When creating an alarm, ensure the server, COM ponjadeand device I/O are
selected correctly. Changes made to the alarm configuration form do notetifdet
until the update button is selected or add is selected while creating a new alarm
condition.

The alarm severity is used to place importance andripyion alarms. Three alarm
severity options exist: Minor, Major and Critical. Minor alarms are the least severe
and Critical alarms are the most severe. The different alarm severities are color
coded in the alarm status panel. By default active cris¢@ms appear red, active
major alarms appear orange and active minor alarms appear yellow. Ceased,
acknowledged and cleared alarms appear grey in color. These colors are
configurable (See Global Alarm Notification Settings, seétibrB3on pagells, for
information on how to change alarm severity colors).

An alarm can be enabled or disabled by changing the Enabled option.

Thetype and number fields indicate the input or output the alarm condition applies
to.

The alarm conditions for a contact input or an output have only two choices and
that is On or Off. In other words an alarm can be set to trigger when the input or
outputis on or when it is off.
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Blarmn Properties
Server COM Site | J Device ‘ J 1/0 | J
Severty |Minor - ¥ Enabled Type [Analog Number [3

[tsLessThan =] [078Y
[1s Grester Than ~| [400%

Details

Hotification New | ‘ Delete |
Server |Serverl ~| COMSite |Prince George | Device ‘SlavaNnMappingﬂ 140 | Al j
D | Server ‘ COM Site: ‘ Device ‘ 1/0 ‘ Type | Number | Sewerity ‘ Condition
3 Serverl Frince Ge...  SlaveMoMa.. - b inor Mon-Responsive

35 Serverl Prince Ge...  SlaveMoMa... Output 01 Output 1 Minar iz off

Prince Ge. SlaveNoMa...  &nalog 09 Analog El Hinar [ walue < 0.75 W) or [valuz

Clase A

Figure90 - Alarm Configuration Form

The analog or temperature input alarm conditions are based on the low and high
GKNBaAK2fRa 2F (KS RSOAOSQa AyLlziz 6KAOK
form and displayed as reashly fields in the alarm configuration form. When an

Ay Lddzii Qrvssed brie difis thiesholds, the device then notifigeVIEW APEX

2T GKS OKIy3aSd ¢KS [fINY OFy 68 GNRIISNE
below a threshold or the threshold change can be ignored.

To configurea non-responsivedevice alarmselect the desired device and select no

I/0. Then whenever the device does not respond teguest from siteVIEWhe

alarm will trigger. Th@on-responsivesite alarm does not cease until a successful
request/response transactiooccurs.Anon-responsive device alarm also triggers

gKSYy (KS RSOAOSQa LIR2NI 2N O02YLIzi SNI 6 S02)
does not causa non-responsivalevice alarm.

The alarm details are useful for providing instructions to the user when the alarm
occurs.

The Ist on the bottom of the alarm configuration form displays alarm conditions.
Select an entry from the list to see the alarm condition details. If an alarm condition
does not appear on the alarm condition list, ensure the filter is selected correctly.
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Alarm Conditionfor Summit Devices

Unlike other devices, thresholds for Summit devices are configured Gsasd,
{ dzY Y web @omfiguration interface.

T

For Summit Digital Input3hresholds are defined as a change of state.
Upon a change of state, eventsll be sent to Apex. Use the Alarm
Configuration form to select the state value that will represent an alarm.

For Summit Analog Inputsligh and Lowhresholdvaluesare defined using
Crest. Upon arossing of a threshold valuevents will be sent to Agx. Use
the Alarm Configuration form talarm a receipt of the event. Apex does not
differentiate high or low events use Crest to define which crossings are
relevant for Apex to alarm on: low only, high only or both.

For Summit nowresponsive alarms: th8ummit Communication service
GLAYy3Iaé GKS {dzYYAdG 2y | NB3IdzZ I NJ ol &aa
disconnect within 30 seconds. Similarly, the Summit Communication service
gAftf O2yGAydzS G2 aGLAYy3IE GKS {dzYYAld 2
re-connection within 30 seconds.

6.5.2.1. Analog and Temperature Sensor Alarm Conditions

Unlike Digital Inputs/Outputs and Device (NBrsponsive) alarms, Analog and
Temperature sensor alarm conditions can be set configured in multiple ways:

Low Condition High Condition Comment

Case Setting Setting
A LT (Less Than) | GT (GreaterThan)| ! aSR F2NJ 6§ SEOf dza A 2V
B LT LT Note: Only High condition is considered
C LT Ignore Single alarm condition
D GT GT Note: Only Low condition is considered
E GT LT Usedfora A y Of dzZa A 2y I NB ¢
F GT Ignore Single alarm zone
G Ignore GT Single alarm zone
H Ignore LT Single alarm zone
I Ignore Ignore Note: No alarm conditions considered
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6.5.1. Alarm Management

Alarms may be managed usisige VIEW APEKterface options.

6.5.1.1. Show Cleared Alarms

LY &GFNIdzL) 2F aAGS+xL923Y GKS a{Kz2g¢g [/ S|
list, isenabled This flag determines if Active and Cleared alarms are displayed.

CM& =iteRSM 002 15-Aug-13 3:35 PM
ID:2 - Actiwe
—dMinor Alarm - Analog 01
COME =iteRSM 002 15-Aug-13 3:23 PM
_?lm:i - ActiveAndCleared
__IMinor Alarm - Input 08

Clear All Ceased Alarms

Clear All Alarme
¥ Show Cleared Alarms

History

Figure91 ¢ Alarm Management

Show Cleared\larms

6.5.1.2. Clear All Reported Alarms

MRY GKS 1 fFNY fxYaaziaadbt 8 NBEFENX! t OGRADEN

COME siteRSEM 002 15-Aug-13 3:35 PM
5 [ID:2 - Actiwve
" IMinor Alarm - Anzlog 01
COME siteRSM 00Z 15-Aug-13 3:29 DM
I0:1 - A
* |Minor A14 Alarm Details

Clear Alarm

Acknowledge Alarm

Clear All Ceased Alarms

Clear All Alarms
¥ Show Cleared Alarms

History

Figure92 ¢ Alarm Management

Clear All Alarms

TASC Systems Incl Rights Reserved Pagell2of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

6.5.1.3. Clear a Selected Alarm

MBY GKS ! £ NY f A XZléata spetifc alarm frofnlthdaldrmb listNY £

COME siteRSM 002 15-Aug-13 3:35 DM

5 [ID:2 - Actiwve
_JMinor Alarm - Anzlog 01
COME =iteRSM 002 15-Aug-13 3:23 PM
ID:1 - A )
7 IMinor Al: Alarm Details

ICIear Alarm I

Acknowledge Alarm

Clear All Ceased Alarms
Clear All Alarms
v | Show Cleared Alarms

History

Figure93 ¢ Alarm Management

Clear a Selected Alarm

TASC Systems Incl Rights Reserved Pagel13of 241

[aN



TASC siteVIEW APEX User ManuaDa5®110 R04

6.5.1.4. Acknowledge a Selected Alarm

MNEZ2 Y
the alarm list.

6.5.1.5.

M2 Y

iKS

iKS

LfFNY fAAGZ dza

COME siteRSM 002 15-Aug-13 3:35 PM
ID:2 - Actiwve
__JMinor Alarm - Analog 01

w»

CME siteRSM 002 15-Aug-13 3:29 PM
5 |ID:1 - A
__JMinor Al:

Alarm Details

Clear Alarm

Acknowledge Alarm

Clear All Ceased Alarms
Clear All Alarms
v Show Cleared Alarms

History

Figure94 ¢ Alarm Management

Acknowledge a Selected Alarm

Clear All Alarms for a Device

(A0S5S4 GNBST ast

active alarms for the selected device.

Kz TASC siteVIEW Enterprise 20 L

Connect Edit View Tools Help

o | BlRn B =
Refresh Unlock || Sites | Alams | Comm | View | History
-4 System COM6 =siteRSM 002 15-Aug-13 3:29
L ID:1 - Active
ﬂa:' ﬁ;:’ﬁk ? |Minor Marm - Input 08
=4 GRANDFORKS
-4 COM6
- T
Copy to Group
Delete
Rename
Manual Poll 3

Clear All Alarms for Device
——

Disable Device

Alarm Configuration
Polling Configuration

Site Mapping Configuration
History

Properties

User Access

Figure95 ¢ Alarm Management

Clear All Alarms for a Device

puls
w»
[

O
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6.5.1.6. Clear All Ceased Alarms

MY (KS 't Ny fAaGX dzasS &/ tf SIrws. Thist / S| &
gAtf NBGdzNY GKS FfFNY O2yRAGAZ2Y (G2 &l St

COMé siteRSM 002 15-Aug-13 3:35 PM
- |ID:2 - Actiwve

__JMinor Alarm - Analog 01
CM& =ziteRSM 002 15-Aug-13 3:29 PM
5 [ID:1 - A« .

* |Minor 214 Alarm Details

Clear Alarm

Acknowledge Alarm

NClear All Ceased Alarms §
Clear All Alarms
v Show Cleared Alarms

History

Figure96 ¢ Alarm Management

Clear All Ceased Alarms

6.5.2. Alarm Specific Reporting Options

Selecting the notification button opens the Alarm Reporting Options form. The

alarm condition specific options can be configured from Atterm Reporting
Options form.

Sounds

Selecting the sound tab from the Alarm Reporting Options form allows the selected

sound and play interval to be changed. The selected sound file will play on the
event the alarm is triggered.

If an alarm is selected the sound interval can be changed. The play interval

determines the length of timsiteVIEW APEXl wait before replaying the sound
file.
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€ Alarm Reporting Options E\
Sound ] Text To Speech I F\ecip\ents]

Auwailable Sounds

one Browse. .

doarbell Pl

firetruck. a

Delete

natify

Selected Sound
Mame |nntify
Flay Interal |4 :I mifutes |59 :I seconds
ok Cancel

Figure97 ¢ Alarm Sound

From the sound tab, sound files may bdeded, renamed or sampled, and new
sound files may be loadediteVIEW APEX capable of playing most common
sound file types including wave (.wav), midi (.mid), mpeg layer 3 (.mp3) and
windows media audio (.wma).

Text to Speech

{ St SOGAYya 6BOKECSED FRARYLIGKS ! £ Ny wSLRI
the spoken message and play interval to be changed. The specified text string will
0S alLlR1Sy UGUKNRdAdAK GKS OfASyd t/ Qa &aLlSl ¢

The play interval determines the lerigof timesiteVIEW APEXill wait before
replaying the message.
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G Alarm Reporting Options E
Sound | T2t T Speech | Recipents |
Configuration
Message
‘wiest Site temperature is too high
I
[ Enabled
Play Interval |0 ::I minutes ‘15 :I seconds
Setlings
oK Cancel

Figure98 ¢Text to Speech

Recipients

Recipients are users who receive naotification of the alarm. Selecting the
GwSOALIASYyGaeg G o FNRY onkiBws!the seldted aldnJ2 NI A
recipient list to be updated. The selected recipients will be notified when an alarm
200dzNBE® ¢KS !'aSNna y20ATFTAOFIGAZ2Y 2LJiAz2ya
' RYAYAAUNYGA2YEé FT2NY 0aSSHlohpaded)d y3I | aSNJ

If the Notify SNMP Agent is selected, the SNMP Manager will béedotihen the
alarm occurs. The SNMP Manager is configured within the Global Alarm Notification

settings area.
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Ki‘;‘ Alarm Reporting Options

Sound I Text To Speech '"Réi':ibiéi—iig";

Select
Excluded

Included

svadmin

¥ Notify SNMP Agent

]
0K Cancel

Figure99 - Alarm Recipients

6.5.3. Global Alarm Notification Settings

By default, when an alarm is cleared, it no longleows in the alarm panel.

| 26 SOSNE 08 BEKSOUIAY S BERSYE I Nyaé

show or hide cleared alarms.

{St SOGAIbHERRAGI GA2Yy {SlldAy3aé FNRY
Configuration Form. From this form, gl alarm notification options may be set
that apply to all alarm conditions.
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Display Settings

{ St SOGAYy3 (GKS a5AaLXtre {SGldAy3IAdcolordl o I f
for the different alarm severities.

Motification Configuration

Dizplay Setlings IEmaiI ] Pager ]

Alarm Colors

ciicat [J|  Setect
Maiar |— Select
Minor [ Select
Ceaved or Cleared: |— Gelect

Apply | 0K ‘ Cancel |

Figure100¢ Notification Configurationg Display Settings

Emaiil

Email alarm notifications are only available if the security key has been configured
to allow Email as siteVIEW APEofption. However, the email page is still available
even if email is not enabled the system for password recovery purposes. Specify

an SMTP server that will serve as the default SMTP server during password
recovery.

{StSOGAYy3 GKS aoYlFAfte¢ GFo Fft26a | dzaSNJ
retry interval, the default email masage template and the default recipient email

addresses. This form also allows the user to test the email reporting system by
sending test emails.
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Netification Configuration @

Display Settings Email ]Pager I F\eetSync} SNMF‘I

Outgoing Mail
Server (SMTF) |smtp.gmai|.com:58?

SMTP Account Name: |myemai| @gmail.com

Password: |mygma||password| [¥ Enable SSL

Name: |Hecognizab\e Name

From E-mail: |mygmai|id @gmail.com

Email Test

To: ‘someoneiknow@gmai\.com

| This is & test e-mail from TASC sits VIEW 2.0.

Default Recipient Email Addresses

Critical’|

Major:; ‘

Mmor‘

Options

Default | -
Retry Interval: |0 3: hours |30 =< minutes :r\isgg{‘;é: Edit

0K Cancel

Figurel01¢ Notification Configuration¢ Email

The outgoing mail SMTP Serverhis email server that will be used to send email.

This can be any SMTP server that tlarm Notification Managehas access to. If

the server resides on the same computer as Al@rm Notification Managerthen

0KS aSNBSNI OFy 0SS AGioma ZNROEER2EKSE 2N
computer theAlarm Notification Manageresides on. A remote server can also be
specified.

The outgoing mail name is the sender name that will appear on all out going emails
from siteVIEW. A valiBromemail address musilso be supplied for the SMTP
server to authenticate that the email is being sent from a valid email account.

To usesiteVIEW APBEMth third party email services which require
' secure connection, ensure th&nable SSk selected and the
specific port number is appended to tiserver (SMTRaMe.

C2NJ SEIF YLX S (2 dza Servé 2SMENoSIde
smtp.gmail.com:587 and theEnable SSiption would be
checked.

The email test section allows a user to téet outgoing mail configuration by
sending a test email to a specified email address.

The default recipient email addresses allows for system wide emails to be sent
based on the criticality of the alarm that initiated the email. Each criticality can have
one or more email addresses separated by a comma or acaomn.
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The retry interval indicates how often the email will be resent. The email will
continue to be sent to the recipient until the alarm has ceased or been
acknowledged or cleared.

t NBaaAy3d

iKS

GORAGE odzilizy 2LSya (KS

Notification Message editor, theiteVIEW APEXarm notification email can be
modified. The left side of the form can be exditand the right side of the form

displays an example of what the alarm email will look like. A column of buttons is

located down the center of the form. When any of the buttons are pressed, a

predefined field tag is inserted into the message. For exanppéssing the button
froSt SR
af ! [ ! wayL5BpodE

Alarm Hotification Meszage

NY L5¢ AyasSNIa GKS

Subject: |site\-"lEW Alarm Matification - Alarm 10: <ALARM_

Alarm 1D

Body: | This iz an automated email alarm notification fr

Statuz

ALARM INFORMATION

Previous Status

Alarrn 10 ALARKM_ID>
Severity: <SEVERITY >
Server <SERVYER_MAME >
Site; <SITE_WNAME>
Device: <DEVICE_MAME »
10 Marme; <I0_MAME >

|0 Type: <I0_TYFE>

10 Mumber: <I0_HUMBER >
Alarm Time: <TIMESTAMP:
Alarm Reason: <REASOMN:
Details: «DETAILS>

Alarm Severity

Preview

|site\-"lEW Alarm N atification - Alam 10: 333553

This iz an automated email alarm notification from ity

ALARM INFORMATION

Alarm Tirmne

Alarm Reaszon

Alarmn Dretailz

Server Mame

Site Mame

Device Hame

<PREWIOUS_STATUS: -» <STATUS>

140 Mame

1/0 Tupe

10 Murnber

Alarm [D; 333339

Severity: Critical

Server. Server 1

Site: Eastlake

Device: Shed

|0 Mame: Room Temp

|0 Type: Temperature

10 Murnber: 4

Alarm Time: Tuegday, Hovember 10, 2009 13046 Pt
Alarm Reazon: Temperature value iz oo high
Dietails: zend technician to investigate

CeaseddndCleared -> Active

QK. Cancel

Figure102¢ Default Email Message Editor

before the email is sent.
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Pager Settings

.e Note: Paging is only available if the security key has been configured to allow paging as a
siteVIEW APE#ption and it is only available as an option insiteVIEW APEXystem.

{ St SOGAYy3 (KS at I ebBfijke the bubgoirg pdge madent linegdza S NJ
the retry interval, the numeric paging message and the default recipient pager

numbers. This form also allows the user to test the pager reporting system by

sending test pages.

Notification Configuration

Display Settings | Email  Pager

Outgoing Calls

Modem Line: | Conexant D480 MDC V.92 Modem LJ 9

Pager Test

Pager Number: [9,8045551 515 Send

Default Recipient Pager Numbers

Critical: I
Major: l
Minor: l

Options

Retry Interval: |0 El: hours |4 E: minutes
Numeric Paging Message: |1234567830(

Apply l 0K | Cancel

Figurel03¢ Notification Configurationg Pager Settings

The outgoing modem line is the modem line that will be used to send pages. This
can be any modem line that is configured on tiarm Notification Manager
computer.

The pager test section allows a user to it outgoing pager configuration by
sending a test page to a specified phone number.
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The default recipient pager numbers allows for system wide pages to be sent based
on the criticality of the alarm that initiated the page. Each criticality can have one or
more pager numbers separated by a searion.

.E Note: Do not use a comma to separate pager numbers, as a comma is used to
indicate a pause when dialing a number.

The retry interval indicates how often the page will be resent. The page will
continue to be sent totte recipient until the alarm has ceased or been
acknowledged or cleared.

FleetSync Settings

.e Note: FleetSync is only available if the security key has been configured to allow FleetSync
as asiteVIEW APE¥ption and it is only available as an option insite VIEW APEXystem.

{StSOGAY3 GKS actSSG{eyO¢ (il oOeetSyné 254 |
notification options

Motification Configuration @

| P |

Default Recipient Radios

Critical:| Edit |
Major: | Edit |
Minor: | Edit
Opticns

Retry Interval: |0 3: hours |30 3: minutes
Default FleetSync messages: Edit

OK | Cancel

Figurel04¢ Notification Configurationg FleetSync Settings
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SNMP Settings

.e Note: SNMP is only available if the security key has been configured to allow SNMP as a
siteVIEW APE#ption and it is only available as an option insiteVIEW APEXystem.

The SNMP notification feature allowdeVIEW APEN send a SNMP v2 Trap to a
SNMPRcapable managet for example, a Network Operations Center software

system.
(St 80GAy3 GKS a{baté¢ (lo Ftt264a | dzasNJ
options.

Motification Configuration @

Display Seﬂings] Email ] Pager ] Fleet Sync S

Settings
Manager
Address: [192.168.0.144
Part: |162
MIB: [steView =1 |
Test Trap

Send

OK | Cancel

Figurel05¢ Notification Configurationg SNMP Settings

TheSNMP{ SGiAy3aa aSOlA2y RSTAyYySa (G(KS {bat
Address and Port number. Use the MIB dropdown to select the SNMP MIB file to be
used.

To test SNMP trap, use the SNEIP S & i ¢ NJ lehdd@tahil A 2 y Q& {
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6.6. Automated Polling

Automated Polling is used to check the status of selected devices within the
network at scheduled intervals. This is used to ensure that conditions at remote
locations remain within acceptable parameters.

ToconfigurepoliB &St SOG4 F G4NBS y2RS dzyRSNJ (KS
Y2RS dzyRSNJ 6KS GaDNRdzLJa¢ y2RS gAff d
{StSOGHYRIAANAIG/ 2y FTAIdNI GA2YyEé FNRBY (KS
configuration form. From thikorm a user can create polling schedules, and delete

or modify existing ones.

Changes made to the polling configuration form do not take effect until Update is
selected after making changes to an existing polling schedule or add is selected
while creatinga new polling schedule.

A scheduled Polling Configuration E|
Scheduled Poll Properties
Type | DeviceStatus = Excluded Included
Every [12 =1 [How hd LACOMBE Add Al | [LACOMBE
- s COMS 5 e+COM1
Mon Tue Wed Thu Fri  Sat Sun +=+=Slaveob apping 1 sregPL 1
(T "2 I R I I +++1592.168.0.70:3011
seesPL 1
Starting |Jun 20,2007 w| @ [ a;Pm = »
Endng [Fiun 21,2007 ~| @ | £30PM  — <
Eee] Remove Al
Mew | Update | Dielste ‘
Sewver |LACOMBE  v|  COMSite [192168.0.70:30 v| Device [sPLT |
| Sub Command ‘ Frequency ‘ Start Date | Start Time | End Date | End Time ‘

Alldnaloglnputs

every 1 Day 6/20/2007 430 PM none nahe
DeviceStatus 2 £420 e —

every 12 Hours

AlDutputs every 1 Day B/20/2007  431PM  none nane
AllContactnputs everg 1 Day 642042007 4:31 PM none naone
AT emperaturelnputs everp 1 Day B/420/2007 431 P none none

Clase

Figurel06- Polling Configuration Form

A scheduled poll tellsiteVIEW APBEX communicate with a device at a specified
time. The type of communication depends on the type selected. Available
scheduledboll communication types are:

DeviceStatus: retrieves the device status. This ensuresitedl|EW APEXas
not lost communication with the device. Also it allosie VIEW APBEX
detect if any device configuration has changed. If a change in device
configuration is detectedsiteVIEW APEXill automatically download the
new configuration settings.

DeviceStatus is also the option to choose for pinging a desite®/IEW APEX
gAff GKSY LAY3a FT2N 6KS RSOAOSQa

QX
(et
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AllContactinputs: retrieves the contactpiat values.
AllTemperaturelnputs: retrieves the temperature input values.
AllOutputs: retrieves the output values.

AllAnaloglnputs: retrieves the analog input values.

MinMaxLogCount: retrieves the min/max log count. If the returned value is
more than zerositeVIEW APEMII automatically download and clear the
min/max log.

SampleLogCount: retrieves the sample log count. If the returned value is more
than zero siteVIEW APEXMIl automatically download and clear the sample

log.

RealTimeClockRam: retrievesues stored in the real time clock (RTC) random
access memory (RAM). The data logger timers are stored in the RTC RAM.

A scheduled poll has an interval. This interval specifies how often the scheduled poll
is to occur. An interval of every two hours wiluse the scheduled poll to occur

every two hours for the selected days, starting from the start date and ending on

the end date. The scheduled poll end date can be set to never end by removing the
end date option. If the selected interval is in minuteshours, an end time may be
specified. If an end time is specified but no end date is specified, the scheduled poll
will occur indefinitely but only between the specified times each day. An end time
cannot be specified if the time interval specified is dagek, month or year.

Scheduled polls without thEnabledbption selected will not occur, but can be-re
enabled by selecting thEnabledoption and then selecting Update.

In order for a scheduled poll to occur, at least one device must be assigned to the
scheduled poll. There are two libxes in the scheduled poll form, each showing a
list of TASC Communication Ses/a@long with theTASC Communication Sefver
COM ports and the devices connected to those COM ports. The Excluded list
contains devices ttawill not be included in this scheduled poll; whereas the
Included list contains devices that will all be polled at the scheduled time. After
including or excluding devices in the scheduled poll the update button must be
selected in order to Update the Isedule poll.

Deleting a scheduled poll permanently deletes the scheduled poll for all devices
associated with the scheduled poll.

The list on the bottom of the scheduled polling configuration form lists existing
scheduled polls. Clicking on an entry in lise shows the schedule details. If a
scheduled poll does not appear on the scheduled poll list, ensure the device filtering
options are selected correctly.

o Polling is not supported for Summit Devices.

TASC Systems Incl Rights Reserved Pagel260f 241



TASC siteVIEW APEX User ManuaDa5®110 R04

6.7.

Site Mapping

To configure site mapping, seleciaNBS y 2 RS dzyRSNJ (KS
I G4NBS y2RS dzy RSNJ (iKS

{StSOGHYAGSI RA {LILIA vy 3

abSig
GDNRdzLJAEé Yy2RS gAff

[ 2y FAIANI GA2YEéE FNRY

mapping configuration form. From this form aar can map outputs to any other
input or output which is monitored by siteVIEW. The site mapping configuration
form is also used to delete or modify existing mappings.

Changes made to the site mapping configuration form do not &dfect until
update isselected after making changes to an existing output mapping or add is
selected while creating a new output mapping.

An output mapping tellsiteVIEW APBEX turn on or turn off a spefied output
based on the result of some other input or output in siteVIEW.

Asite Mapping Configuration E]
Site Mapping Propetties:
Input Condiion
Server | | coMsie| | Device| | |
Condtion|Is Less Than _|[5.30 [IsLess Than - |[1200 Type[Ansiog Number[1
Dulput Action
Server |LACOMBE  v|  COMSite [192.168.070:30 | Device |sPL1 =] Output [Dutput -
Agtion| Tum Off -
¥ Enabled New Delete
Server |LACOMBE  v|  COMSie [192.168.07030 ¥ | Device|sPL1 = wo | |

Server COM Site Device

evic 140 Name Tupe
LACOMBE 521680, SPL1

Close

Figurel07- Site Mapping Configuration Form

.E WARNING: Site Mapping cannot occusifeVIEW APENses its connection to the
mapped device. If the target device is unreachable then no output event can occur.

The input condition is specified for a specific server, COM port, device and input or
output on that device. When the input or output condition occlgiseVIEW APEX

then to take the specified outpudction. An input condition can occur when an

input or output is turned on or off, or an input condition can occur when an analog
or temperature value is less than or greater than one of its thresholds.

The site mapping condition form allows a usentodify, delete and enable or

disable site mappings.
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The list on the bottom of the site mapping configuration form displays site
mappings. Select an entry from the list to see the site mapping details. If a site

mapping does not appear on the site mappifigs ensure the filter is selected
correctly.
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6.8. User Access

{ St SOGHYASNIRODSEaa¢d FNRBY (GKS YIFIAY YSydz
configuration form. The User Access form is only viewable by an administrator. The
User Access form allows administratorgéstrict access of other users to parts of

the system. This way different users can be assigned to different parts of the system
and can only see the parts that they are assigned to.

By default, all users have access to different parts of the systenthagdnust be
manually denied access to various parts of the system. Administrator users cannot
be given restricted access and so they will always have access to all parts of the
system.

Eﬁ User Access El

Setup

Sites

= K& system Excluded Included
=) testuser [Test Account]
B4

Add All

»
4
<

Figure108¢ User Access Configuration
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Once devices are configured they are ready for monitoring and control. Monitoring
and control usingiteVIEW APEHKcludes viewing the current status of devices,
controlling device outputs and responding to alarms.

siteVIEWAPEXloes not exit completely when trgteVIEW APERlientis closed

(by selecting the close button in the top right corner of the main application form).
InsteadsiteVIEW APEXlientis minimized to the system tray. To exit thige VIEW
APEXClientcompS i St 8> aSHBEDia Xk @y y$0d FNRY (KS

OncesiteVIEW APEX closed, thdata Managey TASC Communication Serapd
Alarm Notification Managecontinue to function. Communication with the
configured sites, auto polling, site mappingdamew status information returned
from the device all continue to occur even though the user interface has been
closed.

.e- Note: Even though thesiteVIEW APEXIlientmay be closed, monitoring, alarm reporting,
scheduled polling and Site Mapping continue to occur

7.1. Monitoring Devices

7.1.1. TASC Remote Platforraad Summit Devices

siteVIEW APE2an monitor several types of inputs and outpatisached to TASC
Remote PlatformsThose inputs and outputs can be represented in different
meaningful ways.

Panel control outputs can be taed on and off, but inputs cannot be changed.
Outputs may be controlled if the user has the required access rights.

Warning: When controlling outputs, the value displayed on the panel will be
IE' different than the actual output value while the command Iseing sent.
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Figurel09- Site Panel Examplfor a TASC
Remote Platform

7.1.1. Ping Devices

siteVIEW APEX can monitor a set of Ping devices. Since only communication is
monitored, no input or output controls are shown on the associated panel display.

To monitor Ping devices, set up a periodic poll. Failure to communication, in the
form of an unesponsive status, may mean the device or network is not operating

as expected. Use alarms on failed, unresponsive communications to signal failed
devices.

.e Ping devices do not have any assated input or output controls for panel display. To
monitor Ping devices, use an unresponsive alarm to signal any communication problems.

7.1.2. SNMP Agent Devices

siteVIEW APEX can monitor a set of SNMP Agent devices. siteVIEW shows an input
(by default: in theform of a numeric control) in the display panel for each published
Integer OID within the SNMP Agents definition. These inputs are updated by
incoming SNMP traps sent to siteVIEW APEX from the SNMP Agent device. Alarms
may be set for each SNMP Agent @lput value.

.e SNMP Agent devices are represented as a list of monitored SNMP Integer OIDs. Incoming

SNMP traps from an SNMP Agent are used to update these OIDs. Alarms may be set on
any OID.
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7.2 Alarm Handling

Alarm conditions pertain to input and output values. When an alarm condition
occurs, an alarm is triggered and thigeVIEW APBEXSer is notified in several ways.
Visually the affected input or output Panel Component will blink on and off, the
associated navigation tree node displays an alert icon and an alarm is added to the
alarm panel.

.e WARNING: th&DCommandOk and 3DToggleOnOff Boolean control styles do not blink
during an alarm condition.

4 Alarms - TASC siteVIEW 2.0 X

COM3 =PL 1 Tuesday, November 10, 2009 1
ID:4 - Active

Minor fAlarm - SCL Contact
COM3 sPL 1 Tuesday, November 10, 200% 1
5 |[TD:3 - Active
__|¥Minor Alarm - Output 01
COM2 =PL 1 Tuesday, November 10, 2009 1
ID:2 - Active
Minor Alarm - Analog 01

Critical Major Minor

0/0]|3

Figurel10- Alarm PopUp Notification

If siteVIEW APBEX minimized when an alarm occurs, thieeVIEW APESystem tray
icon will display a blinking alert icon and an alarm-pgpscreen is displayedave

the siteVIEW APEs¢stem tray icon, in the bottom right area of the screen. The
popdzL) AONBSYy OFy 6S RAALI @SR Y|l ydzffe
>Show Alarm PegzL) 2 AY R2 g ®¢

If the triggered alarm has a sound file associated to it, thenddile will play while
the alarm is active or until the user mutes the alarm sound.

The alarm popup form displays a summary of active alarms. Whereas the alarm
panel displays all active and inactive alarms that have not been cleared. Each entry
of the alam popup form and each entry on the alarm panel have a find button with
a question mark on it. Selecting the find button navigates the user to the device
where the alarm occurred, and the device panel is displayed.
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Each alarm entry on the alarm panel and alarm popup displays information about
the input or output where the alarm has occurred. Performing a double mouse click
on an alarm panel entry displays the alarm details form.

larm Configuration 1 =

Alam Properties

Server | SNMP Communic v| COM Site |Ethemet (SNMP) » | Device |Bid-ACMI(SNME >| 0 [highPwrtlam |

Severity |Minor hd |v¥ Enabled Type |IntegerSNMP MNumber ’E‘_

Condition(s) [ls Equalte | [1 0D [1.36.14.1.21581.1.1.22.1
Range: 0 .. 1

Alarm Details - 110 Details | Tells if high forward power acmi alam is present 1= I
alarm present 0 = alam not present

I
Netification | [~ Do not send notifications when alarm is being cleared | Add | Cancel | I
I
Server |SNMP Communic »| COM Site [Ethemet (SNMP)_~ | Device |Bid-ACMI (SNMF x| 10 [fwdPwmwv | I
I D | Server | COM Site | Device | 10 | Type | Number | Severity | Condition

Close

Y

Figurelll- Alarm Details Form

The Alarm Detail2fNY 3IA @Sa RSGlFAfa 2F GKS Ny f
status last changed and details about the alarm. The Details field is useful for
providing instructions to a user in the event that the alarm is triggered.

If an alarm has a sound fiéessociated to it, selecting the mute button stops the
sound from playing until the alarm has been triggered again. The snooze button
causes the alarm sound to stop and not resume again until five minutes later. If
within those five minutes the alarm conidin ceases, the snooze is interrupted and
the sound will not occur again until the next time the alarm is triggered.

The status of the alarm is displayed in the status field. A user can change the status

of the alarm by selecting an action and then selagthe Set button. Active alarms

can be cleared or acknowledged. Acknowledging an alarm causes the alarm to

remain in the alarm panel, but all other alarm indications stop. Clearing an alarm
removes the alarm from the alarm panel completely. But seledting A-$Show

I £ SENBR !'fFNyaé Ol dzaSa Of SFNBR FflFNya 1z

Alarm panel entries have different colors based on the alarm severity and status.
Critical alarms appear with a red background, major alarm backgrounds are orange
and minor alarm backgrounds are yellow. When an alarm has become inactive or
when an alarm is cleared, the alarm panel entry background turns grey. The
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background of an active alarm blinks when the alarm is neither acknowledged nor
cleared.

7.3. Manually Pollng the Devices in the Network

Options exist that allow a user to manually initiate a poll. This allows the operator

to retrieve the current status of the selected unit at any time. To perform auah

LRttt aStSOGhaygdRrF (RSt a9RHZDYSydzad { St S«
button on the tool bar can access the same functionality.

%A TASC siteVIEW 2.0

Connect  Edit Wiew Tools Help

g |, 8 B ©

Refregh Unlock || Sites | Alarms
Skatus R&
Zonfiguration Refresh
Full Refresh

esh

Figurell2- Manual Poll Options

{ St SO »VYaAualPOHRA Wi I ( dza w S FiteWFERVK\P BX Cetrieva e
status and I/O values of all diees under the currently selected node.

For instance, if a Server node is selected then all COM Ports and their respective
devices will be polled.

If a COM Port Node is selected then all devices within that COM Port will be polled.
If a device node is tected then only that particular device will be polled.
I aGFddza NBEFTNBAK NBUNARSGOSE I RSOAOSQa

al
NEGNARSPSa GKS RSOAOSQa O2y FAIdAzNI A2y &S
functionality of a status refresh andcanfiguration refresh combined.
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8. hDDLbD

Each time an alarm occurs, or an I/O value changes or communication with a device
occurs siteVIEW APEXcords the event in a log. This is knowrsi&sVIEW APEX

logging.

Some devices also have logging of theinoWwhis kind of logging is referred to as
device logging. Device logging is currently only available for the TASC
siteCOMMANDER device type and is not visible in systems that are not configured
to support site COMMANDERSs.

z

The log viewer can be viewed byS3dD (i A Y =5 | ABAISANE ¢ FTNRY (KS
by selecting the history button from the toolbar.

The log viewer connects to the logging interfasich resides on th®ata

Managercomputer.
XA TASC siteVIEW 2.0 - Log Viewer =)[E3]
svadmin [Cor--] ViewAsxwL Aschive data as: 20091110-1 B
Bow Filter: ComputerName ¥ | Equal To | I Add Filter I Filters Off I Remave Filters |
Options - VTEW Logs - Communication - Archive: 20091104-Auto (71 entries)
siteVIEW Logs ComputerName SiteName DeviceName Command  SubCommand Status EntryDate UserName
Alarm LACOMBE  RegionA [sPL 1 Update  PeripheralPassThroughNACK  10/30/2009 8:09:17 AM
ESieaes LACOMBE  RegionA sPL1 Retrieve  DeviceStatus Completed 10/30/2009 8:09:20 AM
10 LACOMBE  RegionA [sPL 1 Retrieve  AllAnaloglnputs Completed 10/30/2009 8:09:21 AM
Admin Logs LACOMBE  RegionA |sPL 1 Retrieve | AllTemperaturelnputs |Completed 10/30/2009 8:09:21 AM
P coces LACOMBE  RegionA [sPL 1 Retrieve  AlOutputs Completed 10/30/2009 8:09:21 AM
— LACOMBE  RegionA |sPL 1 Retrieve | AlContactnputs Completed 10/30/2009 8:09:21 AM
. LACOMBE  RegionA [sPL 1 Update  PeripheralPassThroush NACK  10/30/2009 8:09:29 AM
S EeToCE s LACOMBE COM3 |sPL1 Asci Binary Completed 10/30/2009 8:10:57 AM
LACOMBE  COM3 sPL 1 Umire  |igz Completed 10/30/2009 §-10-58 AM
20091106-Auto LACOMBE COM3 |sPL1 Refrieve  DeviceStatus Completed 10/30/2009 §:10:58 AM
LACOMBE COM3 |sPL1 Ascil Binary Cancelled |11/3/2009 3:18-27 PM
LACOMBE  RegionA [sPL 1 Retrieve  DeviceStatus Completed 11/3/2009 3:18:43 PM
LACOMBE  RegionA |sPL 1 Retrieve  AllOutputs Completed 11/3/2009 3:18:43 PM
LACOMBE  RegionA [sPL 1 Retrieve | AlContactnputs Completed 11/3/2009 3:18:43 PM
LACOMBE  RegionA |sPL 1 Retrieve | AllAnalognputs Completed 11/3/2009 3:18:43 PM
LACOMBE  RegionA [sPL 1 Retrieve | AllTemperaturelnputs Completed|11/3/2009 3:18:44 PM
LACOMBE  RegionA [sPL 1 Retrieve | SCMBlock Completed 11/3/2009 3-19-04 PM
LACOMBE  RegionA [sPL 1 Refrieve InputBlock Completed 11/3/2009 3:19-04 PM
LACOMBE  RegionA [sPL 1 Retrieve  InputBlock Completed 11/3/2009 3:19-04 PM
LACOMBE  RegionA [sPL 1 Retrieve InputBlock Completed 11/3/2009 3:19-04 PM
LACOMBE  RegionA [sPL 1 Retrieve  InputBlock Completed 11/3/2009 3:19-04 PM
LACOMBE  RegionA |sPL 1 Retrieve | OutputBlock Completed 11/3/2009 3:19-05 PM
LACOMBE  RegionA [sPL 1 Retrieve  InputBlock Completed 11/3/2009 3:19-05 PM
LACOMBE  RegionA |sPL 1 Retrieve InputBlock Completed 11/3/2009 3:19-05 PM
LACOMBE  RegionA [sPL 1 Retrieve InputBlock Completed 11/3/2009 3:19-05 PM
LACOMBE  RegionA |sPL 1 Retrieve InputBlock Completed 11/3/2009 3-19-05 PM
LACOMBE  RegionA [sPL 1 Refrieve  AnalogBlock Completed 11/3/2009 3:19-06 PM
LACOMBE  RegionA [sPL 1 Refrieve | AnalogBlock Completed 11/3/2009 3:19-06 PM
LACOMBE  ResionA |sPL 1 Retrieve  AnaloeBlock Comuleted 11/3/2009 3:19:07 PM v
Connected to lacombe:54323

Figurell3- siteVIEW APEKog Viewer

The log viewer form displays log entries on the right and a list of log types on the
left.
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From the menu links of the log viewer form a user can export, clear or refresh log
entries. The log data can be filtered and archived, and any data can be expmrted t
xml.

A list of archived logs is shown on the bottom left of the Log Viewer. Select an
archived log to view it in the Log Viewer or delete it. Logs are automatically archived
to prevent the logs from becoming unmanageably large.

8.1. siteVIEW APEXogging

EOK GAYS Ly FEFNYQa adl Gddza OKFy3Sa Iy Sy
log. The alarm log also contains a field named Username. This field records the user
who changed the alarm status. If the Username field is empty, then the alarm status
waschanged automatically by the system.

Each time communication occurs betwesite VIEW APEx©d a device, the
communication is recorded in the communications log.

Each time an I/O value is returned from a device, an entry is recorded in the 1/0O
values loghat indicates this value.

siteVIEW APE2so records each time a user logs in or out ofgtteVIEW APEX
system in the access log, however, this log can only be viewed by an administrator.

8.2. Device Logging

Device logging is only available for the TASC GRMIEGANDER device.

A siteCOMMANDER may be set up to perform logging locally. If device logging is
enabled for a site COMMANDER, it can be manually retrieved or automatically
retrieved bysiteVIEW APEX@ &SGOG GAy 3 dzZLd 'y Fdzi2YlF GSR LJ

23 YIydzzftezx aStSOG I airidS/haa! b59wQa R
GKSy asSH5pDGlrapRABSNE FTNRY GKS YIAYy YSydzx
logger form.

The first time the device data logger form is opened for a device, most of the
information will be unavailable. There are two refresh buttons on the device data
logger form that allow a user to refresh the logger information. If the data logger is
running, the data logger information will constantly change at the device and
siteVIEW APEXiIl not be aware of the changes without performing another
refresh.
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A user can download the sample log or the min/max log and when the download
has completedsiteVIEW APEautomatically clears the log that was downloaded.
Or a user can manually clethie log without downloading the values.

The data logger can be stopped and started from the device data logger form. The
time the logger was started is displayed in the field labeled start time.

Several timers exist in the device Data Logger form. Thdgessare not stored in

the data logger and they cannot be automatically downloaded. The timers are only
available for viewing through the device data logger form. The timers display the
total accumulated time the carrier operated squelch (COS) was aitttlie,device

is a siteCOMMANDER equipped with the FFSK option, and accumulated time the
inputs were on. The last update time displays the last time these values were
updated.

8.3. Log Viewer Properties

You can access theg VieweProperties page by selectitige options link from
the Log Vieweform.

8.3.1. Log Archiving

By default logs available from theg Vieweare automatically archived every
evening at midnight by theogging Interface The length of time to keep a log entry
before archiving is adjustables are the autedelete options.

The log archives are saved<astallDir> \ data \ Archive , where <InstallDir> is

the installation path of thdata Managei(by default, <InstallDir> is:\ <Program

Files >\ TASQ siteVIEW APEX \ APEXDataManager ). The amount of comyer hard

drive space thé.ogging Interfac@eeds to maintain these archives ranges greatly,
depending on the amount of activity in the system and how long the archives are
stored, so please monitor these files to make sure the computer does not run out of
space.

TASC Systems Incl Rights Reserved Pagel37of 241



TASC siteVIEW APEX User ManuabD@5®110 R04

&H TASC siteVIEW 2.0 - Log Viewer

o ][ eey | [ corew |

Figurell4- siteVIEW APEKog Viewer Options
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9.{ ., {¢9a !w/ BKE£AGwbDb5 w

The stored data and logs can be archived and restored. To access the archive and
NEAG2NE 2LIAHYRAISEY SODKAGBxWESaG2NE¢ TN

9.1. Automated Archive

To setup automted system archiving, check the enabled checkbox, setup the path
on the server where to archive to and set up a schedule.

System Archive %]

Autornated Archive ] Marial Archive & Hestore]
Options
Enabled: [
Path: |.\Systerru‘-\ru:hive& Browsze
*Pleaze note, the archive path iz relative to the server.
Days to keep archive: | 30 El:
Schedule
Ewery |2 ::l |'W'eek ﬂ
F I T I T
Stating |Mar 31,2008 v | @ [10604M
Apply
Figurel15¢ Automated System Archive
9.2. Manual Archive & Restore

System archives can be archived manually by selecting an archive name and
selecting the archive button. Tregchive will automatically be saved into the
default archive directory.

To manually restore a stored system archive, select an available archive from the
list and then select restore.
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Archives that were stored in previous versionsitéVIEW APBEXIl be
automatically updated to the newer version when the archive is restored.

System Archive %]

Autamated Archive | Manual Archive & Restore l

Available Archives Perform System Archive

2007-319

Mame: |2008-3-31_siteVisw

Archive

Cancel

Figurel16¢ Manual System Archive & Restore
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10. ¢wh! . [ 9{1 hh¢LbD

10.1. Event Viewer

TASGiteVIEW APEXA S&4 (KS 2 Ay R2 ¢ aEvedtMSwidodrdcky’ 3 & @ &
when theData Manageistops and starts. Thevent Viewer is also used to track key
information such as licenses and adds, and to traclbata Managermapplication

errors.

To access th&/indows Eent Viewer, select Admintsative Tools from the
Windows ©ntrol Panel. Under administrative tools, seldstent Viewer. The TASC
siteVIEW APE2¢ent log is specific to TASIZ2VIEWAPEX.

TheBEvent Viewer can be used to help troubleshoot problems with the sigikey,
notification errors (e.g., email server problenagjd Data Managerconnectivity
problems.

10.2. TASC Communication Serveng Files

10.2.1.Message Transaction Log Files

The Message Transactiood file provides higtevel operational information for the
siteMEW APEXASC Communication Sergeftware module, including:

1 Message requests and responses frsite VIEW APERata Manager

9 Overall health of all underlying communication ports

By default, the CommunicationService.log file is disabled. To enable the
CommunicationService.log file:

1 Navigate to thec:\ <Program Files >\ TASQ siteVIEW
APEX TASCCommsrver — directory

1 Use a text editor to edit th€ommunicationService.exe.config
configuration file

1 Add the following line before the/appSettings>  line:
<add key="CommunicationServiceLogging" value="True" />

i Save the file
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1 Use theTASC Communication Sert#ility to restart the
CommunicationService

.174,Disconnected from Data Handler Server
643,
4.645,Log File=C:\5VE2Root\Enterprise2\Enterprise2\appSoftware\Bin\CommunicationService\CommunicationService.log [Verbosity=Logs]
.645,Connecting to Data Handler Server at 127.0.0.1:11003

.896,Connected to Data Handler Server

.60, CommSve->5erver [---]: Mag=Update.ClientIdentification

4.386, Server->CommSve [ : Msg=Update.ClientIdentification for Service(2)

.391, CommSve->Server [ Mag=Retriewve.SystemSettings

.391, CommSvc->Server [ : Msg=Retriewve.RedundantServerConfig

{.391, CommSvc->5Server [---]: Msg=Retrieve.CommPortConfig

4.803, Server->CommSve [-- Msg=Update.SystemSettings [Server=GRANDFCORES Version=1.0.4813.20928

.16, Server->CommSve [- Mzg=Update.CommPortConfig [Port=COML10(COM10) ID1=2 Type=Serial]

.184, CommSvc->Server [ : Msg=Update.ConnectionState for CommPort(2)

{.201, Server->Comm3vc [---]: Msg=Update.CommPortConfig [Port=COME(COME) ID1=3 Type=3erial]

4.206, CommSve->5erver [-- Update.CommPortStatus for CommPort({2) is Connected

.29, Server->CommSvc [001]: Msg=Update.CommPortTransaction Cmd=Retrieve.DeviceStatus using PortID=2 [Status=Queued]

.29, 8erver->CommSve [002]: Msg=Update.CommPortTIransaction Cmd=Retrieve.RllRZnalogInputs using PortID=2 [Status=Queued]

4.30, Server->CommSve [003]: Msg=Update.CommPortTransaction Cmd=Retrieve.RAllContactInputs using PortID=2 [Status=Queued]

.30, Server->CommSve [004]: Msg=Update.CommPortIransaction Cmd=Recrieve.RllOutputs using PortID=2 [Status=Queued]

.30, Server->CommSve [005 Msg=Update.CommPortTIransaction Cmd=Retrieve.RllTemperaturelnputs using PortID=2 [Status=Jueued]

.30, CommSve->»5erver [---]: Msg=Update.TransactionStatus

4.171, CommSvec->»Server [001]: Msg=Update.TransactionStatus

.785,Comm3vc->3erver [001]: Msg=Update.Transacticn3tatus

.45, CommSve->5erver [001]: Msg=Update.CommPortIransaction Cmd=5tatus.DeviceStatus using PortlID=2

.60, CommSve->Server [002]: Msg=Update.TransacticnStatus

4.293, CommSvec->Server [002]: Msg=Update.CommPortIransaction Cmd=Status.hllBnalogInputs using PortID=2

R N N R N N A

Figurell7 ¢ SampleMessageTransadion Log File

10.2.1.Port Transactions Log Files

For each COM port, a TransmitReceiveCOMxxx.log file (where xxx is the COM port
number) is created in thec:\ <Program Files>  \ TASQ siteVIEW
APEX TASCCommsrver — directoryto track communication transactions.

The port transactiondg files are created and updageitomatically. In addition to
transactions, the state, availability and the connection status of the port is
provided.
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-. — Monitor:
-. — Monitor:
-. — Monitor:
-- — Honitor:
-- — Honitor:
-. — Monitor:

BX - COM10,10
-- — Monitor:

-- — Monitor:
B¥ - COM10,Z24

Refreshi
Refreshl
Cpening
Open OE
Opened
Change

T - COM10, 255 254 253

010655

TX - COM10,5 1 0 2 132

Change
Change

[Port=COM10,
[Fort=COMLO,
[Fort=COMLO,
[Bort=COM10,
[Bort=COM10,
[Port=COM10,

State=Unawvailable, Awial=False, Is0Open=False]

State=lUnavailsble, Avail=True, Islpen=Fzlse] *Retr t'D oben
State=Unavailsbkle, Awvail=True, Isfpen=False] . y p
State=Unavailsble, Awvail=True, Isfpen=Trus=] IS Successful
State=ClearToSend, Awvail=True, Connection=Connected, ResetPort=False]
State=ClearToSend, Awail=True, Connection=Connected, ResetPort=False]

252 Z51 250 245 248 247 24¢ Z45 244 243 242 241 240 Z39 238 237 230 235 234 233 232 231
3 15 152 180 0 75

08 0 108
[Fort=C0OM10,
[Fort=C0OM10,

State=WaitingForReply, Awvail=True, Connection=Connected, ResetPort=False]
State=ClearToSend, Awvail=True, Connection=Connected, ResetPort=False]

01 32 133 2 80 181 0 33 2 72 0 88 0 33 2 32 2 48 2 0 0 32

Figurel18¢ Sampe Port Trangadion Log File
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10.3. Solutions to Problems

| cannot sign intsiteVIEW APE)ecause there are no licenses available

Look in the event viewer and ensure tBbata Managemproperly detected the
key and its licenses.

It may be possible thBataManageris not properly detecting the security key
for some reason. Stop tHeata Managerusing theData ManageUtility
and then exit theData ManageltUtility completely by minimizing it and
then closing it once it minimizes to the system tray. Then €s6t a { TS &
wSY2@S 1 FNRglNBE LINPINIYEI gKAOK Aa |
remove thesiteVIEW APBXSB Key. Once the key is uninstalled, remove
the key manually and then reinsert the key. Make sure the key is inserted
completely. ThesiteVIEW APBYSB Key should then reappear on the list of
installed hardware. Then restart tH2ata ManageltUtility by selecting
G { (PiNdgrams>TASGDataManaget G A f A (i@ ®é¢ Dat Sy dza Ay :
ManagerUtility, start theData Manager

Sometimes thesite VIEW APBXSB Kgis removed improperly and then the
computer must be restarted before the system will properly detect the
security key again.

siteVIEW APEMI not detect my key

Ensure the key is properly inserted into an available USB connection on the
computer wherethe Data Managerresides. Do not remove the key at any
time while theData Managelis running.

If the key is properly inserted arsiteVIEW APESAill does not detect the key,
remove the key and restart the computer. Once the computer has restarted
then insert the key and allow the operating system to find and install any
drivers it needs. Once the operating system has detecting theskey/|IEW
APE>should function properly.

TheTASC Communication Sergnot running

Use theTASC Communication Ser@enfiguration Todb start theTASC
Communication ServeBeveralTASC Communication Sesaan be
installed on different computers and eadASC Communication Seriger
installed with its own configuration tool.
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TheAlarm Notification Manageis notrunning

Use theAlarm Notification Manage€onfiguration Tool to start thalarm
Notification Manager

I cannot make changes to the system

Ensure the login user you are using has the appropriate rights to access the
siteVIEW APHXatures you wish taise.

siteVIEW APBEX unable to make a connection to a device

Ensure the device addressing is correct, othengiss/IEW APEMII not be
able to connect to the device.

Ensure the device is connected properly.

If using an Ethernet to serial connectiondonnect to the device, check that the
virtual serial communications port is setup properly in the Lantronix CPR
Manager application.

siteVIEW APBZXIls me the COM port is already in use

Ensure no other applications are using a COM port $italVIEW APXis
expecting to use for monitoring. Once an application is closed and the COM
port is freed up again fasiteVIEW APEK2 dza S = -BSHIB I8 NI ®» 84 §
the COM port that had difficulties, and then select the refresh button to
allowssiteVIEW APBEX resume monitoring on the COM port.

| cannot connect to thBata Manager

Ensure theData Manageryou are trying to connect is visible to the computer
you are trying to connect from. Make sure tBata Managedisten port is
not in use by another program.

The Log Viewer Does not work properly

Using theData ManageltUtility, ensure the logging interface service is running
and make sure the logging interface listen port is not in use by another
program.
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APPENDIXA. ¢! {/ | 1 woBEWwd! w9 C

A.l. Overview

The TASC siteCOMMANDER (sC), sitePORTAL Lite (sPL) and siteRSM (sRSM) all use
the same hardware but are different by their application firmware. This common
hardware is known as the TASC TRIO.

The TASC TRIO has eight analog inputs, eight compaits j eight digital outputs
and has room for up to eight temperature sensors.

The siteRSM and sitePORTAL Lite hardware devices are capable of adding digital
and analog expansion boards. They eapableof adding a total of 4 digital

expansion boards, ehavith 8 additional contact inputs, allowing for a maximum of
40 contact inputs (32 expansion and 8lomard). And these boards are capable of
adding a total of 2 analog expansion boards, each with 8 additional analog inputs,
allowing for a maximum of 24nalog inputs (16 expansion and 8-baard). How it

is packaged will determine the number of expansion inputs.

A.2. Configuration Utilities

TASC devices can be configured using their individual configuration utility, or by
using siteVIEW. If the configuratiornility is used to configure a devicgteVIEW
APEXs Aff 0SS dzyl g NB 2F (KS OKIy3aS FyR az
date for the device. To updatteVIEW APEperform a complete refresh on the

device.

A.3. Analog Inputs

A.3.1. Jumper Configuration

Each analog input may be set to a different range via jumpers J1 to J16 in
O2yedyOirzy 6AGK GKS RSHAOSQA O2yTFAIdNI (
jumpers noting that the order of jumpers is reversed, i.e. J1 & J2 correspond to the
highest analogniput.
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Analog | Jumper block

J1/J2

J3/J34

J5/J6

J7/J8

J9/J10

J11/J12

J13/J14

R N W A~ O] O N|

J15/J16

Table3 - Device Propertieg, Analog Jumper Configuration
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Figure119- Photo of Analog Jumpers

Each pair of jumpers configures one of two programmed ranges.
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Analog | 0-5.0V or 0-25Vv
User Range

1 J161to J162 | J163to J162
J15 Out J151 to J152

2 J141 to J142 J143 to J142
J13 Out J131to J132

3 J121 to J122 J123to J122
J11 Out J111to J1%2

4 J1061 to J162 J1063 to J162
J9 Out J91 to J92

5 J81 to J82 J83 1o J82
J7 Out J71to J72

6 J61 to J62 J63 to J62
J5 Out J51 to J52

7 J41 to J42 J43 to J42
J3 Out J31to J32

8 J21to J22 J23 to J22
J10ut JI1to J12

Table4 - Device Propertieg Analog Jumper Ranges

When a range is selected via the jumper block, the corresponding range must also
be set in the analog configuration pages for the device.

A 3.2.UseRanges

The user may select one of four external analog ranges by supplying an external

WLR GSYGAL ¢

RAGARSND NBaAaAG2NI ySG62N] & ™

configure an analog input for an externally supplied resistor network, set the
jumpers he same as for 5V.

The following table shows suggested external resistor network values for the user

range settings.

TASC Systems Incl Rights Reserved

Pagel49of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

Ra
o—_ H—H—90
External [JrRp To sitePORTAL Lite

Input

Figurel20- External Resistor Network

2x5V =10V | 4x5V=20V | 10x5V =50V | 20 x 5V = 100V

wk ' mfwl I oswl T dawlk ' wmd/

Ro=mnyYm|wo FmnYwo I mnanlwo I wmn

Table5 - Device Propertieg Suggested External Resistor Network
Values
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APPENDIXB. ¢! {/ {LC¢CO/ HhadChDIw! ¢L

The TASC siteCOMMANDER is a hardware device that cardlda aeajunction
with siteVIEW. The device has its own firmware configuration that can be changed
either using the site COMMANDER Configuration Utility (SCCU) or by using siteVIEW.

Some highlights of the siteCOMMANDER features include:
1 Monitoring of 8built in contact (digital) inputs.

1 Monitoring of 8 built in analog inputs.

9 Monitoring and control of 8 built in digital outputs.

1 Support for adding and monitoring TASC Temperature Sensors.

1 Device logging.

1 Low power mode.

T Connectivity via RS232 and FFSK.

This section discusses how to change the site COMMANDER device settings.

Refer to the site COMMANDER User Manual {QB®0002) for detailed instructions
and examples of use of the site COMMANDER.

B.1. Description

The description tab contains the name and description of the device, which is used
in siteVIEW.

KHpevice Details - TASC siteVIEW 2.0 ) |

Description |General| Startup Dplionsl Communicat\onl Contactlnputsl Analoglnputsl Temperaturelnputsl Dutputsl Device Logg\ngl

— Device Description

Name IU_G ateway

Description

Metwork Path ISystem\N etworkhS erver] WPrince Georgeh0_Gateway

¥ Only upload changed settings ok | Apply Cancel

Figurel21- Device Propdies
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B.2. General

The general tab contains reamhly information about the device such as ttevice
GelLlSs GKS RSOAOSQa AYUSNYylLt FANNGENB @S!
number of temperature sensors that are attached to the device.

lw

XApevice Details - TASC siteVIEW 2.0

|| Startup Elpllunsl Cummumcallunl Contact \nputsl Analog \npulsl Tempsralurelnpulsl Dutputsl Device Logging

Description G

r Device Detail

Tupe IsE
Fitmnweare Version |3.4
Extra Options
DUAL_RS232 -]
IE

# Temperature Sensors Present |1

FRestart Device

¥ Only upload changed settings I

Figurel22- Device Properties General

CKS awSaldl NI 5S@A0S¢éE odzitz2y F2NOSa GKS |
if the device isi10t recognizing a new temperature sensor, because the
sitetCOMMANDER only scans for new temperature sensors at boot time.
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B.3. Startup Options

AADevice Details - TASC siteVIEW 2.0 x|

Description | General { Startup Opions | Communication | Contact Inputs | Andlog Inputs | Temperature Inputs | Dutputs | Devies Loaging |

Startup Configuration

Startup Delay [set:]|5 3:
Enable Power Save [ Sleep Time| 35 Seconds ¥
ialke on E05 T

¥ Oy upload changed sstings ok | appy | Concel

Figurel23- Device Properties Startup Options

The startup options tab contains configiion that pertain only to the startup of

the device. The startup delay is the length of time in seconds that the device will

wait after starting, before it begins monitoring. The enable power save option

causes the device to switch into low power modenéi the device is in low power

mode, it will have a sleep time. At the end of each sleep interval, the device will

wake up and check its status. The wake on COS option causes the device to wake up
out of low power mode when it detects a carrier operatedisigh from theFFSK

module.

B.4. Communication

Making changes to the communication form after the first communication has been
established causes the communication configuration to be altered.

The device COM port specifies the COM port the device is to lute@anary COM
port.

The module type of the device determines the role of the device. The following is a
quick description of each mode:

Gateway: This mode is used on a single device to connect a network of
site COMMANDERSs to tséeVIEW APEKASC Commugation Server

Master: This mode is used in poita-point or pointto-multipoint applications
not involvingsiteVIEW APExtoducts
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Slave No Mapping: This mode is used for remote devicgiseMIEW APExOd
non-siteVIEW APEapplications

Slave Input Mapping: This mode is used strictly for ptmrtoint or pointto-
multipoint applications not involvingiteVIEW APEXoducts

The COM port retry count decides how mdimyes the device should send a
message before giving up. The retry timeout determines how long to wait for a
response after sending a packet.

KApevice Details - TASC siteVIEW 2.0 x|

| Contact Inputsl Analog Inpulsl Temperature [nputs | Outputs | Device Loggingl

Device Addressing

Device COM Port IFFSK hd
todule Type IS\avaNDMapplng -
Addiess |17 hd

I Serial Port 1 Serial Port 2| FFSK. |

— Port Configuration
Baud Rate IBBDU 'l
Praotocal IBNMap 'I

Inter-Byte Timeout [meec] | 400

Packet Rety————————
Count |3 E
Timeout [msec]|1DDU 3:

¥ Orly upload changed settings oK | Apply | Cancel

Figurel24- Device Properties Communication

Serial port 2 and the FFSK port can only be changed sitedEW APEXin a

local connection with the devicehiB is to ensure thagiteVIEW APEdoes not lose
connectivity with the device it is configuring. To configure serial port 2 and the FFSK
port siteVIEW APEXust connect to the device locally.

See Recommended Communication Timing Paramefatdg2 ¢ Recommended
Communication Timing Parametemn pagebl, for recommended tinrig
parameters.
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HHpevice Details - TAST siteVIEW 2.0 ) X

Descriptionl Generall Startup Options  Communication | Contact Inputs | Ainalag Inpulsl Temperature Inpulsl Dutputsl Dievice Logging I

Device Addressing
Device COM Port IFFSK 'l
Module Type |SlaveMobapping  »
Address |1 7 'l
Serial Part 1 | Serial Part 2" FFSE :
r—Port Configuration “Fush To Tak
Baud Rate |24DD 'l Delay [msec:]|15 33
Protocol IBinMF’ 'l Palarity ILow Vl
Channel Clear Delay [msec) |150 33 Output Level |31 33 PTT Test
Packet Retp————————— —COR/COSAM-51G
Count |5 3: Type IExlemaI Sig 'l
Timeout [mzec] I 1000 3: Polarity i l
Bytes of Preamble | 3:
Concatenate Packets [
¥ Only upload changed settings ok | Apply | Cancel |

Figurel25- DeviceProperties- FFSK Communication

B.5. Contact Inputs

If Enable Everis selected for a contact input, the device will nosfieVIEW APEX
whenever the input is turned on or off. The off state spesifif the input is

normally in the open state or if it is normally closed. The state that is specified as
normal then becomes the off state of the device.

The input mode can be set as normal or toggle. If normal is selected, the input is
edged triggered fltoggle is selected, the input is triggered based on levels; the
input will alter its state on alternating positive levels.
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HKHDevice Details - TASC siteYIEW 2.0 x|
Desciption | General | Startup Options | Commurication | Conlact Inputs | Analog Inputs | Temperature Inputs | Dutputs | Device Logging |
- Contact Input Configuration
1 2 3 4 5 3 7 & ALL
Enable Events I~ ~ 1= r r r i I |

Off State IDpen jIDpen jlﬂpen jlﬂpen lepen lepen le\osed le\osed j 1
Irput Mods [Homal = |[Nomal = |[Nomal =] [Nomal ~][Nomal =][Namal =|[Nomal =|[omal = |[Nomal =]}
Hold [secs] |1 = = =M = = =i = = =
L e N S R R R R
oupabey [ 0 = o b b b =b =
Output Action INorma\ leorma\ leormal leolmal leolmal lemmal leolmal leormal j m

¥ Orly upload changsd settings O T

Figurel26- Device Properties Contact Inputs

By selecting a local output, an input can be set shahwhen the input is turned
on, an output is turned on and when the input is turned off that same output is
then turned off.

The hold time specifies the amount of time the input must stay on before the
output will be turned on or off. The local outputesgfies the output to be turned
on and off. The output delay indicates how long the device should wait before
turning on the local output.

The output action can be normal, set or reset. If the output action is normal, then
the output turns on when the ingdus turn on and the output turns off when the
input is turned off. If the output action is set, then the output is turned on when the
input is turned on, but the output is unaffected when the input is turned off. Reset
causes the output to be turned offiven the input is turned on, but is unaffected
when the input is turned off.

B.6. Analog Inputs

If enable event is selected for an analog input, the device will nsitiéy/IEW APEX
whenever the input crosses either the low or high threshold voltage.

The rangendicates the analog input type that is connected to the device. If this
value is not set correcthgiteVIEW APEXay report invalid analog input
information.

Various sensors are available that attach to the analog input. If a sensor is
connected to an aalog input use the sensor drop down list to specify which sensor
is present.
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The units will change automatically depending on the range and sensor that are

selected.

The analog formula and Hi & Low adjusted values allow an analog input to be

formatted ushng an equation (For more information see Extra Device Configuration

on pager8).

¢tKS 2FFasi

Gl tdzS Hff26a Fy Fylf2z23Qa

%

By selecting a local output, an analog input is set such that when the input voltage

goes above the high threshold, an output is turned on and when the input voltage
goes below the high threshold that same output is then turned off. An output can
be assiged to both the high and low thresholds and the same output can be used

for both or a different output can be used.

Selecting the invert set points option causes the assigned output to turn on when

the voltage goes below the high threshold voltage and abitre low threshold
voltage. The same output turns off when the voltage goes above the high threshold

or below the low threshol
inverted.

The hold time specifies the amount of time the analog input must stay above or

d. Only the low output is used when the set points are

below the threshold before the output will be turned on or off. The local output

specifies the output to be turned on and off. The output delay indicates how long

the device should wait before turning on the local output.

4HDevice Details - TASC site¥IEW Enterprise 2.0

Desclipt\onl Genera\l Startup Options | Communication | Contact Inputs Ana SI Tempelaturalnputsl Dutputsl Device Loggingl

~&nalog Input Configuation
1 2 3 4 5 B 7 g

Enable Events ¥ v I 3 & I 12 I
Invert Set Points r r r r r r r r
@ FRange [0250 ~[050v =l[osov ~l[ozw =[ossov zl[ozsov 7][ozsov =[oas0v =]
Sersor I ﬂl ﬂl ﬂl ﬂl jl jl jl ;I

oiet [ =[oo oo oo oo oo oo oo =

Units Walts Wolts Walts Walts Wolts Wolts Wolts Wolts

T | e v | W | —— | | ———
B =
= =

~High Threshold Set Points
Thieshold [0 =40 4o 4o Hlao Hao Hao 4o
Adijusted [40 |40 [+0 |20 |40 [40 [40 [40
T T TN TN N [N N -
e o o o o o o o
Ouptbeipfo o Ho o Ho Ao =He o Ho

—Low Threshold Set Paints
Theshod [20 2o Hfzo  Hlzo Hzo Hlzo  Hlzo HJec
Adjusted [2.0 |20 |20 |20 j20 J20 j20 j20
Redfecsl [t = A = = b = =D

Lacal Dutput I jl jl jl jl jl jl jl
L O O == = O | = | TR

¥ Only upload changed settings Ok | Apply | Cancel

Figurel27- Device Properties Analog Inputs
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The site COMMANDER module cannot accept voltages on its inputs that are
negative with respect to ground. Application of negative voltages to the digital and
analog inputs will damage the module.

The malule provides fixed input ranges of80VDC and-25 VDC depending on
jumper settings. Four user ranges of X2, X4, X10 and X20 can also be programmed
based on a 5.12 VDC internal reference.

B.7. Temperature Inputs

If enable event is selected for a temperature input, the device will netigVIEW
APEXvhenever the input crosses either the low or high threshold temperature.

The device may have zero to eight temperature sensors present. The present
indicator lets tke user know which sensor is available for configuration.

The temperature units field specifies which temperature scale to use for calculating
values related to the temperature input.

By selecting a local output, a temperature input can be set such thahwiesinput
temperature goes above the high threshold, an output is turned on and when the
input temperature goes below the low threshold an output is then turned off.

The hold time specifies the amount of time the temperature input must stay above
or bebw the threshold before the output will be turned on or off, and it is also the
time before the event will be reported to siteVIEW. The local output specifies the
output to be turned on and off. The output delay indicates how long the device
should wait béore turning on the local output.
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4Hpevice Details - TASC site¥IEW 2.0 x|

Descmptmnl Generall Startup Dptmnsl Commumcatmnl Eonlact\nputsl #nalog Inputs  Temperature Inputs |Dutpuls| Device Loggmgl

r— Temperature |nput Canfiguration

1 2 3 4 5 5 5 .
Enahle Events ' v r - r r r -
Present

Units IEeIcius ;"jl[ﬁah:\us ﬂlEelcius jll:elcius jl[ﬁa\mus ﬂlEelmus jIEelcius j

—High Temperature Set Points
Thieshold [400  =[10a0 oo Hlaoo oo oo ZHlsoo  ZHlaoo
Hold [secs] I1 ::"1 ::”1 ::"1 ::"1 ::”1 ::"1 ::"1
Y e - S - S S S
Output Delay IU ::”U ::”U ::"U ::”U ::”U ::"U ::”U

—Low Temperature Set Paints

Thieshold [00 =[z20 oo ZHloo oo oo oo oo

s A= K== | == == | = | = | = ([
T e 1 1 N < - - =
Output Delay ID ::”D ::”D ::"D ::”D ::”D ::"D ::”D

=
=|
|
= |
=
=
|
=|

¥ Only upload changed settings oK | Apply | Cancel |

Figurel28- Device Properties Temperature Inputs

B.8. Outputs

The off state specifies if the output is normally in the open state or if it is normally
closed. The state that is specified as northah becomes the off state of the
device.

The output mode can be set as latch or pulskatthis selected, when the output
is turned on it is left on until the output is turned off again. If pulse is selected,
when the output is turned on the output dynstays on for the length of times
specified by the pulse width.
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XHpevice Details - TASC site¥IEW 2.0 x|
Descliptinnl Generall Startup Dplinnsl Enmmuﬂicatinnl Emlacllnpulsl Analnglnpulsl Temperatue Inputs Outputs | Device Lnggingl
i Output Configuration
1 2 3 4 ] & 7 2 ALL

Off State IDpEn jIDDEH jIDDEﬂ dlﬂpen jIDDEH jIDDEﬂ dlﬂpen jIDDEH j
Output Mode I Latch jl Pulse jl Latch jl Latch jl Latch jl Latch jl Latch jl Latch j
Pusewidhims) [0 =W =0 =0 o Ao He dE F

¥ Only upload changed settings oK | Apply | Cancel

Figurel29- Device Properties Outputs

B.9. Device Logging Configuration

The log roll over determines what the device will do when its log file becomes full. If
log roll over is enabled, the device will overwrite the oldest log entry to create a
new one. If log roll over is not enabled, the device will stop logging when the data
logger buffer is full.

Selecting power up run ensures the data logger starts automlftisvhenever the
device starts up.
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x
Desciiption | General | Startup Options | Commurication | Contact Inputs | Analog Inputs | Temperature Inputs | Outputs { Device Logaing |
~ Log Sefting:
[~ System r~Log Timd
Log A Time [+ Min/Max Run LenglhlW Run Intewallﬂm
Log Rial Ower [ Sample Run Lenglth Fun Intelvallﬁm
Power Up Run [ 1 2 3 ] H [ 7 E] ALL

—#nalog Inputs

| Enabled [ r r r r r {ml r
Buffer Allocation Log Thresholds I I r = r & r -

MM || e [ S~ F- S-S S-S S

[ Temperature Inputs

Enabled [ I I I IS = - r
lgTheshols ™ I I - F - © I
ot Qualtier [ =l =l = = = = =

—Contact Inputs
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On/Off Logging | ¢ -
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-
IS
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¥ Only upload changed settings ok | Apply | Cancel |

Figurel30- Device Properties Device Logging

The data logger logs sample data at selected intervals and it logs min/max data for
selected inputs. The buffer allocation determines how muctinefdata logger
buffer is allocated to each data logger type.

The enabled option determines if the selected input is included when logging. The
analog and temperature inputs have a log thresholds option that will cause the data
logger to log each time thk y LJdzii Qa @ f dzS ONRaasSa Ada KA:

The input qualifier causes the input value to only be logged when the assigned input
gualifier is on. So the input qualifier causes the analog or temperature threshold
changes to be ignored if the input gfifier is off. In other words, when an analog or
temperature input crosses a threshold, the value will only be logged if the assigned
input qualifier is on.

The contact inputs can be logged each time they are turned on or off, or they can
be logged as acenulative on times.

B.10. Device Logging Downloading To siteVIEW

Once device logging configuration has been setup, close the device properties form
FYR 2Ly (KS 5S@A0S 5FaGF [233SN] F2N¥Y T2
B5FGF [233SNE &NBY GKS YIFIAYy YSy

The Device Data Logger form can be used to stop and start the device logger,
download the logs, clear the logs, view the contact input accumulation timers and
clear the contact input accumulation timers.
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To see the status of the device logger, preStha WS TNBAKE odziG2y Ay
[ 233SNI 5801 Af&¢ 3ANRdzZLI 02Ed® LT GKS REFEGI f
unavailable and the log counts will be empty. Once the data logger is started, the

device will begin to store sample and min/max logs based/ich inputs the

device is configured to log.

EﬂslaveNoMapping 1 - Device Data Logger

—Data Logger Detailz — Timers

Logger StatuslHunning Stop Logger I Cos IDDDDD: 00:00:00

Start Time|[1/1/2001 12:01:09 A Input 1 |0000C:00:00:00
Input 2 |00000:00:00:00

Input 3 |00000:00:00:00

—Sample Log —Min/dax Log

00000;00:00: 00
Count I Count I e I

Input 5 |00000:00:00:00

32 a
_Ceae | _Ceatsg | Input & |0000C:00:00:00
Download | Download | Input 7 |DDDDD:DD:DD:DD

Input & |00000:00:00:00

E‘I‘I‘I‘I‘I‘I‘I‘I‘Iu
[x

Refresh |
Refresh | Last Update |3£12£2DDSB:53:1?AM

Cloze |

Figurel31- Device Data Logger
.e Note: The threshold logs are saved and downloaded along with the Min/Max Log.

¢tKS RSOAOS KILAa o GAYSNR GKIG INB ad2NBR
these accumulator timers was enabled for @responding contact input then the

device will increment the timers for every second that the input is in the on

position. These timers are updated even when the device data logger is stopped.

The last update time shows the last time tisite VIEW APEtownloaded these
Ol £ dzSa FNRY (KS RSOAOSd t NBaa (KS awSTNI
download the current accumulator timer values.

{StSOlGAy3 (KS OKSO102E 06S&aARS GKS GAYSNJ
reset the corresponding timerdek to zero.

The maximum accumulator timer values are 16,777,215 seconds (194 days), after
which the timer will roll over back to zero.

The COS timer increments on receipt of the externally supplied carrier detect signal
via the optional FFSK module. Tthme that carrier is present (the signal is active), is
added to the COS accumulator. The accumulator accuracy is in seconds. To enable
tracking of the COS accumulator, select open the Device Properties form, select the
58A0S [233Ay3 dF 6 ANJRYSESOREDKS a4 2

TASC Systems Incl Rights Reserved Pagel62o0f 241



TASC siteVIEW APEX User ManuaDa5®110 R04

For more information on setting up specific logging on specific inputs, see the
previous sectioDevice Logging Configuration

Manually DownloadingDevice Logs

Once the sample log or min/max log have a record count greater than zero, press

the download button to manually download the data. The data will be downloaded

in chunks, so depending on how much data has been stored it could take several

packes to download all the data. Once all the data has been downloaslesl/IEW

APEXvill automatically clear the log. You may clear the logs manually by pressing

GKS a/tSIENI[23¢ o0dzid2y F2NJ GKS O2NNBALR)
loggerwillalg Of SI NJ G64KS 23 RIGIXT odzi GKS &/ S
without stopping the data logger.

Automatically Downloading Device Logs

To setup automatic downloading of the sample log, create a scheduled poll for the
device that checks the sampleggleount. If the sample log count is greater than
zero,siteVIEW APEMIl automatically download and clear the sample log. Similarly,
to setup automatic downloading of the min/max and threshold logs, create a
scheduled poll that checks the min/max log cauhthe min/max log count is

greater than zerositeVIEW APEMiII automatically download and clear the

min/max and threshold logs.
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APPENDIXC. ¢! {/ { L¢9t/hhwoaL[D'[w!¢co

The TASC sitePORTAL Lite is a hardware device that can be used in conjunction with
siteVIEW. The device has its own firmware configuration that can be changed either
using the sitePORTAL Configuration Utility (SPCU) or by using siteVIEW.

Some highlights of the sitePORTAL Lite features include:

1 Monitoring of 8 built in contact inputs, plsipport for adding TASC
Contact Input expansion boards.

1 Monitoring of 8 built in analog inputs, plus support for adding TASC Analog
Input expansion boards.

9 Monitoring and control of 8 built in digital outputs.

1 Support for adding and monitoring TAB€mperature Sensors.

1 1-2 peripheralpassthrough ports.

T Connectivity via TCP/IP, IP Modem, PSTN Modem and RS232.

This section discusses how to change the sitePORTAL Lite device settings.

Refer to the sitePORTAL Lite User Manual@E®0012) for detailednstructions
and examples of use of the sitePORTAL Lite.

C.1. Description

The description tab contains the name and description of the device, which is used
in siteVIEW. As well the device ilogisername and password thsiteVIEW APEX
will use to connect to the device can be changed on this page.

Details - TASC siteVIEW 2.0 B ll

"] General | Call & Madem Contial | Contact Inputs | Analeg Inputs | Temperature Inputs | Outputs | Site Information | Peripherats |

~Devics Description

HamefsPL 1
Description

Hetwork Path [SystemiNetworlServerl\Frince GeorgehsPL 1

semar
Passwari d |
d lw—

Retype Passwor

[¥ Orly upload changed settings 0K Apply Cancel

Figure132- Device Details Description
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C.2. General

The general tab contains reamhly information about the device such as ttevice

GelLlSs GKS RSOAOSQa AYUSNYylLt FANNGENB @S!
and contact input expansion boards attached to the device and the number of
temperature sensors that are attached to the device.

EﬂDevice Details - TASC siteVIEW 2.0 5[
Description  General | Call & Modem Conlloll Eonlactlnputsl Ana\oglnputsl Temperature \npulsl Dulpulsl Site Information Pemphera\sl
i~ Device Detal
Type |sFL
Firmwsare Wersion [4.7.1.0

E xtra Options
DUsL_RS232

# Temperature Sensors Present |1

¥ Only upload changed settings S I Apply I Cancel

Figurel33- Device Details General

C.3. Call & Modem Control

The call & modm control tab is used to configure connection settings.

C.3.1. Call Control

ThePeripheral Inactivity Timis the length of inactivity in minutes that the
sitePORTAL Lite will wait before disconnecting from the peripheral device and
returning to regular ronitoring mode.

User login Inactivitys the length of inactivity time in minutes the sitePORTAL Lite
will wait before disconnecting from siteVIEW.

ThelLogin Timas the amount of time in seconds that a remote application has to
enter in the login credemals before the sitePORTAL Lite will disconnect the
connection. Attemptsis the number of unsuccessful login tries the remote

application has before the sitePORTAL Lite enters a state of hacker guard, where no
one can log in for the amount of time specdfia the field name Recycle Time.
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Thelnter-Byte Timeoutletermines how long the com port should wait between
incoming bytes before timing out.

4Hpevice Details - TASC siteVIEW 2.0 x|
Desciiption | General | Call & Modem Cortrol | Contact Inputs | Analog Inputs | Temperature Inputs | Dutputs | Site Information | Peripherals |
rCallContrel ———— | [ Device Modem Parameters
[~ Modem Heartbeat
CTimeows | Rings Todnswer[ | =] =1 mins
< Interval |5 =
Peripheral Inactivity| 5 3 ming Madem Part Speed| 230400 - =
- TlmequIBDDDE 263
Pass Through Watt| 5 3- mins Command Mode| Dt Toggle - -
. - atermpis[3 =4
User Lagin Inactivig[5 =] mins Maden Option|Auto Detoot B
- Alam Reporting
~lagf AT Command Dialect| Generic (AT Commanc ¥ —
Rty Interva\l? 3. HTES
Login Time 20 =] ses AT Initalization Sting|ATE0&D15C150<1
IZD 3:
Attempts| 2 3: Use Enhanced Telephary Features [ Gl
Recyele Tinel5 =] mins Auto Search Madem Baud Rate [~ Ferzollen o
[ Periodic Status
y i 100 3; msecs
Packet Inter-Bute Timeout Rreport I
Retry Interval| 20 32 hits
¥ Orly upload changed setings ok | eeb | Concel |

Figurel34- Device Detailg; Call & Modem Control

C.3.2. Device Modem Parameters

Rings To Answepecifies the number of rings before a modem will answer a call.
Modem Port Speed the baud rate that the modem will operate at.
Modem Optioris the modem type: no modem, auto detect, internal or external.

AT Command Dialeoffers supmrt for a generic modem, but also a few other
modem types.

AT Initialization Stringllows a user to enter a modem initialization string that the
sitePORTAL Lite will use when it initializes the modem.

Use Enhanced Telephony Featwerables or disables &enced features such as

call cadence validation. The sitePORTAL Lite will then only answer calls with a
specified ring cadence. The cadence of the ring to answer is set in the Site Phone
Number field of the Site Information tab. This is only availaltheibptional plug

in modem TASC PN 8Q00-0046 is installed.

The ring cadence must be entered in the following format: [x,y,z], where x is the
length in milliseconds of the first ring, y is the length of the pause between rings,

and z is the length of theecond ring. All times are in milliseconds. The cadence

value is surrounded by square brackets, has commas separating cadence values, no
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spaces between values, has three values, and all times are integer values. The
sitePORTAL Lite will then only answaltscthat have the specified ring cadence.

If the cadence value is not entered correctly, or is blank, sitePORTAL Lite will ignore
all incoming calls. There is one exception, if the ring cadence is a star character
surrounded by square bracketse( [*]), then all calls will be answered.

Auto Search Modem Baud Rat&uses the sitePORTAL Lite to attempt to find the
baud rate of the incoming connection automatically.

Modem Heartbeats how often the AT initialization sequence is sent to the modem
to make sure it | online. The Timeout is the amount of time the sitePORTAL Lite
waits to receive a response from the modem before it retries the initialization and
Attempts is the number afetry attempts sitePORTAL Lite performs.

TheAlarm Reporting Retry Intervial the time in minutes the sitePORTAL Lite will
wait since an unsuccessful alarm report before it retritsemptsis the number of
unsuccessful alarm report retry attempts theeBBORTAL Lite will attempt before
giving upForce New Alarmeets the sitePORTAL Lite to report a new alarm even if
previous alarm attempts have failed and are waiting for the retry interval to elapse.
If Force New Alarm is not selected, new alarms wilt lang with the other

alarms.

Periodic Status Repasets the sitePORTAL Lite to periodically report its status to
siteVIEW. ThRetry Intervals how often the sitePORTAL Lite will attempt to report
its status.

C.4. Contact Inputs

The sitePORTAL Lite comathv8 built in contact inputs, but can be expanded with
a maximum of 4 TASC digital expansion boards, each with 8 contact inputs, allowing
a maximum of 40 contact inputs.

If Enable Everis selected for a contact input, the device will nosfieVIEW APEX
whenever the input is turned on or off. The off state specifies if the input is
normally in the open state or if it is normally closed. The state that is specified as
normal then becomes the off state of the device.
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Hpevice Details - TASC siteVIEW 2.0 x|
Description | General | Cal & Madem Contral { Contact Inpuis | Analog Inputs I Temperature [nputs | Outputs | Site Infarmatian I Peripherals |
i~ Cantact Input Configuration
1 2 3 4 5 3 7 8 ALL
Enable Events r I r r r r u u u

01t Stats [Closed 7| Closed 7| Closed [v]| Closed 7] [Closed =] [Clossd ][ Cinsed = [Closed =] |} Closed =]

Hodiecs) [ =0 =0 =0 =0 =0 =0 o =PNo =
tocal Quiput |- =l =l =l = = E- S =

DulpulActinnlNorma\ leorma\ jINormal jINolmal leolmal leolmal leolmal leormal j w

¥ Orily upload changed settings Ok I Apply | Cancel

Figurel35- Device Propertieg Contact Inputs

By selecting a local output, an input can be set such that when the input is turned
on, an output is turned on and when the input is turned off that same output is
then turned off.

The hold time specifies the amount tihe the input must stay on before the
output will be turned on or off. The local output specifies the output to be turned
on and off. The output delay indicates how long the device should wait before
turning on the local output.

The output action can beanmal, set or reset. If the output action is normal, then
the output turns on when the input is turned on and the output turns off when the
input is turned off. If the output action is set, then the output is turned on when the
input is turned on, but theutput is unaffected when the input is turned off. Reset
causes the output to be turned off when the input is turned on, but is unaffected
when the input is turned off.

C.5. Analog Inputs

The sitePORTAL Lite comes with 8 built in analog inputs, but can bededpaith a
maximum of 2 TASC Analog Expansion boards, each with 8 analog inputs, allowing a
maximum of 24 analog inputs.

If enable event is selected for an analog input, the device will nsitdy/IEW APEX
whenever the input crosses either the low or hitineshold voltage.

The range indicates the analog input type that is connected to the device. If this
value is not set correcthgiteVIEW APEXay report invalid analog input
information.
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Various sensors are available that attach to the analog inpatsénsor is
connected to an analog input, use the sensor drop down list to specify which sensor
is present.

The units will change automatically depending on the range and sensor that are

selected.

The analog formula and Hi & Low adjusted values alloanafog input to be
formatted using an equation (For more information see Extra Device Configuration
on pager8).

A

¢tKS 2FFasi

The input qualifier causes the analog threshold changes to be ignored if the input

oI

f dz§ | t fdpustedl bylthg speofiedfadaI® &

%

gualifier is off. In other words, when an analog input crosses a threshold, the value
will only be reported tasiteVIEW APEKthe assignednput qualifier is on.

i

By selecting a local output, an analog input can be set such that when the input
voltage goes above the high threshold, an output is turned on and when the input

Inputs 1 through 8 should be used if the analog has a hold time o
second (default hold time).Inputs greater than 8 should be used a

qualifiers only if the analog hold time is greater than 2 seconds.

voltage goes below the low thshold that same output is then turned off.

The hold time specifies the amount of time the analog input must stay above or

XHpevice Details - TASC siteVIEW Enterprise 2.0

Descnptionl Genelall Call & Modem Control | Contact Inputs  Analog Inputs I Temperature \npulsl Dutpulsl Site Informatian Pelipheralsl

x|

[ Analog nput Configuration
1 2
Enable Ewvents 13 12

5 5 7 8 ALL

O Fange oo =[omoy =[osov ~][ozsor =[vaso ][0z o w7

S S IS IS NS A I | I I

ot [00 oo oo oo oo oo oo oo =

Input uua\lllerl jl jl jl jl jl jl jl ;l
Units Valts Volts Wolts Wolts Wolts Walts Walts Walts

Furmulal--none-- jl--none-- jl--none-- jl--none-- jl--none-- jl--none-- jl--none-- ﬂl--none-- j Edit

—High Thieshald Set Paints

Theshoid [120 =20 Hlzo HHheo =Hfreo Hheo ZHfeo ZHhzo =HFzo =

Adusted [120 120

J120

120 120 120 120 J1zo

i~ Low Threshold Set Paints

Thieshold [50 =1[50 =[50 =50 =[50 =50 =50 =50 =

Adjusted [5.0 [50 |50 [50 [50 [50 [50 [50
e[t = A = = = =Hh A
Lacal Dulpullm ﬂl ﬂl jl jl jl jl jl ;l

Dutput Action] Output 5 7 [Output 5 7 [ Output 5 7| [@utput 5= [ Butput 5.7 [Output 5 ] [Gutpur 5 7] [Output 5.7 fGupu s =

¥ Orly upload changed settings

ok | py | Cameal |

Figurel36- Device Propertieg Analog Inputs

below the threshold before the output will be turned on or off. The local output
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specifies the output to be turned on and off. Thetput delay indicates how long

the device should wait before turning on the local output. The output action offers
several conditions for when the local output will turn on or off based on the analog
voltage.

The sitePORTAL Lite module cannot accept vedtag its inputs that are negative
with respect to ground. Application of negative voltages to the digital and analog
inputs will damage the module.

The module provides fixed input ranges &6 ¥ DC and-25 VDC depending on
jumper settings. Four user raeg of X2, X4, X10 and X20 can also be programmed
based on a 5.12 VDC internal reference.

C.6. Temperature Inputs

If Enable Everis selected for a temperature input, the device will nosfieVIEW
APEXvhenever the input crosses either the low or high threshold temperature.

4Hpevice Details - TASC siteVIEW 2.0 x|

Descnptlonl Genela\l Call & Modem Eontro\l Cartact \npulsl Analog Inputs  Temperature Inputs | Uutputsl Site \nlormatlonl Fenphelalsl

i~ Temperature Input Configuration

1 2 3 4 5 5 5 .
Enable Events I ~ r r - I r =

Fresend
Units |Celcius | ||Farerhei || Celvius | ||Celoius ||| Celoius ||| Celoius |7 | Celoius J||:a|mus
wwouia[— =]~ S~ - - - -

LL
High Temperaturs Set Paints
(Thlesho\dlﬂﬂ o Hfoo oo oo oo oo oo E}

"Luw Temperature Set Points

Thieshold [00 =H[320 oo oo  =HJoo  =Hfoo =Hoo =Jfoo

LU = | = (= | = N | = | -

M Oy upload changed settings Ok I Apply | Cancel |

Figurel37- Device Propertieg Temperature Inputs

The device may have zero to eight temperature sensors present. The present
indicator lets the user know wtih sensor is available for configuration.

The temperature units field specifies which temperature scale to use for calculating
values related to the temperature input.
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The input qualifier causes the temperature threshold changes to be ignored if the
input qualifier is off. In other words, when a temperature input crosses a threshold,
the value will only be reported teiteVIEW APEKthe assigned input qualifier is on.

Inputs 1 through 8 should be used if the analog has a hold time o
second (default bld time).Inputs greater than 8 should be used as
qualifiers only if the analog hold time is greater than 2 seconds.

The hold time specifies the amount of time the temperature input must stay above
or below the threshold before the event is reported ite¥IEW.
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C.7. Outputs

The off state specifies if the output is normally in the open state or if it is normally
closed. The state that is specified as normal then becomes the off state of the

device.
x|

| Site Information | Peripherals |

Descriplionl Generall Call & Modem Conlloll Eonlactlnputsl Ana\oglnputsl Temperature Inputs |

Output Configuration

1 2 3 4 5 B 7 8 ALL

OffStats [Closed | =|[Ciosed +|[Ciosed =|[Closed |[Clos=d_~|[Closed ~][Closed »][Closed »] ¥ closed =]

I¥ Onlp upload changed settings ok | apy | Cancal

Figurel38- Device Propertieg Outputs
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C.8. Site Information

When an 1/O event occurs, the sitePORTAL Lite will attempt to report the event to
siteVIEW. The Network Operations Control Center information must be supplied in
order for the sitePORTAL Lite to properly know how to connect é&HaW. Enter

the IP Address and IP Port if the device is connecteite®y |IEW APBXa Ethernet,

or supply the phone number if the device is connected via a PSTN modem.

HHpevice Details - TASC siteVIEW 2.0 i x|
Description | General | Call & Modem Contral | Contact [nputs | Analog Inputs I Temperature Inputs | Outputs Slte‘ atlonl Peripherals |
Metwork. Operations Contral Centre
IF Addiess or Phone Mumber|192.188.0.111
IP Fort |3001
M Oy upload changed settings Ok I Apply | Cancel

Figure139- Device Propertieg, Site Information
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C.9. Peripherls

The sitePORTAL Lite has two serial ports that can be used to connegidityd

hardware to the sitePORTAL Lite. Peripheral 2 is only available when the primary
communication channel to the sitetPORTAL Lite is either Ethernet or a PSTN modem,
thereby feeing the second serial port.

Third-party software can then connect to the device by having the sitePORTAL Lite
into passthroughmode. ThersiteVIEW APEXIl open a virtual serial port that the
third-party software can communicate witkiteVIEW APEMII then pass on any

data it receives from the virtual port on to the sitePORTAL Lite, which will pass the
data on to the peripheral device. Data from theripheral device is passed on to

the third-party application in the same way.

EﬂDevice Details - TASC siteYIEW 2.0 ll
Descliptionl Genela\l Call & Maodem Contro\l Cantact \npulsl Analoglnputsl Tempelatulelnputsl Dutputsl Site mformation  Peripherals I
[~ Details
Port1 {FartZ |
Name| Test
Baud Riate| 9500 ~| Peripheral

Connection| Pass-Through -

¥ Oy upload changed settings Ok I Apply | Cancel

Figurel40- Device Propertieg, Peripherals

Set the name of the connected peripheral device and the baud rate it expects to
O2YYdzyAOIF 4GS | i®ttREY KNRUOSBE FNRAGEWKS Y I
APEXo start perigheral passthrough.

C.10. PeripheralPassthroughin siteVIEW

Once a device is setup for periphepalssthrough, connect to that device. Once

AAAAA

O2yySOGSR NAIKG Of AO1 2y (KSPaRE@BIOSQa v ¢
and then the peripheral that yowould like to connect to.
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XH1a5C site¥IEW 2.0
Conmect  Edit Wiew Tools Help

8 . B O | 5 |=
Refresh Urlock || Sites | Alamns | Comm | View | History
Sites Alarms System'sMetwork Y LACO
k¥ Sustem sPL 1
Groups
M etwaark .
== LACOMEBE
E% COM3 - Conrected
—
E‘N Res Expand
o Delete
Rename
Manual Poll
Disconnect From Device

Passthrough
Disable Deyice

Alarm Configuration
Polling Configuration
Sike Mapping Configuration

Hisbary

Propetties
User Access

Figureldlc Starting PeripheraPassthrough

Once the peripheral connection has begaite VIEW APBXl launch a program

that will create a virtual COM port and facilitate a connection to the pernighe

device and any application that connects to the virtual port. Once the connection is
SaGlFof AaKSRZ dzaS GKS LISNALKSNIf RSOAOSQ:
virtual COM port.
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KHrassthrough Port - COM2 =10 x|

Passthrough connection to peripheral device
‘Test' iz ready. Connect via COMZ.

— Connection Details
Dewvice: |3F"L 1

|
COM Site: |I:IIIM3 |
Server: |mcDMBE |

IF Address: |Lau:-:um|:ue | Fuort:

Cloze

Figurel42c PeripheralPassthrough Cannection Waiting

In the figure abovesiteVIEW APEs€lected COM2 as the virtual port because it was
the first port available. Once a program then connects to COM2paissthrough

port window then hides itself. If the program then releases the COM puetpass
throughport window then becomes visible again. Closingphssthroughport
window releases th@assthrough connection anditeVIEW APEcoses the
connection to the device. If theassthroughconnection sits connected for too long
without passing any data to or from the device, then eventually the device will
disconnect after the peripheral inactivity timeout has expired andgassthrough

port window will be closed.
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APPENDIXD. ¢! {/ {L¢9Owwac¢LhbC

The TASC siteRSM is a hardware device that can be used in conjunction with
siteVIEW. The device has its own firmware configuration that can be changed either
using the site COMMANDER Configuration Utility (SCCU) or by using siteVIEW.

Some highlights of theiteRSM features include:

1 Monitoring of 8 built in contact inputs, plus support for adding TASC
Contact Input expansion boards.

1 Monitoring of 8 built in analog inputs, plus support for adding TASC Analog
Input expansion boards.

1 Monitoring and control of &uilt in digital outputs.
1 Support for adding and monitoring TASC Temperature Sensors.
1 Connectivity via RS232 or Ethernet.
1 Low power mode.
This section discusses how to change the siteRSM device settings.

Refer to the siteRSM User Manual (6B6-0052) fordetailed instructions and
examples of use of the siteRSM.

TASC Systems Incl Rights Reserved Pagel77of 241



TASC siteVIEW APEX User ManuaDa5®110 R04

D.1. Description

The description tab contains the name and description of the device, which is used
in siteVIEW.

AHDevice Details - TASC siteVIEW 2.0 x|

{Besciption | General | Communication | Contact Inpute | Analog Inputs | Tempersture Inputs | Dutputs |

Devica Desciption

Name |siteRSM 1

Description

Network Path |SystemNetwork'Server] \Prince GeorgehsiteRSM 1

¥ Onlp upload changed ssttings ok Apply Caneel

Figurel43- Device Details Description

D.2. General

The general tab contains reamhly information about the device such as the device
G8LSsT GKS RSOAOSQa AYUOGSNYylFt FANNGI NB
and contact input expansion bads attached to the device and the number of
temperature sensors that are attached to the device.

P
"| Commurication | Contact Inputs | Analog Inputs | Temperature Inputs | Outputs |
Device Detal

Type [steRSH

Fimwware Version [4.7.1.0
Exta Dptions
DUAL_R5232

# Temperature Sensors Present [T
¥ Only upload changed settings ax ool Cancel

Figurel44- Device Details General
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D.3.

TASC Systems

XHpevice Details - TASC site¥IEW 2.0 x|

Descriptionl General Communication I Contactlnputsl Analoglnputsl Temperaturelnputsl Dutputsl

Device Addrezzing

CommunicationSettings

Making changes to the communication form after the first communication has been
established causes the communication configuration t@abered.

The device COM port specifies the COM port the device is to use as its primary COM
port.

The module type of the device operates like a site COMMANDER in slave no
mapping mode, which is used for remote devices in sitiVIEW APEaOd non
siteVIEV APEXpplications.

The COM port packet retry count decides how many times the device should send a
message before giving up. The packet retry timeout determines how long to wait

for a response after sending a packet. The ifitgte timeout determines hovong

the com port should wait between incoming bytes before timing out.

Serial port 2 can only be changed whsteVIEW APEX in a local connection with
the device. This is to ensure thgiteVIEW APEX0es not lose connectivity with the
device it is cofiguring. To configure serial portsteVIEW APEXust connect to
the device locally.

See Recommended Communication Timing Paramelatde? ¢ Recommended
Communication Timing Parametermn pagebl, for recommended timing
parameters.

Device COM Port

odule Type ISIaveNoMapping 'l
Address |1 'l

I Serial Port 1 Serial Part 2 |

— Port Configuration

Baud F ate ISEDD 'I
Pratacal IBinMF’ 'I

Inter-Byte Timeout [maec) | 300

Packet Rety——————
Count I 5 3:
Timeout [mees) I 500 5:

[+ Only upload changed settings Ok | Apply Cancel

Figurel45- Device Details; Communication
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D.4. Contact Inputs

The siteRSM comes with 8 built in contact inputs, but can be expanded with a
maximum of 4 TASC digital expansion boards, each with 8 ¢onpats, allowing a
maximum of 40 contact inputs.

If Enable Everis selected for a contact input, the device will nosfieVIEW APEX
whenever the input is turned on or off. The off state specifies if the input is
normally in the open state or if it i'ormally closed. The state that is specified as
normal then becomes the off state of the device.

By selecting a local output, an input can be set such that when the input is turned
on, an output is turned on and when the input is turned off that same ouigpu
then turned off.

The hold time specifies the amount of time the input must stay on before the
output will be turned on or off. The local output specifies the output to be turned
on and off. The output delay indicates how long the device shouldhe#dire
turning on the local output.

E

Descliptionl Genela\l Commurication § Contact Inputs I Analog \npulsl Temperalurelnputsl Dulputsl

i~ Cantact Input Configuration

1 2 3 4 5 3 7 8 ALL
Enable Events I~ ~ I~ v I ¥ I I

OftStsts [Opsn  =l|Open  =l[Open v][Open *][Open  =][Open  =|[Open  =l[Open =|[Cpen =

Hold secs) [0 = ([ == =z == == =l =l = | =
P e o e o -

DulpulActinnlNorma\ leorma\ jINormal jINolmal leolmal leolmal leolmal leormal j w

¥ Orily upload changed settings Ok I Apply | Cancel

Figurel46- Device Propertieg Contact Inputs

The output action can be normal, set or reset. If the output action is normal, then
the output turns on when the input is turned on and the outpurns off when the
input is turned off. If the output action is set, then the output is turned on when the
input is turned on, but the output is unaffected when the input is turned off. Reset
causes the output to be turned off when the input is turned bat is unaffected
when the input is turned off.

D.5. Analog Inputs
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The siteRSM comes with 8 built in analog inputs, but can be expanded with a
maximum of 2 TASC Analog Expansion boards, each with 8 analog inputs, allowing a
maximum of 24 analog inputs.

If enable event is selected for an analog input, the device will nsitgVIEW APEX
whenever the input crosses either the low or high threshold voltage.

The range indicates the analog input type that is connected to the device. If this
value is not set corrdly, siteVIEW APEXay report invalid analog input
information.

Various sensors are available that attach to the analog input. If a sensor is
connected to an analog input use the sensor drop down list to specify which sensor
is present.

Selecting the TBC sensor will provide configure the sensor for us

o within siteVIEW(Since most TASC sensors provide 5V input, the
will not be visible unless the range selected-B\0) Once the
sensor is selectedhe units will change automatically depending ¢
the range and sensor that are selected.

¢tKS 2FFaSaG SrtdzS ftt26a +y Fylf23Qa O f

The analog formula and Hi & Low adjusted values allow an analog input to be
formatted using an equation (For more information see Extra Device Configuration
on pager8). Formulas may also be used with TASC sensors.

The input qualifier causes the analog threshold changes to be ignored if the input
gualifier is off. In other words, when an analog input crosses a threshold, the value
will only be reported tasiteVIEW REXf the assigned input qualifier is on.

Inputs 1 through 8 should be used if the analog has a hold time o
second (default hold time).Inputs greater than 8 should be w&ed
qualifiersonly if the analog hold time is greater than 2 seconds.

Byselecting a local output, an analog input is set such that when the input voltage
goes above the high threshold, an output is turned on and when the input voltage
goes below the low threshold that same output is then turned off.

The hold time specifies themount of time the analog input must stay above or
below the threshold before the output will be turned on or off. The local output
specifies the output to be turned on and off. The output delay indicates how long
the device should wait before turning dhe local output. The output action offers
several conditions for when the local output will turn on or off based on the analog
voltage.
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The siteRSM module cannot accept voltages on its inputs that are negative with
respect to ground. Application of negati voltages to the digital and analog inputs
will damage the module.

The module provides fixed input ranges &6 ¥ DC and-25 VDC depending on
jumper settings. Four user ranges of X2, X4, X10 and X20 can also be programmed
based on a 5.12 VDC internaleeence.

HHDevice Details - TASC site¥IEW Enterprise 2.0 x|

Descnptlonl Genela\l Communication | Contact Inputs  &nalag mputs |Temperalurelnputs| Uulputsl

~Analog Input Configuration
1 2 2 4 5 g 7 g ALL
Enable Events ¥ 3 3 v v v v v

@ Fange [0507 7o x[ozmw rl[osov x[ozsov ][0z rl[esoy v[ozmov 7]
O - R R R
oset [0 oo Hoo oo oo oo Heo Hoo =

T e e S S |

] —
Uit Wolts Wolts Vol Vlts Vlts Volts Wolts Valts
Formula I—rnona— jlr—none—— jlr—none—— jl——none—— jl——none—— jl——none—— jl——none—r jl——none—r j Edit
~High Threshold Set Paints
Theshoid [120 =120 =d[120 =120 =d[1z0 =120 =120 =l1z0 =fz0 =

Adjusted [12.0 [zo [zo 120 120 120 120 [120
e T N S N | N | |

—Low Threshold Set Paints
Theshold [50 =[50 =50 =50 =50 =50 =50 =50 =|Mso =

Adjusted [5.0 |50 [50 |50 |50 [5.0 [50 [50
|

e o e s 2 |

Hodsesst [T =i = =1 = = =Ahn =n ﬁﬁ

F¥ Orly upload changed seifings ok | eeb | Concel |

Figurel47- Device Propertieg Analog Inputs
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D.6. Temperature Inputs

If Enable Everis selected for a temperature input, the device will nosfieVIEW
APEXvhenever the input crosses either the low or high threshold temperature.

The device may have zero to eight temperature sensors present. The present
indicator lets the user know which sensor is available for configuration.

The temperature units field specifies which temperature scale to use for calculating
values related to the temperature input.

Kii Device Details - TASC sitaVIEW Enterprise 2.0 =)
Description | General | Communication | Contact Inpus | Analog Inputs £ Temperaiure inpits § Outputs |
Temperature Input Corfiguration
1 2 3 4 5 6 7 8 ALL
Enable Events W r r r r r r r
Present

Units [Celsive _v|[Celsius _v][Calsivs v ][Colsus _v]|[Celsus _v|[Celsius _+][Calsivs _][Colsius =]
nput Qualifier [~ ~[- Lf[- - A A - - ]

High Temperature Set Points

Theshold [240  =J[on oo oo oo oo oo oo
ealOuput [ - - - = - F- - A
Low Temperature Set Points

Threshold [115  =]|-550 =[50 -—=J|550 =550 —|550 =550 =550 =] =
o S | S | EE | EECT | E_E | T S

Feldsecs) [5 =it = A = = = = A

LK

¥ Only upload changed settings ok | sk | Cancel

Figurel48- Device Propertieg Temperature Inputs

The input qualifier causes the temperature threshold changes to be ignored if the
input qualifier is off. In other words, when a temperature input crosses a threshold,
the value will only be reported tsiteVIEW APEKthe assigned input qualifier is on.

Inputs 1 through 8 should be used if the analog has a hold time o
4 second (defall hold time).Inputs greater than 8 should be uszsl
gualifiersonly if the analog hold time is greater than 2 seconds.

The hold time specifies the amount of time the temperature input must stay above
or below the threshold before the event is reportemisiteVIEW.

By selecting a local output, a temperature input is set such that when the input
temperature goes above the high threshold, an output is turned on and when the
input temperature goes below the low thresholah output is then turned off.
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D.7. Outputs

The off state specifies if the output is normally in the open state or if it is normally
closed. The state that is specified as normal then becomes the off state of the
device.

X

Dscription | General | Communication | Contact Inputs | nalog Inputs | Temperature Inputs £

Dutput Configuration

1 2 3 4 5 E 7 8 ALL

offstste [Open  [Open  =|[Open  =|[Open =|[Open v][Open v|[Open 7][Open =||pen x|

¥ Only upload changed settings ok | gy | Concel

Figurel49- Device Propertieg, Outputs
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APPENDIXE. {! al¢ / hbCLD! w!

TheSummitis a hardwareplatform that can be used in conjunction with siteVIEW
Apex Summit uses the Crest web administration tool for configuration.
Some highlights of thEummitfeatures include:

1 Monitoring of48 built in contacinputs.

1 Monitoring of 32 built in analog inputs.

9 Monitoring and control ofL6 built in digital outputs.

1 Monitoring and control of 8 built in analog outputs.

9 Monitoring and control of 8 serial ports (configurable as?R&485/422)

1 Ability to manage pindevices (e.g., for Kenwood Trunking system control)

9 Ability to send events via SNMP, SMTP

Refer to theSummit User manual (080150112 for detailedconfiguration
instructions.

E.1Description

The description tab contains the name and description of the device, which is used
in siteVIEWApex

A Device Details - TASC siteVIEW APEX

I rtzssipien] Ganerst | Commurication |

Device Description

I Neme [Summt A2

Description

Network Path [Sys Summit C Server\Ethemet Az

Figure150- Device Details Descripton
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E.2General

The general tab contains reamhly information about the device such as ttevice

GelLlSs GKS RSOAOSQa AYUSNYylLt FANNGENB @S!
and contact input expansion boards attached to the device and the number of
temperature sensors that are attached to the device.

Figurel51- Device Details General
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